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A self-hosted governance, risk and compliance platform.

About this manual

This manual describes TraxrGRC from the user's point of view: what each screen is for, what its fields
mean, and how to complete each workflow. It reflects the product as shipped.

Who this manual is for

e GRC practitioners: risk managers, compliance and audit staff, policy owners, privacy officers and
incident responders who record and maintain the program day to day.

¢ Record owners and contributors: control owners, risk owners and other colleagues who are
assigned reviews, tests, findings or questionnaires.

¢ Managers and auditors who read dashboards and reports and receive scheduled reports by
email.

¢ Administrators who configure users, roles, integrations, notifications and backups.

e Staff who read and acknowledge policies in the Policy Portal.

New users who want the fast path should start with the Quick Start Guide. Installation, operations,
single sign-on and administration in depth are in the Administrator's Guide.

Developers integrating with TraxrGRC should read the REST API chapter together with the machine-
readable OpenAPIl document. Engineering conventions for people working on the product itself are in
docs/CONTRACTS.md .

How this manual is organized

The chapters follow the sidebar of the application:
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Chapter

Getting Started

Administration &
Settings

Risk Management

Compliance
Management

Policy Management

Third-Party
Management

Incident
Management

Internal Audits
Projects
Security Awareness

Data Privacy

Account Reviews

Evidence

Online Assessments
Report Center

REST API

What it covers

Signing in, the layout, the Dashboard and the conventions shared by every
module

Users, groups, roles, labels, custom fields, integrations, notifications, the
audit log, API tokens and backups

The risk register, treatments, reviews, exceptions, controls, assets,
business units and risk settings

Compliance packages, analyses, the gap view, the POA&M register,
exceptions and the compliance report

Policies, versions, approval, reviews, the Policy Portal and
acknowledgements

Vendors and partners, contacts, linked risks and data protection details

Incidents, classifications and personal data breaches

Audit plans and findings
Remediation and improvement projects
Training programs, tests and results

Records of processing, transfers, the Article 30 register, DPIAs, reviews and
data mapping questionnaires

Periodic reviews of user accounts

Internal evidence and third parties' assurance reports, linked to what they
support

Questionnaire templates and requests answered by outside contacts
Cross-module reports, CSV downloads and scheduled email delivery

Programmatic access with API tokens

Each module chapter opens with what the module is for and who uses it, then describes the list page,
the record detail page and its tabs, and the procedures for the module's workflows. Read Getting
Started first; the other chapters can be read in any order.
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Conventions

Convention Meaning

Bold A label you see on screen: a menu entry, page title, tab, button, field or status,
written exactly as it appears.

Settings - API A navigation path: open Settings in the sidebar, then API Tokens.
Tokens
monospace Text you type or read literally: addresses, file names, permission names,

codes and API values.

module:right A permission, for example risks:read (Read on the Risks module) or
reports:create . Roles grant rights per module; see Administration &
Settings.
own and all The two levels at which a role can hold a right. At own you work only with

records that you or one of your groups own; at all you work with every record
in the module.

Numbered steps A procedure to follow in order.

Permission notes. What you see depends on your role. A sidebar entry, button, tab or report appears
only when your role grants the right it needs, so your screens may show fewer options than the
screenshots here. Where a feature depends on a specific right, the text names the module and the right.
Administrators have every right in every module.

Screenshots. The figures show a demonstration installation populated with fictional data for an
invented company, Quillmont Systems. Names, dates and counts on your installation will differ, and the
product name and logo follow your organization's branding.

Dates and times are shown in your own time zone, which you set on your profile (My profile > Time
zone).
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CHAPTER 1

Getting Started

TraxrGRC is a self-hosted governance, risk and compliance platform. It gives your organization one
place to manage risks and controls, track compliance against frameworks, maintain policies, oversee
third parties, respond to incidents, run audits, deliver awareness training, and coordinate projects, data
privacy records, account reviews and online assessments.

This chapter is for everyone who uses TraxrGRC. It explains how to sign in, how the application is laid
out, how to read the Dashboard, where to find your own profile and the Policy Portal, and the on-screen
conventions you will meet in every module. Administrators should continue with Administration &
Settings afterward.

1.1 What you can manage

Each major area of GRC work has its own module, reached from the sidebar:
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Module

Risk
Management

Third Parties

Incidents

Compliance

Policies
Audits
Assessments

Account
Reviews

Awareness
Projects
Data Privacy
Reports

My Tasks

Policy Portal

My

Questionnaires

What it is for

Risk register, treatments, reviews and exceptions, plus the supporting controls,
assets, business units and risk settings

Vendors and partners, their contacts, contracts and review lifecycle

Security and operational incidents with response tracking, including personal
data breaches

Compliance analyses against requirement packages (for example NIST SP 800-
53 or the GDPR), the packages themselves, and the gap view

Policy documents with owners, versions, approvals and periodic reviews
Audit plans and their findings
Online questionnaires sent to internal or external respondents

Periodic reviews of user accounts and their items

Training programs and who has completed them

GRC-related projects (remediation, rollout) tracked by status

Records of processing activities, DPIAs, transfers and periodic reviews
The Report Center, and report emails sent on a schedule

Everything waiting on you across the modules you can read: decisions,
acknowledgements, training, questionnaires, reviews, control tests, findings,
POA&M items and projects

The published policies everyone can read, and the policies you are asked to
acknowledge

For Data Liaisons: the data mapping questionnaires assigned to you

User accounts, groups, roles, labels, custom fields, sign-in integrations, notifications, the audit log, API
tokens and backups are administered from Settings (see Administration & Settings).
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1.2 Signing in

1. Open TraxrGRC in your browser. If you are not signed in you are taken to the /login page, which
shows the Sign in to TraxrGRC form.

2. Enter your Email and Password.

3. Click Sign in. When your credentials are accepted you land on the page you originally asked for,
or on the Dashboard if you opened the sign-in page directly.

Sign in to TraxrGRC

Email

Password

Figure 1.1. The sign-in page with the Email and Password fields and the Sign in button.

Where you land depends on your rights: someone without Dashboard access is taken to the Policy
Portal, and a Data Liaison with no Dashboard access to My Questionnaires.

When an administrator has turned on SSO only (see SAML single sign-on), the page shows just Sign in
with SSO, and you sign in through your organization's identity provider. The Emergency administrator
sign-in link below it opens the password form, which works only for break-glass administrators.

If sign-in fails, the form tells you why:
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Message
Invalid email or password.

Your account is inactive.
Contact an administrator.

Sign-in is misconfigured.
Contact an administrator.

Single sign-on failed. Please
try again or contact an
administrator.

Sign-in failed. Please try
again.

Repeated wrong passwords lock your address out of that account for 15 minutes after five failures,
and an address out of every account after 30. The account itself is never locked: from another network

Meaning
The email/password combination was not recognized.

Your account has been deactivated; an administrator must re-
enable it.

The sign-in setup on the server is broken; report it to your
administrator.

The identity provider's answer was refused (expired, for another
service, not a reply to your sign-in, or the account cannot be
linked). The administrator can see the reason in the audit log.

Any other failure, such as a lost connection.

you (or a colleague) can still sign in with the right password. After ten failures on one account in 15
minutes, every address that has failed against it is refused for the rest of the window and administrators

are alerted.

Two directory options can be enabled by an administrator (see Administration & Settings):

¢ Single sign-on (SAML). When SAML is enabled, a Sign in with SSO button appears below the
password form. Click it to authenticate with your organization's identity provider. You return to a

page reading "Completing single sign-on..." and then to the page you asked for. If the identity
provider's answer did not arrive within 10 minutes, the page says "The SSO sign-in window
expired or no assertion was received. Please try again." and offers Back to sign in.

e LDAP. When LDAP is enabled, directory authentication happens invisibly: if your email and
password do not match a local account, TraxrGRC automatically tries your directory account

before reporting a failure. There is no separate LDAP button. The part of your email before "@" is
the directory username, and your directory entry must have an email address: without one, sign-

in is refused.

Two-step verification. If you have set up two-step verification (see Sign-in security under My profile),
a correct password or directory password takes you to the Two-step verification page, which shows
the email you are signing in as:

1. Enter the Code from your authenticator app and click Verify. Each code works once; if one is

refused as already used, wait for the next.

2. Without your device, click Use a recovery code instead, enter one of your recovery codes and

click Verify. That recovery code is then spent.
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Cancel and sign out returns you to the sign-in page. The page waits 15 minutes for a code; after that,
sign in again. After 10 wrong codes in 15 minutes (app codes and recovery codes together) the code
step for your account is locked from every address: the page says "Too many wrong codes. Wait 15
minutes and try again.", signing in again with your password does not lift it, and administrators are
alerted. A correct code resets the count. When your administrator requires two-step verification and
you have not set it up, the same page asks you to set it up (Set up now) before you can continue, with
the steps described under Sign-in security. Single sign-on never asks for a code; your identity provider
handles its own verification.

An LDAP or SSO sign-in never takes over an existing account that has its own password, administrator
rights or break-glass status, even with the same email. Such an account signs in through LDAP or SSO
only once it is linked: an administrator allows the link for that user in Settings = Users, and the next
directory or SSO sign-in makes it. Accounts created by a first LDAP or SSO sign-in link automatically.

1.2.1 Signing out and session length

To sign out, open the user menu in the top-right corner of any page (your initials and name) and click
Sign out. You return to the sign-in page. Sign out everywhere in the same menu also ends your
sessions on every other browser and device, within a minute; use it after signing in on a shared
computer or if you think someone else has your session.

A session ends after the session length (12 hours unless your administrator changed it) or after a period
without use (60 minutes unless changed), whichever comes first; you then sign in again. An
administrator resetting your password or your two-step verification, deactivating your account, or
changing your administrator rights or groups also ends your sessions within a minute. Changing your
own password ends every session except the one you changed it from.

1.3 The app layout

Every screen after sign-in shares the same frame.
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TraxrGRC Dashboard ® Help @ Morgan Ellery

98 Dashboard Dashboard :

06 Customize my dashboard
The shared layout everyone starts with
& My Tasks (o] s
M Policy Portal
Policies to acknowledge
= : :
= My-Questionnalres Read each policy and confirm you have read it by its due date

RISK

POL-02 Acceptable Use and Rules of Behavior (version 3) Due 2026-10-28 XSG
@ Risk Management

Third Parties

T Incidents . T . X .
Risks by classification Risk heatmap Risks over appetite
COMBLIANGE e Unpatched vulnerabilities on leg...

Asset-based
Asset-based - Hana Yoshida

Compliance

- Third-party 5 o Messaging vendor processes re...
B Policies Hisliass - Third-party - Owen Gallagher
continuity | = a
Audits & 2 Key person dependency in platf...
Enterprise r— Enterprise - Nadia Petrov
i 2 ]
B Evidence Privacy E o Messaging vendor's breach noti...
fisgulltoryand § M M Third-party - Owen Gallagher
AssBssments o ontractusl 5 2 4 4
2y Account Reviews y d :
@ Low @ High @ Critical
<= Awareness 1 2
Impact
Projects
o ; Select a cell to list its risks.
PRIVACY
B Data Privacy
Upcoming risk reviews Compliance status Upcoming policy reviews

Li Reports Malicious code through ... POL-07 Contingency Plan

39d overdue N 34d overdue
P Review 2026-09-09 y 9 Review 2026-09-14

Figure 1.2. The application frame: the sidebar on the left with its Risk, Compliance and Privacy sections, the
header with the user menu, and the Dashboard.

1.3.1 Sidebar

The sidebar on the left is the main navigation. Entries are grouped into sections:

Section Entries

(top) Dashboard; My Tasks (every signed-in user); Policy Portal (every signed-in user);
My Questionnaires (Data Liaisons)

Risk Risk Management (with Risks, Controls, Assets, Business Units and Risk
Settings); Third Parties; Incidents

Compliance  Compliance (with Analyses, Packages, Gaps, POA&M and Catalog); Policies;
Audits; Assessments; Account Reviews; Awareness; Projects

Privacy Data Privacy

(bottom) Reports (with Report Center and Scheduled); Settings

An entry with sub-pages opens automatically while you are on one of its pages; click its name to open
or close it yourself.
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The Collapse button at the bottom of the sidebar hides the labels and section headings and leaves only
icons; hover an icon to see its name, and click the button again (now showing a right chevron) to
expand.

You only see entries for modules you have access to. Access is controlled by permissions: each module
grants rights such as read, create, update and delete, at the level all (every record), own (records owned
by you or your groups) or none. Roles bundle these rights and are assigned to groups; you inherit the
roles of every group you belong to. Administrators bypass all checks. If a module is missing from your
sidebar, you do not have its read permission; ask your administrator.

1.3.2 Header, help and user menu

The header across the top shows where you are on the left, as a trail such as Risk Management >
Controls > AC-02 Account management: each earlier step links back to its list. Help and your user
menu are on the right.

Help opens a panel beside the page with the part of this manual that explains the page you are on, so
the page and anything you have typed stay as they are. The panel ends with Open in the full User
Manual, which opens the whole manual at that section in a new tab, with a contents list and links to the
Quick Start Guide and, for administrators and anyone with settings:read , the Administrator's Guide.
The help is this manual with your product name, so it matches the version you are using.
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The Risks list

From the User Manual
The list shows one row per risk, with live scores computed from the current
matrix and treatments:

Column What it shows
Title Click to open the risk.
Inherent Score chip: the inherent score, tinted with its appetite

band color. Hover for the band name.

Residual Score chip: the residual score, tinted with its band color.

Status Badge: open, closed or archived (see The risk detail
page).

Controls A red Control failing or N controls failing badge when

the risk is flagged (see below); otherwise the waorst
testing status of its treatment controls (OK, Untested,
and so on), or a dash when no treatment links a control.

Classification  The risk's classification.
Owner The named owner, if set.
Asset The linked asset, if set.

Next review The next review due date. For an open risk whose review
date has passed, the date shows in red with "(overdue)".
Closed and archived risks are never flagged overdue

Labels Any labels assigned to the risk.

The search box matches the title and description. Column filters narrow the
list by Status, Controls (choose Controls failing), Classification and Labels
(records with a label whose name contains the text). Click a column header
to sort. Export CSV downloads the current view as a CSV file. Saved filters
and column choices work as described under Data tables in Getting Started.

Figure 1.3. The Help panel open beside the Risks list, showing that page's section of this manual and Open in
the full User Manual at the bottom.

Click your initials and name to open the user menu. It shows your full name and email and contains:

Item What it does

My profile Opens your profile: time zone, your policies and your notification choices (see
My profile below).

Sign out Ends this session and returns you to the sign-in page.
Sign out Ends this session and every other session you have, on any browser or device,
everywhere within a minute.
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TraxrGRC

88 Dashboard

& My Tasks

M Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

@ Incidents
COMPLIANCE
Compliance
Policies

Audits

(2 Evidence
Assessments

2 Account Reviews
<= Awareness

[ Projects

PRIVACY

B Data Privacy

Ll Reports

Dashboard

Dashboard

The shared layout everyone starts with

Policies to acknowledge

Read each policy and confirm you have read it by its due date

POL-02 Acceptable Use and Rules of Behavior (version 3)

Risks by classification

Asset-based .

Business
continuity

Enterprise l
Privacy

Regulatory and
contractual

Y] 2 4 6 8

® Low @ High @ Critical

Upcoming risk reviews

Malicious code through ...
Review 2026-09-09

39d overdue

Risk heatmap

Residual  Inherent

Likelihood
4
=
=
= :
= =

Impact

Select a cell to list its risks.

Compliance status

® Help @ Morgan Ellery

Morgan Ellery
morgan.ellery@quillmont.example

My profile
Sign out

Sign out everywhere

Due 2026-10-28 Acknowledge

Risks over appetite

Unpatched vulnerabilities on leg...
Asset-based - Hana Yoshida

o Messaging vendor processes re...
Third-party - Owen Gallagher

Key person dependency in platf...
Enterprise - Nadia Petrov

o Messaging vendor's breach noti...
Third-party - Owen Gallagher

Upcoming policy reviews

POL-07 Contingency Plan
Review 2026-09-14

34d overdue

Figure 1.4. The user menu open in the header, showing My profile, Sign out and Sign out everywhere.

1.4 The Dashboard

The Dashboard is the first screen after sign-in and gives a one-glance health check across the program.
When you have policies to acknowledge, a Policies to acknowledge card sits above the widgets (see
Policy portal and acknowledgements). Someone with no Dashboard read right is taken to the Policy

Portal instead (a Data Liaison to My Questionnaires).

Everyone starts on the shared dashboard, the same set of widgets for every user, and can make their
own (see Your own dashboard). Each widget only counts records you are allowed to see (widgets honor
own-level permissions), and a widget is hidden entirely if you lack read access to its module.
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TraxrGRC Dashboard @ Help @ Dana Whitcombe
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Third Parties
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4@ Incidents ) 4 Key person dependency in platf...
Enterpriss W = Enterprise - Nadia Petrov
1
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B Data Privacy

Unpatched vulnerabilities... variie POL-01 Information Secu...
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Review 2026-10-16 Review 2027-07-11

L Reports " " o
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Review 2026-11-06 ® Not reviewed 43 Review 2027-09-19
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@ Partially compliant 51

. POL-06 FieldDesk Privac... .
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Fezjeral authorization sus... due in 464 POL-04 Incident Respon... due in 354d
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Ransomware encrypts Fiel... due in 654 POI_.-14 Data Retention a... due in 356d
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Review 2027-01-22 Review 2027-10-14
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FY2025 internal audit: access control and cha...
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Open findings
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Figure 1.5. The Dashboard as a GRC manager sees it: the top of the shared widget grid.

The default dashboard contains these widgets in this order. When an update ships a new default layout,
it replaces the shared dashboard on the next deploy, unless an administrator has changed the shared
dashboard (added, removed, moved or retitled a widget); a changed dashboard is never overwritten,
and neither is anyone's own:
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Widget

Risks by
classification

Risk heatmap

Risks over
appetite

Upcoming risk
reviews

Compliance
status

Upcoming
policy reviews

Third parties by
status

TraxrGRC User Manual

What it shows

Horizontal bar per risk classification counting your
visible, non-archived risks, each bar split by the appetite
band of the risk's residual score (lowest band first, in the
band colors; "Not scored" in gray when a score falls in
no band). Empty message: "No risks yet."

The likelihood x impact matrix with the number of your
visible open risks in each cell, colored by the cell's
appetite band, with the band's first letter (for example L,
M, H, C) in the corner of each occupied cell so the band
does not rely on color alone. Likelihood runs up the side
(highest on top), impact along the bottom; hover a
number for the level's name. Residual (the default) and
Inherent switch which scores place the risks. Click a cell
to list its risks below the matrix, each linked to the risk;
click it again to clear. Empty: "No open risks."

Up to ten open risks whose residual score sits above
your organization's risk appetite, highest score first.
Each row shows a colored score chip, the risk title (click
to open it) and, below it, its classification and owner.
Empty: "No open risks currently exceed appetite."

The ten nearest incomplete risk reviews on risks that are
not closed or archived, soonest first, with the scheduled
date below the title and a due chip (see below). Click a
title to open the risk. Empty: "No upcoming risk
reviews."

Donut of the compliance analyses you can read, by
effective status (an inherited requirement counts with its
provider's status): Not reviewed (gray), Compliant
(green), Partially compliant (yellow), Not compliant (red),
Not applicable (purple). Empty: "No compliance
analyses yet."

The ten nearest incomplete policy reviews for non-
archived policies, soonest first. Empty: "No upcoming
policy reviews."

Counts by status: Active (green), Offboarding (yellow),
Terminated (gray). Empty: "No third parties yet."

Needs

risks:read

risks:read

risks:read

risks:read

compliance:read

policies:read

thirdParties:read
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Widget

Open incidents
by classification

Audit findings
by status

Findings to
resolve

Projects by
status

Awareness
completion

Upcoming data
privacy reviews

Account review
items

Assessment
requests

Control testing
status

Compliance at
risk
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What it shows

Bar chart of incidents currently open, grouped by
incident classification. Empty: "No open incidents."

Counts of findings by status: Open (red), In remediation
(orange), Closed (gray). Empty: "No audit findings yet."

How many open findings need attention out of all open
findings you can read, then up to ten of them, soonest
deadline first, each with its plan, deadline and reason
(see Open findings under Internal Audits), and a link to
the filtered Open findings view. It replaces Audit findings
by status in the default dashboard for new installations.
Empty: "No open audit findings." or "Every open finding
is on track."

Counts by status: Planned (gray), In progress (orange),
Completed (green). Empty: "No projects yet."

Stacked bar per active awareness program (earliest due
date first) showing the share of active users who passed
versus everyone else. Empty: "No active awareness
programs."

The ten nearest incomplete reviews on data privacy
records that are not archived, soonest first. Empty: "No
upcoming data privacy reviews."

Counts of items in active account review programs by
status: Pending (orange), Kept (green), Disabled (gray).
Empty: "No account review items in active programs."

Counts of online assessment requests by status: Sent
(orange), Completed (green), Expired (gray). A request
counts as expired once its due date has passed. Empty:
"No assessment requests yet."

Counts of your visible controls by calculated testing
status: Failed (red), Overdue (amber), OK (green),
Untested (gray). Empty: "No controls yet."

How many requirements are At risk (see Compliance
Management), then up to ten of them, each a link to the
requirement with its clause code, package and the
reason below: a failed, overdue or retired control, or

Needs

incidents:read

audits:read

audits:read

projects:read

awareness:read

dataPrivacy:read

accountReviews:read

assessments:read

controls:read

compliance:read
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Widget

Out-of-date
documents

Personal data
breaches

Data mapping
questionnaires
outstanding

Risks with
failing controls
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What it shows Needs

policy issues. Counts only analyses you can read.
Empty: "No compliance claims are at risk."

Published policies, procedures and other controlled policies:read
documents past their next scheduled review (the Next
review date the policy list shows). A document with no
review scheduled falls back to its review interval,
counted from the effective date (or the publish date) or
from a later completed review with the result Approved.
The count is how many are past due for reissue;
documents due within 90 days follow. Up to ten rows,
oldest due first, with the effective date below the title,
an overdue chip (in days, or in months once 60 days or
more late) or a due chip, and an upload button that
opens Upload new version on that policy (shown only
when outside approvals are on and you hold update and
review on it). Empty: "Every published document is
within its review interval."

Open incidents marked as personal data breaches, incidents:read
undecided ones first and soonest deadline first, each

with a chip for the 72-hour authority notification: time

left (red under 24 hours), overdue, notified within 72

hours, notified after 72 hours, not required, or time of

awareness not set. The count names how many are past

the deadline. Up to ten rows. Empty: "No open personal

data breaches."

How many questionnaires are awaiting a Data Liaison's dataPrivacy:read
answers (and how many of those are overdue) and how

many are awaiting review, then up to eight of them,

overdue first, each with the Data Liaison and answer-by

date or "to review". Click one to open its answers.

Counts only questionnaires you can see (see Data

mapping questionnaires). Empty: "No questionnaires

outstanding."

How many open risks are treated by failing or overdue risks:read
controls (Controls failing, see The Risks list), then up to

ten of them by title, each linked to the risk with the

number of failing controls. Counts only risks you can

read. Empty: "No open risks have failing controls."
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Widget What it shows Needs

Evidence How many pieces of evidence you can read have expired  evidence:read
expiring and how many expire within 30 days, then up to ten of

them, oldest first, each with its type, third party, valid-

until date and status (see Evidence). A superseded

report and a report about a terminated third party are

left out. Empty: "No evidence is expiring."

The "upcoming reviews" widgets use the same due-chip convention everywhere in the product:

Chip Meaning

Red Nd overdue Past the scheduled date by N days.
Amber due in Nd Due within 14 days.

Gray due in Nd Due later than that.

If a widget cannot load, it shows "This widget failed to load." The rest of the dashboard still renders.

1.4.1 Your own dashboard

Everyone starts on the shared dashboard. Under the Dashboard heading a line says which one you see:
"The shared layout everyone starts with" or "Your own layout".

To make the dashboard your own, click Customize my dashboard. Your copy of the shared layout is
made, and a My widgets card at the bottom of the page lists its widgets. Changing it needs only
Dashboard read and affects nobody else:

1. To add a widget, click Add widget, choose the widget type from Choose a widget type and click
Add. It is appended at the end.

2. To rearrange, use the up and down arrow buttons beside each widget.

3. To remove a widget, click its trash button and confirm with Remove.

Your own dashboard is never replaced by later default layouts. When the default gains widgets you do
not have, a New widgets available on the default dashboard note appears above your widgets with
an Add button for each; Dismiss hides the note. A widget you removed, added or dismissed is not
offered again. Your edits are your own preference and are not written to the audit log.

Reset to default removes your own layout after you confirm, and you see the shared dashboard again,
including the default changes that come with future updates.
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1.4.2 Managing the shared dashboard

The shared dashboard is the default for everyone who has not customized theirs. Changing it requires
the dashboard:update permission at the all level (the built-in GRC Manager role has it). If you have it, a
Shared dashboard (the default for everyone) card at the bottom of the Dashboard lists its widgets,
with the same Add widget, arrow and trash buttons as above. Changes reach everyone on the shared
dashboard immediately and are recorded in the audit log.

Add widget
Adds a widget to the shared dashboard, for everyone who has not

customized theirs.

Choose a widget type

Cancel

Figure 1.6. The Add widget dialog for the shared dashboard. Choose a widget type, then click Add.

Once the shared dashboard has been changed, later default layouts no longer replace it, so your
organization's arrangement is kept; people who customized their own see the new defaults in their New
widgets available note either way.

1.5 My Tasks

My Tasks in the sidebar (right under Dashboard) lists everything waiting on you, from every module
you can read, on one page. Every signed-in user has it. When you have tasks, the sidebar entry shows a
dark badge with the number (99+ above 99; on the collapsed sidebar the badge sits on the icon).

Under the My Tasks heading a summary line reads either "Nothing is waiting on you." or, for example,
"5 tasks waiting on you, 2 overdue. Reviews and control tests appear here 14 days before they are due."
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TraxrGRC My Tasks @ wep () Dane whitcombe

88 Dashboard My Tasks

= e ; = %
& My Tasks @ 13 tasks waiting on you, 1 overdue. Reviews and control tests appear here 14 days before they are due

0 Policy Portal

Decisions waiting on you 6 Reviews due 1
RISK
) Approve version 2 of POL-04 Incident Response Plan Q3 privileged access review: production and identity
© Risk Management Requested by Priya Raman 2026-10-13 3 accounts to review
Third Parties Approve version 1 of POL-09 Vendor Risk Management Standard
. Requested by Priya Raman 2026-10-14
@ Incidents
Decide exception: Standing database admin access during the EU...
COMPLIANCE Risk: Compromise of privileged cloud credentials - would expire 2026-11-18

Compliance . . 3 .
5 P Decide exception: Contingency exercise moved to next quarter

Requirement: CP-4 Contingency Plan Testing - would expire 2026-12-28

B Policies

8 Audit Decide exception: Skip threat model for the internal reporting tool...
ugits Policy: POL-13 Secure Development Standard - would expire 2026-12-18

(2 Evidence

Review answers: Technician route optimization pilot
Processing activity questionnaire - submitted 2026-10-17
@ Assessments

2+ Account Reviews

S Awareness

Control tests due 1 Findings, POA&M items and projects assigned to you or .
[ Projects i . your groups
Sfjla[rtzrly 5;';"5393 access review B averdie
PRIVACY Gl il L Close overdue POA&M items before the annual asse... SheiaRd
Project - In progress - Due 2026-11-23
B Data Privacy
CA-2 Control Assessments e
POA&M item POAM-0004 - Due 2027-01-17
Lt Reports
RA-5(2) Vulnerability Monitoring and Scanning | Up... dieingod
% Settings POA&M item POAM-0040 - Due 2027-01-17
RA-5(11) Vulnerability Monitoring and Scanning | Pu... dusinagd
POA&M item POAM-0041 - Due 2027-01-17
RA-9 Criticality Analysis ieaTasa
POA&M item POAM-0052 - Due 2027-01-17
< Collapse

Figure 1.7. My Tasks: everything waiting on you, grouped, overdue first.

Tasks are shown in cards, one per group, each titled with the group name and a count. A group with
nothing in it is not shown. Each row's title is a link to the page where you act on the task, opened at the
tab for it (a risk's or policy's Reviews or Exceptions, a policy's Approvals, a control's Maintenance, a
record of processing's Reviews); the line below says what it is and, when it has one, "Due date". The
chip on the right follows the due-chip convention (see The Dashboard): red Nd overdue, amber due in
Nd or due today within 14 days, gray beyond that. Within each group, overdue tasks come first, then
the soonest due, then tasks without a date.
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Group

Decisions waiting
on you

Policies to
acknowledge

Training to
complete

Questionnaires to
answer

Reviews due

Control tests due

Findings, POA&M
items and projects
assigned to you or
your groups

What it lists

Policy approvals you can decide ("Approve version N of policy"; needs
policies:update on the policy, and never your own request unless separation of
duties is relaxed); risk, compliance and policy exceptions awaiting your
decision (you are the named approver, or none is named and you hold the
review right; never your own request under the default separation of duties);
DPIAs awaiting your approval (needs dataPrivacy:approve, respects the
second-person setting, and waits for the DPQO's advice when it is required)
and, for the named DPO, DPIAs awaiting your advice; submitted Data Liaison
answers you can accept or send back ("Review answers: activity"; needs
dataPrivacy:review and update on the record, never answers you gave
yourself); and personal data breaches you own whose authority decision is still
pending, with the 72-hour deadline (overdue once it passes).

The same items as the Policies to acknowledge card on the Policy Portal and
the Dashboard.

Active awareness programs with a test that you can open and have not passed
(needs awareness:read). The link opens the test.

Data mapping questionnaires sent to you as a Data Liaison and not yet
submitted.

Risk reviews on open risks you own, directly or through an owner group, policy
reviews on published policies you own, and periodic reviews of records of
processing you own that are not archived, when the review date is within 14
days or past; transfer impact assessment reviews (the assessment's owner, or
the vendor's owner when it has none) and signed DPAs of vendors you own,
from when their reminders start (30 and 60 days ahead) and once overdue or
expired; and account review programs you own that still have pending items
("N accounts to review").

Audits and maintenance scheduled within 14 days or overdue on controls you
own that are not retired.

Open or in-remediation audit findings, open POA&M items (with their due
date) and projects not yet completed that you own, directly or through an
owner group, with their deadline.

Every group includes only records you can read.
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1.6 My profile

Open the user menu (your name, top right) and choose My profile. Every signed-in user has a profile
page; it holds your personal settings and nothing anyone else can see.

TraxrGRC My profile @ Help @ Dana Whitcombe
o i
ad Dashboard My profile
& My Tasks @ Signed in as dana.whitcombe@quillmont.example.
0 Policy Portal
Time zone

RISk Times are stored in UTC. Choose the zone you see them in, here and in emails and PDFs sent to you. Calendar dates such as due dates are never

® Risk Management shifted. Every time shown names its zone

Third Parties Your time zone

i Incidents America/New York v
COMPLIANCE

@ Show times in America/New York
[ Compliance

(O Show times in UTC

B Policies

B Audits =

[ Evidence

Sign-in security

Assessments

B Account Reviews
Password

& Awareness At least 8 characters, with a letter and a digit. Changing it signs you out everywhere else; this session stays signed in.

[ Projects
Current password
PRIVACY

8 Data Privacy

New password
L Reports

@ Settings
Confirm new password

Change password

Two-step verification
With two-step verification on, signing in with your password or through LDAP also asks for a code from an authenticator app. Single sign-on relies on
your identity provider instead.

Set up two-step verification

My policies

Policies to acknowledge

Nothing to acknowledge right now.

My acknowledgements

POL-02 Acceptable Use and Rules of Behavior (version 3) 2026-09-30 08:09 EDT
POL-05 Data Protection Policy (version 1) 2026-09-11 00:36 EDT
POL-02 Acceptable Use and Rules of Behavior (version 2) 2025-12-19 09:23 EST

My notifications

Figure 1.8. My profile, with the Time zone card, the Sign-in security cards and My policies.
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The page has up to four parts:

Part What it holds

Time zone The zone you see times in, and whether you see them in that zone or in UTC (see
Times and time zones).

Sign-in The Password card, if you sign in with a TraxrGRC password, and the Two-step
security verification card, if you sign in with a password or through LDAP (see Sign-in
security). Accounts that sign in only through single sign-on do not see this part.

My policies Policies to acknowledge (the same list as on the Policy Portal) and My
acknowledgements: every policy version you have acknowledged, newest first,
with the time in your zone.

My Notification rules and Scheduled reports you can switch off for yourself (see My
notifications notifications).

1.6.1 Sign-in security
Changing your password. The Password card is shown when your account has a TraxrGRC password:

1. Enter your Current password.

2. Enter the new one in New password and again in Confirm new password. It needs at least 8
characters, with a letter and a digit, and must differ from the current one.

3. Click Change password.

A "Password changed" message confirms it. Your sessions on every other browser and device are
signed out; this one stays signed in. You receive an email saying when the password was changed; if
you did not change it, tell your administrator straight away. After too many wrong current passwords the
card says "Too many wrong passwords. Wait 15 minutes and try again." If you sign in through your
directory or single sign-on, change your password there. There is no "forgot password" link: if you have
forgotten your password, an administrator sets a new one.

Setting up two-step verification. Two-step verification adds a code from an authenticator app
(Microsoft Authenticator, Google Authenticator, 1Password and others) to password and directory sign-
in. Your administrator may require it; the card then says "Your administrator requires it."

1. In the Two-step verification card, click Set up two-step verification.

2. In your authenticator app, add an account and scan the QR code shown. If you cannot scan it,
type the setup key shown under it, or click Open in authenticator app on the device that has the
app.

3. Enter the six-digit code the app shows and click Confirm. The key expires if you do not confirm
within 15 minutes; Get a new key starts again.
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4. Ten recovery codes appear. Save them somewhere safe, such as a password manager: each
works once in place of a code from your app, and they are not shown again. Click | have saved
my recovery codes.

From then on the card shows since when two-step verification has been on and how many of the 10
recovery codes are left, and every password or directory sign-in asks for a code. You cannot turn it off
or get new recovery codes yourself: if you lose your device or run out of codes, ask an administrator to
reset two-step verification, then set it up again here. You receive an email when an administrator resets
it.

1.6.2 My notifications

Under My notifications, the Notification rules card lists every enabled notification rule your
administrators have set up, with what triggers it. Each has a switch: turn it off and that rule stops
emailing you; turn it on again to resume. Reminders about your own reviews and tasks (the fixed
notifications) and the security alerts sent to administrators are not rules and cannot be switched off
here.

Below the rules, Scheduled reports lists every scheduled report that names you (directly, through one
of your groups, or through a role one of your groups carries). Turn one off to unsubscribe; turn it on to
receive it again. If none names you, the card says "No scheduled reports are sent to you."

1.7 The Policy Portal

Policy Portal in the sidebar is open to every signed-in user, whatever their role. It is where staff read
the policies in force and acknowledge the ones they are asked to. A person whose only access is the
portal sees just that entry and lands on the portal after signing in.
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TraxrGRC Policy Portal

B My Tasks (3] Policy Portal
M Policy Portal The organization's policies in force, for everyone to read
COMPLIANCE

g e— Policies to acknowledge

Read each policy and confirm you have read it by its due date

POL-02 Acceptable Use and Rules of Behavior (version 3)

Policies

Search titles and descriptions Search

Policy

POL-01 Information Security Policy
Top-level security policy approved by the board.

POL-02 Acceptable Use and Rules of Behavior

Rules of behavior every user acknowledges before access and with each new version,

POL-03 Access Control Policy

Account management, least privilege, authentication and access reviews.

POL-04 Incident Response Plan

How security incidents and personal data breaches are detected, handled and reported

POL-05 Data Protection Policy

How Quillmont meets the GDPR as a controller for its own data and as a processor for EU utilities

POL-11 Remote Work Policy

Working from home and while traveling.

POL-13 Secure Development Standard

@ Help o Jordan Pike

Version

1

Due 2026-10-28 Acknowledge

Effective

2026-07-15

2026-09-25

2025-09-14

2025-10-04

2025-09-19

2025-09-24

ANIE_11_92

Figure 1.9. The Policy Portal as a staff member sees it, with Policies to acknowledge above the list of

published policies.

The portal page shows:

¢ Policies to acknowledge: each policy version you have been asked to acknowledge, with its due
date (red "Overdue, was due ..." once late). Click a title to read it, or Acknowledge (red once

overdue) to go straight to the acknowledgment below the policy text. When there is nothing to do,

the card says "Nothing to acknowledge right now."

¢ Policies: every policy published to the portal, with its Version and Effective date. Type in Search
titles and descriptions and click Search to narrow the list. Click a title to read the policy.
e My acknowledgements: your most recent acknowledgements, once you have made any.

Reading and acknowledging a policy, and how policies reach the portal, are described in Policy portal

and acknowledgements (Policy Management).

1.8 Shared Ul conventions

The same building blocks appear on every list page and record page. Learning them once covers all

modules.
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1.8.1 Data tables
Module list pages use a consistent table:

¢ Global search. A Search... box above the table matches text across the searchable columns at
once.

¢ Column filters. Filters in the toolbar opens a panel with one filter per column, each labeled with
its column: free-text boxes ("Contains..."), dropdown lists (starting with All) for fixed-choice
columns, and date pickers for date columns. Filters apply as you enter them and the list jumps
back to page 1. The button shows how many filters are active, and each one appears as a chip
under the toolbar: click a chip's cross to remove that filter, or Clear all to remove them all (the
search text stays).

e Sorting. Click a column heading to sort ascending; click again for descending. The arrow beside
the heading shows the current direction. Sorting also returns to page 1.

¢ Pagination. The footer shows "N rows - page X of Y". Choose 10 [ page, 25 [ page (the default),
50 / page or 100 [ page, and step with the chevron buttons.

e Column visibility. The Columns button opens a checklist to show or hide individual columns (the
actions column always stays).

e Saved filters. The Saved button (bookmark icon) lists the views you have stored for that table, or
"No saved filters". Click Save current view..., give it a name, and the current search text, column
filters, sorting, page size and column visibility are stored on your account. Click a saved name to
reapply it, or its trash icon to delete it. Saved filters are personal: other users do not see them.

e CSV export. Export CSV downloads a comma-separated file of all rows matching your current
filters and sort, up to the first 5,000 rows, in place of just the visible page; when there are more, a
notice says how many were left out, and narrowing the filters exports the rest. Any text cell that
starts with =, +, -, @ oratabis written with a leading apostrophe ( ' ), so a spreadsheet
shows it as text instead of running it as a formula; numbers are written as they are.

e Your page, page size, sort and filters are kept in the browser address bar, so you can bookmark a
filtered view or share the link with a colleague (they still need permission to see the records).

While data loads, placeholder rows shimmer; a failure shows "Failed to load data" with a Retry link.
When a search or filter matches nothing, the table shows "No matching records" with a Clear all button
that clears the search and every column filter; a list with no records at all says so: the main lists (risks,
controls, policies, incidents, third parties, evidence, audit plans and projects) explain what the list is for
and, if you may create one, offer the same New button as the page header; other tables show "Nothing
here yet."
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TraxrGRC

88 Dashboard
& My Tasks
0 Policy Portal
RISK
@ Risk Management
Risks
Controls
Assets

Business Units
Third Parties
i Incidents
COMPLIANCE

Compliance

B Policies

B Audits

2 Evidence
Assessments
2 Account Reviews
< Awareness

[ Projects

PRIVACY

B Nata Privary

Risk Management > Risks

Risks

All Asset-based

Search...

Title

Ransomware
encrypts
FieldDesk
production
data

Compromise
of privileged
cloud
credentials

Unpatched
vulnerabilities
on legacy
worker images

Support staff
misuse
customer data

Leavers keep
access to
Saas tools

Malicious
code through
a third-party

Third-party
Inherent Residual
20 - Critical

Business continuity

Status

Open

Open

Open

Open

Open

Open

Enterprise

Controls

,, Control
~ failing

Untested

2
= controls
failing

,, Control
~ failing

,, Control
~ failing

oK

Privacy

Classification

Asset-based

Asset-based

Asset-based

Asset-based

Asset-based

Asset-based

= Filters

@ Help @ Dana Whitcombe

Maport:

Py

(L

Regulatory and contractual

&, Export CSV

Saved filters

Owner
Over appetite, open
 — Save current view...
Okafor Moderate
environment)
FieldDesk US
Lena (FedRAMP
Haverkamp Moderate
environment)
FieldDesk US
Hana (FedRAMP
Yoshida Moderate
environment)
i SuPeont
Arakawa eeg
system
Rhea S.qu?n
ticketing
Castellano
system
Nadia clico

Petrowv

nineline

[ saved

22

2026-10-
07
(overdue)

2026-10-
16
(overdue)

2027-09-
19

2026-11-
28

2026-09-
09

[ columns

Labels

board-
visibility
fedramp-
boundary

fedramp-
boundary

s fedramp-
boundary

Figure 1.10. The risk register table with the Saved menu open, showing a saved view named Over appetite,

open.

1.8.2 Importing from CSV

Risks, controls, assets, policies, third parties, incidents, projects and audit findings can be created and

updated in bulk from a CSV file, and risk, policy and compliance exceptions created. Click Import
beside the list's New button (on Risks, Policies and Compliance a menu offers the record type; audit
findings are on the Audits page). The button appears only when you may create or update those
records, or, for exceptions, update their parent records.

1. Click Import (and choose the record type if a menu opens). The Import dialog for that record
type opens.
2. Download template gives the columns for that record type, including its active custom fields

(headed Custom: <field name> ), with one example row. Download current records gives the

records you can see in the same columns with their ids filled in (at most 5,000): edit it and import

it back to change many records at once. The Columns panel in the dialog explains each column.

3. Choose your file and click Check file. Every row is run through the same checks as the forms, and
the table shows what each row would do: Create, Update (with the columns that change),
Unchanged, or Error with every reason, by line number. Nothing is saved by a check.

4. When no row has an error, click Import (the button shows how many rows it will write). All rows
are applied together: if anything fails at that moment, nothing is imported and the table shows

why.

TraxrGRC User Manual

32



5. Click Done to reload the list.

Import controls

Upload a CSV file in the template's columns. Check file shows what each row would do and saves nothing
Importing applies every row together: if any row has an error, nothing is imported. At most 5,000 rows and 5
MB

&, Download template &, Download current records

» Columns

Choose File No file chosen

Cancel Check file

Figure 1.11. The Import controls dialog with the Download template and Download current records buttons.

Rules:

e Arow with an id updates that record; a blank id creates one. Third parties without an id are
matched by name, which is unique. Records are never deleted. Exceptions are only created;
decide them in the app as usual.

e A blank cell leaves an existing record's value unchanged, so a file can carry only the columns you
want to change. Values cannot be cleared by import.

e Owners and approvers are active users, named by email address or full name (use the email when
two people share a name). Owner groups, classifications, business units and the risk scale levels
are named as they appear in the app. Linked records (a risk's asset, an incident's asset or third
party, a finding's control, an exception's risk or policy) are given by name or id and must be
records you can read; a name that matches several records asks for the id. Compliance
exceptions name the package and the requirement code.

e Dates are written YYYY-MM-DD ; checkbox custom fields take yes or no; multi-select custom fields
separate options with a semicolon.

¢ You can update only records you could edit in the app: with "own" access, only your own. An id
you cannot read is reported as not found.

e Policies import their title, description, owners and review frequency only; content and approvals
stay in the app. Personal data breach details on incidents and the data map fields on assets are
not imported. Risks' and controls' other details (treatments, testing schedules) are edited in the
app.

e Files are limited to 5,000 rows and 5 MB. Text that a spreadsheet would treat as a formula is
stored as plain text, and exports still neutralize it; a value exported with a leading apostrophe
imports without it.

e Each created or updated record's History tab shows the change as usual, marked as coming from
the import, and one summary entry records the import itself. Imports send no notification rule
emails unless an administrator has turned on Notify on APl changes and CSV imports.

1.8.3 Status badges and overdue highlighting

Status values are shown as small colored pills so you can scan a list quickly:
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Color Used for Examples

Green Live or complete states Active, Compliant, Completed

Red Negative states Not compliant, Open findings

Amber In-between states In remediation, Pending, Sent, Partially compliant
Gray Inactive end states Terminated, Closed, Expired, Not reviewed

Exact colors per status are listed in each module chapter.

Dates that matter are emphasized: in the risk register, the Next review date of an open risk turns red
and gains "(overdue)" once it has passed, and the Dashboard due chips described above flag overdue
and soon-due reviews the same way.

1.8.4 Labels

Labels are colored tags for grouping records across modules. Eight record types carry them: risks,
controls, assets, third parties, incidents, policies, audit findings and projects. The record pages of risks,
controls, third parties, incidents, policies and projects offer a Labels control (a tag icon) below the
description:

1. Click Labels. A panel opens with every label and a Search or create... box; labels already on the
record show a checkmark.

2. Click a label to attach or detach it. The change saves immediately.

3. To create a label on the fly, type a name that does not exist yet and choose Create "name"; it is
created with a default gray color and attached at once.

The button shows up to three attached labels, then "+N" for the rest. If you only have read access to the
record, labels appear as read-only colored badges instead of the picker. Assets and audit findings have
no record page, so the asset list and an audit plan's Findings tab show the same picker in each row's
Labels column, where you may update that row.

Every list of these eight record types has a Labels column showing each record's labels as colored
badges. Type in its filter to list only records carrying a label whose name contains that text. Export CSV
writes the label names, separated by "; ". Label definitions (names and colors) are maintained under
Settings - Labels (see Administration & Settings).

1.8.5 Attachments

Record pages carry an Attachments section listing supporting files, with an Upload file button when
you have permission to add files to that record:

1. Click Upload file and pick a file. The limit is 25 MB.
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2. Allowed file types: PDF, PNG, JPG, JPEG, GIF, WEBP, BMP, TXT, CSV, LOG, DOC, DOCX, XLS,
XLSX, PPT, PPTX and ZIP.

3. If the upload is rejected you are told why: the file is empty, exceeds the 25 MB limit, is not an
allowed type, its type does not match its extension, its contents do not match its extension (a PDF
must start like a PDF, a Word or Excel file like one, and a text or CSV file must be text), or it would
take your attachments past your storage limit (2 GB per person unless an administrator changed it
under Settings - Sessions).

The list shows each file's name (click to download), size, who uploaded it and when. A file can be
deleted by anyone with delete permission on the record, and by whoever uploaded it for as long as they
can still edit the record; deletion asks for confirmation and permanently removes the file. A document a
published policy version was made from (Upload new version) is kept with that version and cannot be
deleted, by administrators either. Deleting a record removes its files with it. Uploads and deletions are
both recorded in the audit log (see Administration & Settings).

Files can also arrive through an Al assistant's upload link (see Al assistants under Administration &
Settings); they appear in the same list.

1.8.6 Comments
Record pages include a Comments thread:

1. Type in the Add a comment... box (up to 4,000 characters; a live counter shows your usage).
2. Click Post comment.

Comments appear oldest first with the author's name and how long ago they were posted. You can
delete your own comments; administrators can delete any. If a former user's account has been removed,
their old comments show "Deleted user" as the author.

To bring a colleague into the conversation, write @ followed by their email address, for example
@jane@example.com . When an administrator has set up a notification rule for comments that includes
mentioned people (see Notification rules under Administration & Settings), the colleague gets an email
saying they were mentioned, with a link to the record, provided they are allowed to see that record. The
email never contains the comment itself.
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@ Risk Management
Risks
Controls
Assets
Business Units

Risk Settings
Third Parties
@ Incidents
COMPLIANCE
Compliance
B Policies
B Audits
Evidence
[A Assessments
& Account Reviews
= Awareness

[ Projects

@ Close risk # Edit

Inherent score Residual score

16 w Likely x Major 16 Likely x Major

Two worker image families predate the golden image pipeline and carry high-severity vulnerabilities past their remediation SLA, which also puts the
FedRAMP POA&M at risk.

© e fedramp-boundary

Owner Asset Business unit Next review
Hana Yoshida FieldDesk US (FedRAMP Platform Engineering 2026-10-16
Group: Infrastructure & Moderate environment) overdue
Operations Platform Engineering every 3 months

Overview Treatments (2) Reviews Exceptions (1) Comments Attachments History Compliance (3) Custom Fields

Comments (2)

pw Dana Whitcombe 2 daysago i
@hana.yoshida@quillmont.example the exception has lapsed and both controls on this risk are failing. Please bring a dated rebuild plan to Thursday's

risk meeting.
PRIVACY
Hy Hana Yoshida 1dayago (i

Data Privac
g Y Plan: queue migration cut-over in three weeks, then the legacy workers are deleted rather than rebuilt. Network restriction already in place.

Lt Reports Add a comment...
i3 Settings
y
< Collapse 0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

Figure 1.12. The Comments tab of a risk, with a comment that mentions a colleague by email address and the
reply below it.

1.8.7 Times and time zones

Every time is stored in UTC. Each person chooses whether to see times in UTC or in their own time
zone, and every time on screen, in emails sent to them and in PDFs they download names its zone, for
example 2026-10-14 09:05 EDT or 2026-10-14 13:05 UTC . Until you choose a zone you see UTC.

Calendar dates are never shifted: a due date, review date, deadline, expiry or effective date is the same
day for everyone, whatever their zone. Only moments (created, updated, sent, signed off, completed)
move with the zone.

Which day it is today comes from the organization's time zone (set by an administrator under Settings,
Notifications; US Eastern unless changed), the same for everyone. Something due today is overdue only
once that day is over there, an exception or certificate is valid through its expiry or valid-until date, a
new review date counts from today there, and a POA&M item's opened date is the day it opened there.
Form defaults such as "today" and the dates in exported file names use the same day. CSV exports, the
CSV import templates, the REST API and the Al assistant connection keep UTC (ISO timestamps, YYYY-
MM-DD dates).

To choose your zone:

1. Open the user menu (your name, top right) and choose My profile.
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2. In the Time zone card, pick Your time zone from the list (IANA names such as Europe/London ).
3. Choose Show times in your zone, or Show times in UTC.

4. Click Save.

If your organization's directory, single sign-on or SCIM provisioning supplies your zone, the list is grayed

out with "From the LDAP directory", "From the SSO identity provider" or "From SCIM provisioning",
updated at each sign-in: the zone is changed there, not here. You can still choose to see times in UTC.

An administrator can set the zone of an account that signs in with a password (Settings - Users). Every
change of zone is recorded in the audit log.

1.8.8 History tabs

Every record page has a History tab: the audit trail for that single record. Each entry shows what
happened (for example created, updated, deleted), who did it, when, and which fields changed. It
answers "who touched this record and what did they change" without leaving the page. The
organization-wide audit log for all modules lives under Settings - Audit Log (see Administration &

Settings).

@ Risk Management
Risks
Controls
Assets
Business Units

Risk Settings
b Third Parties
@ Incidents

COMPLIANCE

Compliance

B Policies

B Audits

Evidence

@ Assessments
& Account Reviews
= Awareness

[ Projects

PRIVACY

@ Data Privacy

L Reports

3 Settings

< Collapse

Figure 1.13. The History tab of a risk, listing each change with who made it, when and which fields changed.
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(@ Close risk £ Edit

Inherent score Residual score
16 RCRGIELE Likely x Major 16 AERGIEL Likely x Major

Two worker image families predate the golden image pipeline and carry high-severity vulnerabilities past their remediation SLA, which also puts the
FedRAMP POA&M at risk.

© @ fedramp-boundary

Owner Asset Business unit Next review
Hana Yoshida FieldDesk US (FedRAMP Platform Engineering 2026-10-16
Group: Infrastructure & Moderate environment) overdue
Operations Platform Engineering every 3 months

Overview  Treatments (2) Reviews Exceptions (1) Comments  Attachments History = Compliance (3) Custom Fields

create Hana Yoshida 2026-10-19 19:02 EDT changed: classificationld, inherentimpact, inherentLikelihood, reviewFrequencyMonths, title
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1.8.9 Deleting a record

On a record's page, Delete is not among the action buttons. It sits in the More actions menu (the ...
button at the end of the button row), in red, so it cannot be clicked by mistake next to Edit. The menu
appears only when you hold the delete right on the record. Every record delete then asks you to
confirm, and says what goes with the record. This applies to risks, policies, third parties, incidents, audit
plans, projects, awareness programs, DPIAs, records of processing, account review programs, evidence
and assessment templates. Rows inside a record (contacts, treatments, attachments and the like) keep
their own trash icons.

1.8.10 When a page is off limits

If you open a page you do not have permission for, you see a page headed 403: Forbidden stating "You
do not have permission to view this page. Ask your administrator to grant you access." Go to My Tasks
and Policy Portal take you back to pages everyone can open; you can also use the sidebar, or ask your
administrator for the missing permission. If you are signed out entirely you are sent to the sign-in page
instead, and returned to the page after signing in.

A link to something that does not exist shows Page not found with a Back to dashboard button.

TraxrGRC Risk Management > Controls @ Help o Jordan Pike

£ My Tasks a

0 Policy Portal @

COMPLIANCE
403: Forbidden
= Awareness
You do not have permission to view this page. Ask your administrator to grant you access

Go to My Tasks Policy Portal

< Collapse

Figure 1.14. The 403: Forbidden page shown to a staff member who opened the controls list, with the Go to
My Tasks and Policy Portal buttons.
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CHAPTER 2

Administration & Settings

Settings is where you run the platform itself: accounts and sign-in, permissions, the shared vocabulary
your records use (labels and custom fields), email and single sign-on connections, provisioning,
sessions, branding, Al assistant access, notification scheduling, the audit trail, APl access and backups.

This chapter is for administrators. Most Settings screens check the settings module right (settings:read
to open them, settings:create or settings:update to change them), and several changes are reserved for
administrator accounts whatever a role grants. None of the built-in roles holds settings rights. A few
screens check their own module instead, and the built-in roles do grant some of those, so a GRC
Manager, Risk Owner or Auditor also sees the Settings entry in the sidebar, with only the cards for
those screens:

Screen Right checked to open it Built-in roles that hold it
Custom customFields:read (create, update and GRC Manager (all rights); Risk
Fields delete at all to change) Owner and Auditor (read)
Notifications notifications:read (notifications:update to GRC Manager

change)
Audit Log auditLog:read GRC Manager, Auditor
API Tokens apiTokens:read (apiTokens:create to issue None

tokens)
Backups Administrator account None

Administrators always pass every permission check, so the procedures below assume you are signed in
as an administrator.

Almost everything you change here is recorded automatically: every create, update and delete writes an
entry to the Audit Log (see Audit Log below), and saving integration, scheduler or template changes is
likewise audited.

2.1 Finding the Settings screens

Click Settings at the bottom of the sidebar to open the Settings page ("Platform configuration and
identity management"). It shows a card for each Settings screen you may open, grouped under Identity
& Access, Governance & Customization, Integrations and System; click a card to open it. A group
with no card you may open is hidden. The sidebar entry appears for anyone who can open at least one
screen. An administrator sees every card:
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Card

Users
Groups
Roles
Integrations
Provisioning

Sessions

Branding
Policies
Privacy

Al assistants

Labels

Custom
Fields

Notifications
Audit Log
API Tokens

Backups

TraxrGRC User Manual

What it covers

Local accounts, administrators, group membership.

User groups that carry roles and own records.

Permission matrices assigned to groups.

SMTP email delivery and LDAP / SAML single sign-on.

SCIM 2.0 provisioning from an identity provider such as Microsoft Entra ID.

Session length, idle timeout, the longest API token lifetime and separation of
duties.

Product name, logo and color for a white-labeled deployment.
Whether approvals made outside the app may be recorded.

Controller, representative and DPO details for the Article 30 register.

Model Context Protocol access for Copilot, VS Code and Claude, with Entra ID

sign-in.
Colored tags for grouping and filtering records.

Extra fields on the forms of each module.

Email notification rules and the templates they send.
Who changed what and when, with filters and CSV export.
Scoped tokens for the REST API.

Export and restore database snapshots, and the scheduled weekly backups.
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88 Dashboard

£ My Tasks

M Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

‘@ Incidents
COMPLIANCE
Compliance

B Policies

Audits

B2 Evidence

[@ Assessments
2 Account Reviews
< Awareness

[ Projects
PRIVACY

B Data Privacy

.l Reports

@ Settings

< Collapse

Figure 2.1. The Settings page with its cards grouped under Identity & Access, Governance & Customization,
Integrations and System.

Settings

Settings
Platform configuration and identity management.

Identity & Access
Who can sign in, how, and what they may do.

o
™M

Users

Local accounts,
administrators, group
membership.

Q

Sessions

Session length, idle timeout,

the longest API token lifetime

and separation of duties.

Governance & Customization
How records, pelicies and notices behave, and how the product looks

@

Branding

Product name, logo and
color for a white-labeled
deployment.

[3i=]

Custom Fields

Extra fields on the forms of
each module.

Integrations
Email, single sign-on, the REST API and Al assistants.

=

Integrations

SMTP email delivery and
LDAP [ SAML single sign-on.

System
The audit trail and database backups

=)

Audit Log

Who changed what and
when, with filters and CSV
export.

o)
[}
Groups

User groups that carry roles
and own records.

1A
Policies

Whether approvals made
outside the app may be
recorded.

JA

Notifications

Email notification rules and
the templates they send

&

Al assistants

Model Context Protocol
access for Copilot, VS Code
and Claude, with Entra ID
sign-in.

¥
=

Backups

Export and restore database
snapshots, and the
scheduled weekly backups.

e

Roles

Permission matrices
assigned to groups.

8

Privacy

Controller, representative
and DPO details for the
Article 30 register.

&

API Tokens

Scoped tokens for the REST

APIL.

@ Help @ Morgan Ellery

Lo

Provisioning

SCIM 2.0 provisioning from
an identity provider such as
Microsoft Entra ID.

]

Labels

Colored tags for grouping
and filtering records.

Each card appears only to people its screen admits. A GRC Manager, for example, sees Custom Fields,

Notifications and Audit Log; an Auditor sees Custom Fields and Audit Log; and only administrators

see Backups. Security alert emails link straight to the Audit Log.
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2.2 Users

Settings - Users lists every account that can sign in: local accounts and directory-linked identities
alike. The list is paginated (10 per page) and shows, for each user:

Column
Name

Email

Groups
Admin

Active

Actions

TraxrGRC

88 Dashboard
& My Tasks

0 Policy Portal

What it shows

The display name, with a "SCIM" badge for accounts provisioned by SCIM.

The sign-in address, with the user's time zone under it ("(directory)" when it comes from

the directory or identity provider).

The user's groups, as badges.

A solid "Admin" badge (plus "Break-glass" for break-glass administrators), or a dash.

An outlined "Active" badge, or a red "Inactive" badge, plus an "MFA" badge when the

user has two-step verification on.

Edit (pencil), Reset password (rotate) and Delete (trash).

Settings > Users

Users
e Local accounts and directory-linked identities

Name Email

J= My Questionnaires

RISK
@ Risk Management
Third Parties

@ Incidents
COMPLIANCE
Compliance

B Policies

B Audits

3 Evidence
Assessments

2 Account Reviews
<= Awareness

[ Projects

PRIVACY

B Data Privacy

L Reports

SR e,

Administrator install-admin@example.com

morgan.ellery@quillmont.example
America/New York

Morgan Ellery

Amara Nwosu amara.nwosu@quillmont.example

arjun.mehta@quillmont.example
America/New York

Arjun Mehta

Bianca Holm bianca.holm@quillmont.example

Chloe Falrweather ::hlce,falrweather@qwllrnont.example
Europe/Dublin

Diana Whitceribe dana.whitcombe@quillmont.example
America/New York
declan.shaw@quillmont.example

Declan Shaw )
Europe/Dublin

Elena Sokolova

elena.sokolova@quillmont.example

Felix Marchetti felix.marchetti@quillmont.example

Page 10of 3

Groups

All Staff

Security Engineering

All Staff

All Staff

GRC Team

All Staff

All Staff

All Staff

All Staff

® Help ‘ia Morgan Ellery

+ Adduser

Admin Active Actions
Break- Active s O m
glass

Active g O w
Active 2 O 0w
Active Z 5 w
Active s O ®
Active g O oW
Active g O o
Active 2 5 w

m Active g O

Active Z O w

Figure 2.2. The Users list, showing each account's groups, administrator and active badges and the row

actions.
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To create an account:

1. Click Add user. The dialog explains: "Create a local account. The user signs in with email and
password."

2. Complete the dialog:

Field What it means

Email Sign-in address. Must be unique; it cannot be changed afterward.
Name The display name shown across TraxrGRC.

Password Initial password for a local account: at least 8 characters, with at least

one letter and one digit.

Administrator Grants full access to every module and setting; bypasses all permission
checks.

Break-glass Appears once Administrator is on. When SSO-only sign-in is on, only

(emergency break-glass administrators may sign in with a password, for use when

password sign-in) the identity provider is unavailable. The account needs a password (use

Reset password if it was created by SSO). Shown as a "Break-glass"
badge in the list.

Groups Tick the groups the user belongs to. Group membership is how
permissions and record ownership reach the user.

3. Click Save. The user can sign in immediately with email and password. An audit entry is written.
To manage an existing user, click the pencil icon on their row. The Edit user dialog opens:

¢ Name, Administrator and Active can be changed, and Groups re-ticked.

e The Active switch only appears when editing. Turning it off deactivates the account: the user can
no longer sign in.

¢ The email address is shown in the dialog header for reference but is not editable.

¢ Allow the next LDAP or SSO sign-in, or SCIM, to link this account appears for accounts with a
password or administrator rights. LDAP, SSO and SCIM provisioning never take such an account
over by email on their own; turning this on (administrators only) lets the next directory or SSO
sign-in, or SCIM request, with that email link to it, after which the switch turns itself off. The help
text shows whether the account is already linked to LDAP, SSO or SCIM provisioning.

e Time zone sets the zone the user sees times in ("Not set (times in UTC)" until chosen). It is
grayed out when the user's directory or identity provider supplies the zone. Setting it for an
administrator's account needs an administrator. The user can still choose to see UTC on their
profile. See "Times and time zones" in Getting Started.
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¢ Sign out everywhere (in the edit dialog, for other users) ends all of that user's sessions within a
minute. Signing out an administrator needs an administrator.

e Turning the account off, changing its administrator rights or changing its groups ends that user's
open sessions within a minute (not when you edit your own account). Adding or removing
members of a group in Settings - Groups does the same for those members.

e Reactivating an account whose role rights go beyond your own needs an administrator, as does a
password reset of such an account.

¢ Reset two-step verification (in the edit dialog, for other users with two-step verification on) is
for a lost device or used-up recovery codes. Confirm with Reset in the dialog that follows: the
user's authenticator app and recovery codes stop working, their sessions are signed out, they are
emailed (template user.mfa.reset ) and every administrator is alerted. They set it up again from
My profile, or at their next sign-in when your administrator requires it. It needs the same rights as
a password reset. Nobody can reset their own; another administrator must do it.

Edit user

Update dana.whitcombe@quillmont.example.
Name

Dana Whitcombe

Administrator
Allow the next LDAP or SSO sign-in, or SCIM, to link this
account

An account with a password or administrator rights is never taken over by an

LDAP or SSO sign-in, or by SCIM provisioning, with the same email unless you
allow it here. The permission is used up by that link.

() Active
Time zone

America/New York v

The zone this user sees times in, unless they choose UTC on their profile.
Calendar dates are never shifted.

Groups

All Staff

() Data Liaisons

(7) Engineering Leadership
GRC Team

() Infrastructure & Operations
() Iinternal Audit

Sign out everywhere Cancel

Figure 2.3. The Edit user dialog with the Administrator, Active and Time zone settings and the group list.

To set a new password, click the rotate (reset) icon, enter the New password in the Reset password
dialog (the same rules as above) and click Save. The user's open sessions end within a minute and they
receive an email (template user.password.reset ) saying who reset it and when.

To remove an account, click the trash icon and confirm in the Delete user dialog. Deleting a user keeps
the records they owned, but those records become unassigned.

Two protections keep you from locking yourself out:
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e You cannot deactivate or demote your own account, and you cannot delete your own account (the
delete button is disabled on your own row, and the switches are disabled when you edit yourself).

e TraxrGRC always requires at least one active administrator: if your change would leave the
organization with zero active admins, it is rejected with "At least one active administrator account
is required."

2.3 Groups

Settings - Groups bundles users together and attaches roles to them; members inherit the
permissions of the roles on their groups (see Roles below). The list shows each group's Name,
Description, Members (a count), Roles (as badges) and actions.

To create or edit a group, click Add group or the pencil icon, complete the fields and click Save:

Field What it means
Name The group name (must be unique).

Description  Optional free-text purpose, e.g. "Governance, risk and compliance function."

Members Tick every user who belongs to the group. Users are listed as "Name (email)".
Roles Tick the roles this group carries. Every member inherits the union of these roles'
permissions.

The dialog reminds you of the rule: members inherit the permissions of the roles attached here. Group
membership also matters for "own"-level access: records owned by a user's groups count as theirs.

Groups created by SCIM provisioning carry a "SCIM" badge: their name and members come from the
identity provider, so in the edit dialog the name and member list are grayed out and only the description
and roles can be changed. Likewise their membership cannot be ticked or unticked from Settings -
Users.

To delete a group, click the trash icon and confirm in the Delete group dialog. Members keep their
accounts but lose this group's roles; records are unaffected.

2.4 Roles

Settings = Roles defines permission matrices. A role is a table of access levels, one cell per module
and right, and groups carry roles to their members. The list shows each role's Name (with a "System"
badge for the built-in ones), Description, a Permissions summary (e.g. "Risks (Read: all, Create: all...)"
or "No permissions"), the Groups it is attached to, and actions.

TraxrGRC ships with four system roles:
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Role

GRC
Manager

Risk

Owner

Auditor

Data
Liaison

What it grants

Full access to the GRC modules, including Review on Risks, Compliance, Policies and
Data privacy, the Dashboard, Custom fields, Reports, Notifications and read access to
the Audit log.

Manage own risks; read shared catalogs.

Read-only across modules, including the Audit log.

Answers the data mapping questionnaires assigned to them, and nothing else (see
Data mapping questionnaires). Give a Data Liaison other roles as well where they need
more.

System roles cannot be deleted; the delete button is disabled for them. They can be renamed: TraxrGRC
recognizes its built-in roles by a fixed internal key, so a renamed role stays the built-in one.

To create or edit a role:

1. Click Add role or the pencil icon.

2. Enter a Name and optional Description.

3. Set the permission matrix. Rows are the 23 modules: Risks, Compliance, Policies, Third parties,

Incidents, Audits, Awareness, Projects, Data privacy, Data Liaison questionnaires, Account
reviews, Assessments, Custom fields, Reports, Controls, Assets, Business units, Dashboard,
Settings, Users, Notifications, Audit log and API tokens. Columns are the rights Read, Create,
Update, Delete and Review.

4. Set each cell's level from its dropdown:

Level

None

Own

All

What it means
No access to that module/right.

Only records owned by the user or by one of their groups appear in lists and can be
opened or changed. For Data Liaison questionnaires, the questionnaires assigned to
the user.

Every record of that module.

Own is not offered on modules whose records have no owner (Custom fields, Reports,
Dashboard, Settings, Users, Notifications, Audit log and API tokens), since there it would mean
the same as All. Set at least one cell away from "None": a role with an empty matrix grants
nothing. The matrix scrolls inside the dialog; Save stays in view at the bottom.
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5. Click Save.

The Review column applies to Risks (completing risk reviews and deciding risk exceptions with no
designated approver), Compliance and Policies (deciding their exceptions with no designated approver;
on Policies also recording outside approvals) and Data privacy (the decision on Data Liaison answers);
every other row shows a dash in that column. The built-in GRC Manager role has Review on all four; an
upgrade adds Compliance and Policies review to it where it still has update at "all" on them. Add Review
to any custom role whose holders should decide exceptions, and Data privacy review to the role of the
people who review Data Liaison answers.

The Approve column applies only to Data privacy: it is the Approve DPIAs right, to approve or reject a
DPIA. Every role that held Data privacy review before this right existed was given it at the same level, so
nobody lost the ability to decide DPIAs on upgrade; remove it from roles that should not. Approving is
separate from being the DPO, who is named in Settings - Privacy.

Edit role

Choose the access level per module and right: none, own, or all. Own is offered only where records have an owner.
Name

Privacy Officer

Description

Runs the privacy program: records of processing, DPIA advice and approval, data mapping review and breaches.

Module Read Create Update Delete Review Approve
Risks All W All W own v None v None v -
Compliance All v None v All v None v None v -
Policies All v None v None v None v None v =
Third parties All v All v All v None v — —
Incidents All v All ™ All v None v — —
Audits None v None v None v None v == =
Awareness None v None v None v None v = =

Cancel Save

Figure 2.4. The Edit role dialog showing the permission matrix, with a level dropdown for each module and
right.

When a user belongs to several groups, their effective permissions are the union of all their roles'
matrices, with "all" winning over "own", which wins over "none". Administrators bypass the matrix
entirely.

Deleting a role (click the trash icon, then confirm in the Delete role dialog) detaches it from its groups;
members lose the granted permissions. Groups themselves are kept.
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2.5 Labels

Settings - Labels (address /settings/labels ) manages the shared tag vocabulary. In the
application, labels are attached and detached with the Labels picker on the record pages of risks,
controls, third parties, incidents, policies and projects, and in the Labels column of the asset list and of
an audit plan's findings (see Labels in Getting Started). You need update rights on the record in its own
module; without them the labels are read-only. The screen shows a count of labels and a table with
Name (colored dot plus name), Color (hex value), Assignments (how many records carry it), Created
(date) and actions. Viewing needs settings:read; creating, editing and deleting need settings:create,
settings:update and settings:delete respectively, each at all.

To create a label:

1. Click Create label.

2. Enter a Name. Names are lowercase slugs of letters, digits and single dashes, e.g. critical-
vendor ; duplicates are rejected.

3. Pick a Color: either one of the ten preset swatches or any custom hex color typed into the field
below (for example #0ea5e9 ). The button stays disabled until the name is filled in and the hex is
valid.

4. Click Create label.

To rename or recolor a label, click its pencil icon. To remove one, click the trash icon and confirm in the
Delete label? dialog: the label is unassigned from every record it was on. This cannot be undone.

2.6 Custom Fields

Settings - Custom Fields (address /settings/custom-fields ) extends GRC Platform with your own
attributes. Fields are defined per entity type and then appear on every record of that type, where people
fill in their values (see below). The screen is organized into tabs, one per entity: Risks, Controls,
Policies, Third parties, Incidents, Audit plans, Projects, Awareness programs, Records of
processing, Account review programs, Compliance analyses and Assessment requests.

Each tab lists that entity's fields with columns Name, Type, Required, Options (for select fields), Sort,
Active and actions. Fields are ordered by their sort value. Opening the screen needs customFields:read;
creating, changing and deleting fields need the matching customFields right at the all level.
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TraxrGRC

88 Dashboard

& My Tasks

07 Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

T Incidents
COMPLIANCE
Compliance

B Policies

B Audits

3 Evidence
Assessments

9 Account Reviews
<= Awareness

[ Projects

PRIVACY

B Data Privacy

Ll Reports

SR S,

Settings > Custom Fields ® Help @MorganEllery

Custom Fields

Risks  Controls Policies | Third parties | Incidents  Audit plans  Projects Awareness programs  Records of processing  Account rt

Name Type Required Options Sort Active

Vendor tier select — Tier 1: customer or resident data, Tier 2: empl. 4 o /
Contract end date date - - 5 () 2 oW
Vendor trust page url . - 6 () Vi

Figure 2.5. The Custom Fields screen on the Third parties tab, listing fields of several types.

To create a field:

1. Open the tab for the entity type and click Create field.

2. Complete the Create custom field dialog:

Field

Name

Type

Sort
order

Options

Required

What it means

The field label shown on records, e.g. "Mitigation notes". Names must be unique
per entity.

One of: Text, Textarea, Number, Date, Select, Multi-select, Checkbox or URL.

A number controlling where the field appears; lower values first. New fields
default to the end of the list.

Shown only for Select and Multi-select. Use Add option to build the list and the x
button to remove one. Options must be unique and at least one is required.

When ticked, records must have a value for this field before they can be saved.

3. Click Create field.
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In the table, the Active switch turns a field off without deleting it (inactive fields no longer appear on
records); the pencil icon edits the definition (save with Save changes); the trash icon deletes the field.
Deleting also destroys every value already stored against it: the Delete custom field? confirmation
warns about this, and it cannot be undone.

Where values are filled in: open any record page (a risk, policy, audit plan, record of processing and so
on) and switch to its Custom Fields tab. The card lists each active field (required fields are marked with
a red asterisk); click Edit to open the value dialog, save, and the values are stored with the record.
Whoever edits values needs update rights on that record's module.

2.7 Integrations

Settings - Integrations connects TraxrGRC to your mail server and identity providers. It holds three
cards: SMTP, LDAP and SAML SSO, each with its own Save button. Saving on any card writes an audit
entry and sends every administrator a security alert. The SMTP password, LDAP bind password and
SAML private key are stored encrypted and never sent back to the browser: a stored one shows
"Stored. Type to replace." and is kept unless you type a new value.
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TraxrGRC Settings > Integrations @ Help @ Morgan Ellery

88 Dashboard

Integrations
& My Tasks o Email delivery and single sign-on connections.
[ Policy Portal
SMTP

Y= My Questionnaires
RISK

@ Risk Management
Third Parties

4@ Incidents
COMPLIANCE

[ Compliance

B Policies

Audits

Evidence

[@ Assessments

2 Account Reviews
= Awareness

[ Projects

PRIVACY

B Data Privacy

Lh Reports

8 Settings

Qutbound email server used for notifications and digests.

Host Port
587
Username Password

From address

Use TLS (port 465)

Send test email

LDAP

Directory authentication. Users are linked to local accounts on first sign-in.

Enable LDAP sign-in
Server URL Bind DN (manager account)

|daps://directory.example.com:636

StartTLS (required for Idap:// URLs)

Bind password Base DN
User filter Mail attribute Name attribute
(uid={{username}}) mail cn

Time zone attribute (optional)

e.g. timezone
An attribute holding an IANA zone such as Europe/London. A valid value is applied

at each sign-in and cannot be changed in the app; blank lets users choose their
own

Directory CA certificate (PEM, optional; blank uses the system trust store)

&

A directory entry needs the mail attribute to sign in. Sign-in never takes over an existing account that has a password or administrator rights unless you allow it for that

user in Settings > Users.

Test connection

SAML SSO
Single sign-on via a SAML 2.0 identity provider.

Enable SAML single sign-on

Figure 2.6. The Integrations screen with the SMTP and LDAP cards; the SAML SSO card follows below.

2.71 SMTP

The outbound email server used for notifications and digests (see Notifications below). Fields:
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Field What it means

Host SMTP server hostname.

Port SMTP server port (587 by default).

Username Account used to authenticate, if your server requires it.
Password Password for that account.

From address The sender address on outgoing TraxrGRC mail.

Use TLS (port 465) Toggle for an implicit-TLS connection.

With a username set and Use TLS off, the server must offer STARTTLS: GRC Platform refuses to send
the password over an unencrypted connection, the same rule LDAP follows. A relay without TLS that
takes a password fails with an error (Send test email shows it); use port 465 with Use TLS, enable
STARTTLS on the relay, or use an unauthenticated relay, which sends no password and is unaffected.

To configure and check the mail server:

1. Fill in the fields and click Save.

2. Click Send test email. TraxrGRC sends a test message, with the product name and "SMTP test"
in its subject, to your own address.

3. Read the toast: "Test email sent to your address." on success, or "Test email failed:" with the
reason. This is the fastest way to verify a new configuration before notifications depend on it.

2.7.2 LDAP

Directory authentication: with LDAP enabled, users sign in with their directory credentials. A first sign-in
creates an account, or links to an existing one with that email when it has no password, administrator
rights or break-glass status (or an administrator has allowed the link in Settings - Users).
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Field

Enable LDAP
sign-in

Server URL

StartTLS
(required for
Idap:// URLS)

Bind DN
(manager
account)

Bind password
Base DN

User filter

Mail attribute

Name attribute

Time zone
attribute
(optional)

Directory CA
certificate (PEM,
optional; blank
uses the system
trust store)

What it means

Master switch. When on, a failed local password check falls back to the
directory.

The directory address: ldaps://directory.example.com:636 , or

ldap://directory.example.com:389 with StartTLS on. Plain ldap://
without StartTLS is refused, so passwords never cross the network in clear
text.

Upgrades an 1ldap:// connection to TLS before binding.

The service account TraxrGRC binds with.

Password for the bind account.
Where in the directory user search starts.

The search filter used to find the signing-in user; must contain {{username}} ,
e.g. (uid={{username}}) .

Directory attribute mapped to the TraxrGRC email (defaults to mail ). An entry
without it cannot sign in.

Directory attribute mapped to the display name (defaults to cn ).

Directory attribute holding the user's IANA time zone, for example
Europe/London . Blank (the default) reads none and users choose their own. A
valid value is applied at every sign-in and cannot be changed in the app; an
invalid one is ignored and logged. When the directory stops sending one, the
user's last zone stays and becomes theirs to change.

The certificate authority that signed the directory's TLS certificate, when it is
not publicly trusted (an internal CA). Changing it clears a stored bind password,
as changing the URL does.

To check the connection:

1. Click Save.
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2. Click Test connection. A result panel appears under the buttons: on success, "Connected. Found
N directory user(s)." with the directory's user count; on failure, "Connection failed:" with the
reason.

Connections give up after 5 seconds and each directory operation after 10.

2.7.3 SAML single sign-on

The SAML SSO card sets up single sign-on via a SAML 2.0 identity provider.
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Field

Enable SAML single
sign-on

SSO only: turn off
password and LDAP
sign-in

Allow sign-in
started at the
identity provider

IdP sign-in URL
(entry point)

Issuer (SP entity ID)

IdP entity ID
(recommended:
only this issuer may
sign in)

Name ID format

Time zone attribute
(optional)

IdP signing
certificate (PEM)

SP private key
(PEM, optional;
signs
AuthnRequests)

What it means

Master switch.

Everyone signs in through the identity provider, so its MFA covers every
account (TraxrGRC's own two-step verification, under Sessions, covers
password and LDAP sign-in instead). Password sign-in stays open only to
break-glass administrators (Settings = Users); LDAP sign-in is refused.
Password sessions already open end within a minute. API tokens are
unaffected.

Off by default: TraxrGRC accepts only the identity provider's answer to a
sign-in started from its own Sign in with SSO button, in the same browser,
within 10 minutes. That stops someone from signing a visitor in as
themselves with a response they captured. Turn it on only if people launch
TraxrGRC from the identity provider's app portal.

Where TraxrGRC sends users to authenticate.

Your TraxrGRC service's entity ID, e.g. grc .

The identity provider's own entity ID, e.qg.
https://idp.example.com/metadata . When set, responses from any other
issuer are refused.

The identifier format, defaulting to the email-address format.

The assertion attribute holding the user's IANA time zone (its exact name,
which may be a URI). Blank (the default) reads none. Treated like the LDAP
time zone attribute above.

The identity provider's public signing certificate.

Your service's key; when present, authentication requests are signed.

Click Save to store the configuration. The Service provider metadata button opens your service's
metadata document in a new tab, and the metadata URL is printed next to it: give that URL (or the file)
to your identity provider when setting up the trust. Once SAML is enabled, the sign-in page grows a
Sign in with SSO button that starts the SSO flow.
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TraxrGRC accepts a response only when it is signed by the pinned certificate, addressed to this service
(audience, and the bearer confirmation's recipient and the response's destination are this instance's
/api/auth/saml/acs address), still valid (Conditions NotOnOrAfter is required) and issued less than
10 minutes ago. Each response is accepted once. Single sign-on needs an https:// APP_URL in
practice: the browser only returns the sign-in request cookie on the identity provider's post when it is a
secure cookie.

An SSO sign-in creates an account the first time an email is seen. For an email that already has an
account, it links only when that account has no password, administrator rights or break-glass status, or
is already linked to SSO, or an administrator has allowed the link in Settings - Users. Users you created
in Settings - Users have a password, so allow the link for each of them (or let SSO create their
accounts instead) before they first sign in with SSO. Break-glass administrators keep signing in with
their password.

SSO0 only can be saved only when SAML is enabled with an entry point and certificate, and at least one
active administrator with a password is marked break-glass. While it is on, the last break-glass
administrator cannot be demoted, deactivated, deleted or have the flag removed, and SAML cannot be
switched off unless SSO only is turned off in the same save. Sign in once through SSO before turning it
on, so you know the identity provider works.

2.8 Provisioning (SCIM)

Settings - Provisioning connects an identity provider such as Microsoft Entra ID over SCIM 2.0, so
that joiners get an account before they first sign in, names, emails and time zones stay current, leavers
are deactivated, and the provider's groups decide who holds the roles you attach to them. It is off by
default and changes nothing until an administrator turns it on and creates a token. Built to RFC 7643
and 7644 and Entra's documented SCIM behavior and tested with a scripted client that replays Entra-
shaped requests; it has not been tested against a live Entra tenant.

The screen has two cards, SCIM 2.0 provisioning and SCIM tokens:
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Setting What it means

Accept SCIM Master switch, administrators only; click Save after changing it. While off, the SCIM

provisioning address answers 404 and no token is accepted. Turning it on or off is audited and
emails every administrator.

Tenant URL The address to give the identity provider: https://<your host>/scim/v2 .

SCIM tokens Bearer tokens for the identity provider, listed with Name, Created, Last used,

Expires and Status. New token (administrators only) asks for a Name and an
optional Expires date and shows the token once; only its hash is stored. Tokens last
at most the API token lifetime set in Settings - Sessions (365 days by default).
Rotate revokes a token and shows its replacement at once (provisioning fails until
you paste the new one into the identity provider); Revoke stops it. Both ask for
confirmation. Creating and rotating email every administrator. A SCIM token works
only at the SCIM address: it grants nothing on the REST API or to Al assistants, and
API tokens do not work at the SCIM address.

What provisioning may do:

Accounts are keyed by email: the work or primary email the provider sends, else the userName
(which must then be an email address). A new email creates an account with no password and no
administrator rights; the person signs in through SSO.

An existing account with the same email is linked only when it has no password, no administrator
rights and no break-glass status, or is already linked to SSO, or an administrator has ticked Allow
the next LDAP or SSO sign-in, or SCIM, to link this account in Settings - Users (the same rule
as SSO sign-in). Otherwise the provider gets a conflict and the refusal is in the audit log.
Accounts that were not provisioned are invisible to the provider.

Leavers: setting the user inactive in the provider deactivates the account and ends its sessions
within a minute; reactivating it there reactivates the account. Removing the user from the app's
assignment (DELETE) also deactivates the account, removes it from the SCIM groups and unlinks
it from SCIM. Nothing is ever deleted, since acknowledgements, evidence and the audit trail refer
to people.

Never: grant administrator rights, set a password, change or deactivate a break-glass
administrator, reactivate an administrator or change an administrator's email, or deactivate the
last active administrator. Deactivating any other administrator is allowed and emails every
administrator.

Groups: the provider creates, renames and deletes only the groups it created, and manages their
members (provisioned users only). A group name already used by a group made here is a conflict.
Roles are never set by the provider: attach roles to a SCIM group in Settings - Groups, and its
members receive them. Attaching a powerful role to a SCIM group lets the identity provider
decide who holds it, so treat that group's membership in the provider as part of your access
control.
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¢ Time zone: a valid IANA name in the user's timezone attribute becomes their zone with source
"SCIM provisioning", like a directory zone.

e Every change is audited with the actor "SCIM" and the token that made it. Each token may make
1,200 requests and 600 changes a minute; an address that sends 20 bad tokens in 10 minutes is
refused (429) for the rest of that window.

Setting up Microsoft Entra ID (Enterprise applications = your app - Provisioning):

1. Here: turn on Accept SCIM provisioning, Save, then New token and copy it.

2. In Entra: Provisioning mode Automatic; Tenant URL the address shown here
( https://<host>/scim/v2 ); Secret Token the token. Test connection.

3. Mappings, users: keep userPrincipalName - userName (or mail if UPNs are not email
addresses), Switch([IsSoftDeleted], , "False", "True", "True", "False") - active,
displayName - displayName , mail - emails[type eq "work"].value, objectId -
externalld . Optional: a time zone source attribute > timezone . Other default mappings
(name parts, job title, department, manager) are accepted and ignored. Use the same email the
SSO assertion sends, so SSO sign-in finds the provisioned account.

4. Mappings, groups: displayName - displayName , objectId - externalld, members -
members .

5. Scope: "Sync only assigned users and groups", assign the users and groups, and start
provisioning. Then attach roles to the new groups in Settings - Groups.

2.9 Sessions

Settings = Sessions (administrators change it; anyone with settings:read can view it) holds the Sign-
in sessions, API tokens and storage card:

Field What it means

Session length A sign-in ends this long after it started, whatever happens. 1 to 168, default
(hours) 12.

Idle timeout A session nobody has used for this long ends. 5 to 1440, default 60. The
(minutes) browser tells the server about activity (clicks, typing, moving between

pages) at most once a minute.

API token lifetime The longest expiry a new API token may have; 0 for no maximum. Default
(days) 365. Existing tokens keep their expiry.

Attachment storage The total size of the files one person may upload; O for no limit. Default 2048
per user (MB) (2 GB). Lowering it keeps existing files and refuses new uploads past the
limit.

Saving writes an audit entry and emails every administrator.
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Two-step verification, the next card, has one switch with its own Save: Require two-step verification
for password and LDAP sign-in, off by default and changed only by an administrator. When on, anyone
who signs in with a password or through LDAP without two-step verification must set it up straight after
signing in, before they can use the app; this includes break-glass administrators. Sessions already open
are held at the same step within a minute. Single sign-on is never asked for a code. Set it up on your
own account first (see Sign-in security under My profile); the card reminds you when you switch it on.
Saving writes an audit entry and, when the value changes, emails every administrator. When someone
loses their authenticator device, reset their two-step verification in Settings - Users.

Separation of duties, on the same page, is a separate switch with its own Save, off by default and
changed only by an administrator. By default the person who requests an exception or a policy approval
cannot decide it, and a Data Liaison cannot review their own questionnaire answers. Relax separation
of duties is meant for teams too small to have a second person decide: when on, the person who
requested a risk, compliance or policy exception or an in-app policy approval may decide it, a Data
Liaison who also holds dataPrivacy review may review their own answers, and, where DPIA approval
needs a second person (see Privacy), a DPIA's author may decide it. They still need the right the
decision always needs. Every such decision is recorded as self-approved in the audit log and shows a
Self-approved badge (Self-decided for a rejection) on the record. Turning the switch off stops new
self-approvals; past ones keep their badge. Naming yourself as the approver of your own exception
stays refused, and the other safeguards (approved content checks, the DPIA lock while awaiting
approval, outside policy approvals) are unchanged. Saving writes an audit entry and, when the value
changes, emails every administrator.

2.10 Branding

Settings - Branding white-labels the application (settings:read to view, settings:update to change;
every save is audit-logged). It has two cards: Name and color, with its own Save, and Logo.
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Setting

Product
name

Brand color

Show
"Powered
by" credit

Logo

Effect

Shown in the sidebar, browser tab titles, the sign-in screen, public assessment
pages, PDF exports, the SMTP test email and the APl document title. Email
templates show it through the {{app.name}} variable. Leave it empty to use the

deployment default ( APP_NAME , otherwise GRC Platform ). Up to 60 characters.

A #rrggbb color applied to primary buttons, focus rings and links. Button text
switches between light and dark to stay readable; a color too light to read as link
text on white is darkened, keeping its hue, until it meets WCAG AA contrast. Use
default restores the standard theme.

A small credit naming the platform vendor at the foot of public assessment pages.

Off by default.

Upload logo takes a PNG, JPEG, WebP or SVG up to 256 KB, checked by its
content rather than its file name. It replaces the shield icon in the sidebar and on
the sign-in and assessment pages, and becomes the browser tab icon. Remove
goes back to the shield.

Changes reach every page within about 30 seconds.
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TraxrGRC Settings > Branding ® Help @ Morgan Ellery

88 Dashboard Branding
& My Tasks e The name, logo and color shown on every page, the sign-in screen, emails, PDFs and public assessment
links.

D Policy Portal

v= : :

= My Questionnaires Name and color

RISK Currently shown as TraxrGRC. Leave the name empty to use the deployment default.
@ Risk Management

Product name
Third Parties

TraxrGRC

- Incidents
Brand color
COMPLIANCE
Compliance - #2563eb Use default
- Applied to primary buttons and focus rings. Button text switches between light and dark to stay readable

B Policies
Audits Show "Powered by" credit

Adds a small "Powered by" credit for the platform vendor at the foot of public assessment
(3 Evidence pages. Off by default

Assessments

Save
9 Account Reviews
<= Awareness

)
Projects Logo

PRIVACY PNG, JPEG, WebP or SVG up to 256 KB. Shown in the sidebar, on the sign-in screen and as the

. browser tab icon. A wide logo works best at about 4:1
B Data Privacy

Ll Reports Upload logo Remove

Figure 2.7. The Branding screen with the product name, brand color and logo of the demo instance.

2.11 Policies

Settings - Policies has one card, Approvals made outside the app, with one switch, Allow recording
outside approvals (off by default), and a Save button. On, people with update and Review on Policies
can record an approval made outside the app and upload reissued documents with one (see Policy
Management). Anyone with settings:read can see it; only an administrator can change it, and the
change is audit-logged. Turn it on where documents are approved outside the tool, such as by a board
or a controlled-document process.

2.12 Privacy

Settings - Privacy holds the Records of processing header, printed at the top of the Article 30
register export (settings:read to view, settings:update to change; saves are audit-logged): the
Controller (legal name), Controller contact details, EU or UK representative where Article 27
requires one, and the Data protection officer's name and contact details. Empty fields print empty.

DPIA approval, on the same page, has its own Save and is changed only by an administrator. It holds
three settings:
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Setting Effect

Data Protection Optional. The one user who gives DPO advice on DPIAs. Only active users can be

Officer chosen; deactivating the DPO leaves none named (the card says so) until you
choose another. Separate from the DPO contact details printed in the register
header above.

DPO advice Required when a DPO is named (the default), Required (needs a DPO named)
before a DPIAis  or Optional. While required, a submitted DPIA waits for the DPQ's advice before
decided anyone can approve or reject it, and approving against the advice needs a

reason, which the DPO is emailed. With no DPO named, nothing waits.

Require a Off by default, so the person who wrote a DPIA may decide it, as a one-person
second person privacy office needs. When on, whoever created the DPIA or submitted it for

to approve approval cannot approve or reject it; another holder of the Approve DPIAs right
DPIAs must. If separation of duties is relaxed (see Sessions), an author may still decide,

recorded as self-approved with a Self-approved badge on the DPIA.

Saving writes an audit entry for each changed setting and, when any value changes, emails every
administrator.

2.13 Al assistants

Settings = Al assistants (the screen is headed Al assistants (MCP)) lets Al assistants such as
Microsoft Copilot Studio agents, GitHub Copilot in VS Code and Claude connect to TraxrGRC through
the Model Context Protocol (MCP) at https://<your address>/api/mcp . Anyone with settings:read
can see this page; only an administrator can change it, and every change is audit-logged and emailed to
all administrators.

This section summarizes what an administrator decides here. The full reference, with the tools an
assistant can call, the guardrails, and step-by-step setup for VS Code, Claude Code and Copilot Studio,
is the MCP guide ( docs/MCP.md ) shipped with TraxrGRC; keep it at hand when connecting an assistant.
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TraxrGRC

88 Dashboard

& My Tasks

D Policy Partal

= My Questionnaires
RISK

@ Risk Management
Third Parties

A Incidents
COMPLIANCE

[] Compliance

B Policies

3 Audits

(2 Evidence

[@ Assessments
2 Account Reviews
= Awareness

[ Projects
PRIVACY

8 Data Privacy

L Reports

@8 Settings

Settings > Al assistants

® Help @ Morgan Ellery

Al assistants (MCP)

Model Context Protocol endpoint

Lets Al assistants such as Microsoft Copilot Studio, GitHub Copilot in VS Code and Claude search and read records and upload evidence, always as
a named user with that user's permissions. Every call is recorded in the audit log.

Allow Al assistants to connect
Turns on https:f/gre.quillmont.examplefapi/mep. While off, the address answers 404. People connect with an AP token they create under Settings, API
tokens, or with Microsoft Entra ID sign-in below. Off by default. Only an administrator can change this.

Include privacy records
When off, processing activities, DPIAs, personal data breaches, transfer assessments and Data Liaison questionnaires are never returned or accepted
through MCP, whatever the user's rights. Off by default

Microsoft Entra ID sign-in

For shared Copilot Studio agents where each person must act as themselves. The assistant signs the person in with Entra ID and sends an access
token; the token's sign-in name must match an existing active user here. No accounts are created

Accept Entra ID access tokens

Needs an app registration in your tenant that exposes the scope below and issues v2 access tokens.
Directory (tenant) ID

00000000-0000-0000-0000-000000000000
The tenant GUID. Tokens from any other tenant are refused.
Application (client) ID

00000000-0000-0000-0000-000000000000

Of the app registration that exposes the API. v2 access tokens carry it as their audience.

Application ID URI

Leave empty to use api://<client ID>. Also accepted as a token audience.

Required scope

Mcp.Access

The delegated scope exposed by the app registration that every token must carry.

Server URL for the assistant: https://grc.quillmont.example/api/mcp

Protected resource metadata: https://grc.quillmont.example/.well-known/oauth-protected-resource/api/mcp

Copilot Studio reaches this server from Microsoft's cloud, so the instance must be on public HTTPS for it. A server on a private network works only with assistants
that run on the same network, such as VS Code or Claude Code.

< Collapse

Figure 2.8. The Al assistants (MCP) screen with the endpoint switches and the Microsoft Entra ID sign-in card.

What an assistant can do. Search records across the modules; read one record in full; list risks,
controls, compliance requirements and policies with filters; list what is waiting on its user; and attach
evidence to a record its user may update. It cannot delete, edit or decide anything.

The Model Context Protocol endpoint card holds two switches:
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Switch What it does

Allow Al Off by default. Turns on the /api/mcp address; while off, the address answers
assistants to 404 ("not found").
connect

Include privacy Off by default. While off, processing activities, DPIAs, personal data breaches,
records transfer assessments and Data Liaison questionnaires are never returned or
accepted through MCP, whatever the user may see in the app.

The Microsoft Entra ID sign-in card is for shared Copilot Studio agents where each person signs in as
themselves:

Field What it means
Accept Entra ID Turns Entra sign-in on. Needs an app registration in your tenant that
access tokens exposes the scope below and issues v2 access tokens.

Directory (tenant) ID The tenant GUID. Tokens from any other tenant are refused.
Application (client) ID  Of the app registration that exposes the API.
Application ID URI Leave empty to use api://<client ID> .

Required scope The delegated scope every token must carry.

Below the fields, a panel shows the server URL to give the assistant, the protected resource metadata
address and (once configured) the authorization server. Click Save to store both cards. The person
signing in must already have an active account here with the same email as their Entra sign-in name; no
accounts are created.

An assistant always acts as a named user and sees exactly what that user can see. With an API token
(see API Tokens) it is the token's creator, limited to the token's scopes; with Entra sign-in it is the
person who signed in. Every tool call is recorded in the Audit Log under the module "mcp". Evidence
uploaded by an assistant goes through the same file checks and storage limit as uploads in the app,
with a 10 MB limit per file, and appears on the record's Attachments tab. For a control or a compliance
requirement it becomes new evidence linked to the record instead (see Files on controls, requirements
and account reviews). That needs read access to the record and evidence:create , the same as
linking evidence in the app; update access to the record is not needed, since the record itself does not
change.

Uploading files through an assistant. An assistant cannot carry a real file (a PDF, spreadsheet or
screenshot) to TraxrGRC itself. Instead it gives you an upload link:
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1. Open the link in your browser, signed in as yourself. If you are signed out, you sign in first and
return to the link.

2. Check the record type and name the files will be attached to, and any note from the assistant.

3. Choose up to 10 files (25 MB each, the same file types and storage limit as on a record's
Attachments tab) and select Upload. They appear on the record's Attachments tab, or for a
control or requirement on new evidence linked to it.

A link expires 15 minutes after it is made and works only for the person whose assistant asked for it:
anyone else who opens it is refused and the attempt is logged. Your rights are checked again when you
open the link and for every file, so a link stops working if you lose access to the record or an
administrator turns Al assistants off. The Audit Log records the link being issued and each file uploaded
through it (module "mcp").

Copilot Studio calls TraxrGRC from Microsoft's cloud, so it works only when this instance is reachable
over public HTTPS. A server on a private network works only with assistants that run on the same
network, such as VS Code or Claude Code.

2.14 Notifications

Settings - Notifications (address /settings/notifications ) controls the email TraxrGRC sends.
Opening it needs notifications:read; changing templates and the scheduler needs notifications:update.
It has four tabs: Templates, Rules (shown to administrators only), Delivery log and Scheduler.

2.14.1 Templates

Every email TraxrGRC can send has a template, keyed by a stable identifier. The Templates table lists
each template's Key (click it to edit), Name, Module (as a badge), Subject and an Enabled switch, with
the usual search and column filters; the Module filter offers every area in the table below. The templates
are:
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Area

Risks

Controls

Compliance

Policies

Awareness

Data privacy

Evidence

Assessments

Reports

Platform

Template keys

risk.review.due , risk.review.overdue , risk.appetite.breach,
risk.exception.expiring

control.audit.due , control.audit.overdue, control.audit.failed,
control.maintenance.due , control.maintenance.overdue

compliance.exception.expiring

policy.review.due , policy.review.overdue , policy.exception.expiring,
policy.acknowledgement.requested , policy.acknowledgement.due ,
policy.acknowledgement.overdue (see Policy portal and acknowledgements)

awareness.due

dataprivacy.review.due , dataprivacy.review.overdue ,
dataprivacy.dpa.expiring , dataprivacy.dpa.expired ,
dataprivacy.tia.due , dataprivacy.tia.overdue ,
dataprivacy.questionnaire.sent , dataprivacy.questionnaire.submitted,
dataprivacy.dpia.approvedAgainstAdvice , dataprivacy.attestation.sent,
dataprivacy.questionnaire.due , dataprivacy.questionnaire.overdue

evidence.expiring , evidence.expired

assessment.sent , assessment.reminder , assessment.overdue ,
assessment.returned , assessment.completed

report.scheduled (see Scheduled reports)

security.alert (see Security alerts under Audit Log), user.password.reset ,
user.password.changed (a user changed their own password), user.mfa.reset
(an administrator reset a user's two-step verification), notification.rule (every
email a notification rule sends) and the summary digest.daily

To tailor a template:

1. Click its key. The Edit template dialog opens.

2. Edit the Name, Subject and Body. Both subject and body accept {{dotted.vars}}
placeholders, e.g. {{risk.title}} .

3. Check the Available vars panel on the right of the dialog. It lists, for that template, every
placeholder with its meaning. For example, risk.review.due supports {{risk.title}} and
{{review.dueDate}} ; risk.appetite.breach adds {{risk.score}} and {{risk.band}} ;
digest.daily supports {{digest.date}} and {{digest.body}} . Every template also lists
{{app.name}} . The Administrator's Guide has the full table.

4. Click Save template. The change applies to the next email queued through that template.
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Use the Enabled switch to turn a template off without editing it; disabled templates send nothing.
Template edits and toggles are audited.

2.14.2 Notification rules

The fixed notifications above go to record owners on fixed events. Notification rules let an administrator

email other people about other events. The Rules tab is shown to administrators only, and every rule
created, changed or deleted is recorded in the Audit Log. A new installation, or one upgraded from an
earlier version, has no rules ("No rules yet, so nothing beyond the fixed notifications is sent."), so
nothing beyond the fixed notifications is sent until an administrator creates one.

The rules list shows each rule's Name (with a "Disabled" badge when paused), Trigger, Records (the
record types, "All", and any status condition), Recipients, and Opted out (how many people switched
the rule off on their profile), with edit and delete buttons.

TraxrGRC Settings > Notifications ® Help @ Morgan Ellery

98 Dashboard Notifications

=) My Tasks e Email templates, notification rules, the delivery log and the daily sweeps scheduler

0 Policy Portal Templates Delivery log  Scheduler

= My Questionnaires

Notification rules
RISK - , + Newrule
Email chosen people when something happens to a record. Rules add to the fixed notifications and never replace them.

® Risk Management Recipients must be active users who can read the record; anyone can opt out of a rule from their profile
Third Parties ) ) Opted

Name Trigger Records Recipients St
3 u
@ Incidents

. ; owner, group GRC

CONRIERNEE Failed control tests to the GRC team Control test failed  Control Team 0 Z W
Compliance Audit finding

New audit findings to their owner craafed All owner, owner group 0 Z W
B Policies
Audits Mentions in comments Comment added ~ All mentioned 1 Z w
(2 Evidence

Incident status changes to the DPO Status changed Incident Sofia Brennan 0 7 W
Assessments

A ’ 2 ' : owner, Dana
8¢ Account Reviews Overdue risk and policy reviews Deadline overdue  Risk, Palicy Whitcombe 0 7 W
© Awareness E i i Deadline Risk exception, Compliance exception, — ° 7w
- E xceptions expiring soon sbisHasehig Palicy excaption
rojects

New third parties (paused during the

PRIVACY P (P g Record created Third party Owen Gallagher 0 g W

migration) Disabled
B Data Privacy

Ll Reports
Notify on AP| changes and CSV imports

P S S,

Figure 2.9. The Rules tab listing the demo's notification rules with their triggers, records, recipients and opt-
out counts.

To create a rule:
1. Click New rule. The New notification rule dialog opens.

2. Fill in the fields:

TraxrGRC User Manual

67



Field

Name

Trigger

Records

Only when the
record's
status is

Recipients

Enabled

What it means

Shown in the delivery log, in the email ("You receive this because of the
notification rule ...") and on each person's My profile page.

What the rule reacts to: Comment added, Record created, Status
changed, Audit finding created, Control test failed, Deadline
approaching or Deadline overdue.

The kinds of record the rule covers: Risk, Control, Compliance requirement,
Policy, Risk exception, Compliance exception, Policy exception, Incident,
Project, Third party and Audit finding, as far as the trigger applies to them.
Tick none to cover every kind the trigger supports.

Optional. For a status change, the new status; for other triggers, the
record's status at the time. Tick none for any status.

Any mix of the record's owner, the members of the record's owner group,
people @mentioned in the comment (Comment added only), named users,
the members of chosen groups, and the members of every group that
carries a chosen role. Only active users of this installation can be chosen; no
outside address can be entered.

Untick to pause the rule without deleting it.

3. Click Create rule (Save rule when editing).

To change a rule, click its pencil icon (the dialog is headed Edit notification rule). To remove one, click
its trash icon and confirm in the Delete this rule? dialog.

Deadlines are the ones the daily sweep already tracks: risk and policy reviews, policy acknowledgement
requests with people still to acknowledge (on the policy), control audits and maintenance, project and
audit finding deadlines (approaching or overdue), and approved exceptions coming up to expiry
(approaching only). The lead times are the scheduler's Review lead days and Exception lead days. A
deadline rule emails once when a deadline enters the lead window and once when it passes; moving the
date starts afresh. Status and comment rules work within seconds of the change; deadline rules run
with the daily sweep (and Run sweeps now).

What every rule email contains, and who gets one:

e The email names the record (its title or reference), what happened (for example "Status: Open to
Closed" or "Risk review was due 2026-10-09") and a link to it. It never contains a comment's text,
a description or any other field. An incident recorded as a personal data breach is named only by
a short reference ("Incident 1a2b3c4d (title withheld)"), since breach titles can name the people

affected.
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e Arecipient gets the email only if they may open the record at that moment, by the same rule the
app uses on screen (for an exception, its risk, requirement or policy; for an audit finding, its audit
plan and the finding). This is checked when the rule fires and again just before sending, so
someone who lost access in between gets nothing.

¢ Nobody is emailed about their own change.

e Each person gets at most 20 rule emails an hour; the rest are suppressed.

¢ Changes made through an API token, such as a bulk load with the loader script, and changes
made by a CSV import send no rule emails by default; the delivery log lists them as suppressed.
Turn on Notify on APl changes and CSV imports below the rules list to include them (the hourly
cap still applies).

e Anyone can switch a rule off for themselves on My profile.

Fixed notifications and security alerts are unaffected by rules: they keep going to the same people as
before.

2.14.3 Scheduler

The Scheduler tab holds the Daily sweeps scheduler card, which configures when and what the
background worker emails. The worker scans reviews and exceptions on a cron schedule and queues
notification emails. Sweeps skip items already notified in the last 20 hours, so overlapping runs never
double-send. A reminder goes out only while its recipient can still read the record it names (an owner
whose role no longer includes that module gets nothing), and awareness and questionnaire reminders
only to people who still hold Awareness or Data Liaison read.

Setting What it means

Daily digest When on, each recipient gets one summary email (the digest.daily template)
instead of individual notifications.

Cron schedule Five fields (minute hour day month weekday) in UTC. Default @ 7 * % x (07:00

(UTC) daily). An invalid expression is rejected when you save.
Review lead Reviews due within this many days (0 to 365; default 7) are notified: risk, policy
days and data-privacy reviews due or overdue, plus awareness programs due.

Exception lead Approved risk, compliance and policy exceptions expiring within this many days (0
days to 365; default 14) are flagged to their owners.

Click Save settings to store the schedule. A changed schedule is active at once: the confirmation reads
"Scheduler settings saved. The new schedule is active." If instead a warning says the new schedule
takes effect when the background worker next starts, the worker could not be reached; ask whoever
runs the server to start or restart it. Run sweeps now performs an immediate sweep outside the cron
schedule and reports how many items it found, across how many recipients, and how many digests were
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queued; use it after changing settings or before relying on the schedule. The run is recorded in the
Audit Log.

2.14.4 Delivery log

The Delivery log tab lists every queued email with columns Created, Template, To, Rule or schedule
(the notification rule or scheduled report that sent it, with the report attachment's name; "Deleted rule"
or "Deleted schedule" once that is gone), Subject, Status, Error and Sent at. Statuses:

Status Badge Meaning
Queued Gray Waiting to be sent.
Sending Gray A rule email being sent. One left in this state by a crash is marked failed

after 15 minutes and is not resent, so nobody gets it twice.
Sent Solid Delivered successfully; Sent at shows when.

Failed Red Sending failed; the Error column holds the reason. A rule email is tried four
times, a minute or more apart, before it fails.

Skipped Outline Intentionally not sent.

Suppressed  Outline A rule email deliberately not sent to this person. The Error column says
why: no-access (they may not open the record), opted-out , api-
write (the change came through an API token), rate-limit (over 20
rule emails in an hour), recipient-inactive , record-deleted, rule-
disabled or template-disabled . A suppressed row has no subject or
body.

You can filter the log by status and search across recipient, subject, template key and error text. Rule
emails, with the Rule or schedule column naming the rule, are listed to administrators only. The demo
instance sends no email, so its delivery log is empty.

2.15 Audit Log

Settings = Audit Log (address /settings/audit-log ; needs auditLog:read, and its card appears on
the Settings page for anyone who holds it) is the organization's trail: every mutating action across
TraxrGRC, with before/after diffs where applicable. Each create, update and delete you performed from
the screens above lands here automatically.
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TraxrGRC Settings > Audit Log ® Help @ Morgan Ellery

88 Dashboard Audit Log
& My Tasks o Every mutating action in the application, with before/after diffs where applicable.

0 Policy Portal

Integrity
7= My Questionnaires . .

Each entry carries a hash of its content and of the entry before it. Verifying recomputes the chain and shows the first entry that was changed,
RISK removed or reordered. The check is recorded in the audit log.

@ Risk Management
© Verify audit log
Third Parties

T Incidents
COMPLIANCE Retention
Compliance Permanently delete audit entries older than the retention window, at least 365 days. Every administrator is told.
B Policies
Older than (days)
Audits
365 @ Prune...

[ Evidence
Assessments

Search... = Filters o, Export CSV [1 saved [ columns
9 Account Reviews
< Awareness When + Actor P Module Action Entity Entity ID Chang
[ Projects 2026-

10-19 ; — A 5 v :
PRIVACY 19:02:42 morgan.ellery@quillmont.example 203.0.113.24 auth sign-in user cmvfv@iaie@eeistfuj3c.. View
B Data Privacy EDT

2026-
. -1
Ll Reports 12_02_34 system = compliance expire  complianceException  Cmvfvenfe@2pwiBtfqa6g..  View

O e, A

Figure 2.10. The Audit Log with the Integrity and Retention cards above the table of entries.

The table shows:

Column What it shows

When The time of the action, to the second.

Actor Who acted, and the API token when the change came through the REST API.
P The client address the reverse proxy reported.

Module The module, as a badge.

Action The action, as a badge, e.g. create, update, delete, export, restore, run.
Entity The record type.

Entity ID The record's identifier.

Changes A View diff button when the entry recorded a change.

The log opens newest first; click a column heading to sort another way. A free-text search matches the
actor, entity type, entity ID and action. Column filters narrow it further: dropdowns for Module, Action
and Entity (the options are drawn from the entries themselves), text for Actor, IP and Entity ID (any
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part of the value matches), and a date picker for When that shows the entries of that calendar day in
your time zone.

Export CSV downloads the entries matching the current search and filters, up to 5,000 rows, with times
in UTC. Its Changes column holds each entry's recorded change (before, after and, where recorded,
the source) as compact JSON, and is empty for entries without one. To export a long period, export it a
day at a time with the When filter.

Click View diff to open Change details: the Before and After values side by side, exactly as recorded.
Besides changes to records, the log holds:

¢ Sign-ins (module auth ): every successful sign-in ( sign-in ) and sign-out, with the method
(password, LDAP or SSO) and whether it was a break-glass administrator signing in with a
password while SSO-only is on. Every refused sign-in ( sign-in.failed ) records the email as
typed, the address and the reason: unknown user, wrong password, no password set, inactive
account, locked out (and which lock), refused by SSO-only, method switched off, rejected by the
directory, a directory entry with no email, a refused account link (LDAP or SSO asserting the email
of an account with a password or administrator rights), an invalid or replayed SSO response (with
the precise reason, such as not a reply to this browser's request), or malformed input. Nothing is
created for an email that has no account, and the sign-in page answers every failure the same
way. A sign-in lock ( lockout ) is recorded once per locked email-and-address pair or address,
and account.guarded when one account reaches ten failures in 15 minutes. Accounts created
by a first LDAP or SSO sign-in appear as a users create entry, a first link to an existing account
as users sso.link , and "sign out everywhere" as users sessions.revoke .

¢ Two-step verification and password changes: a passed or failed code at sign-in ( auth

mfa.verified , mfa.failed , and mfa.locked when an account's code step locks after 10
wrong codes; a sign-in entry shows mfaPending when the session still waited for the code),
setting it up ( users mfa.enroll.started , mfa.enabled ,and auth mfa.enroll.failed for
a wrong code), an administrator's reset ( users mfa.reset ), and a user changing their own
password ( users password.change , or password.change.failed for a wrong current
password).

o Refused requests (module security , action permission.denied ): a screen action, API call or
API token refused for lack of rights, with the module and right, or the reason the token was
refused (including rate-limited when a token goes over its request budget). At most ten a
minute are kept per person (or per address for requests with no valid token); the next entry says
how many were dropped.

¢ Integration settings: saving SMTP, LDAP or SAML records every field before and after.
Passwords and the SAML private key are never recorded, only whether they changed; the SAML
identity provider certificate is recorded by its SHA-256 fingerprint, so a swapped certificate
stands out.

Entries cannot be edited or deleted, by the application or by anything else connected to its database,
except by the Retention card below.
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2.15.1 Integrity

The Integrity card (administrators only) proves the log has not been tampered with. Each entry carries
a hash of its content and of the entry before it. Click Verify audit log to recompute the chain: the result
reads "Intact: N entries verified (chain positions ...)", or "Broken at entry ..." with the reason and the
number of intact entries before the first entry that was changed, removed or reordered. The check itself
is recorded in the audit log.

2.15.2 Retention

The Retention card (administrators only) prunes history:

1. Enter an age in Older than (days): 365 to 3650; defaults to 365.
2. Click Prune....
3. Confirm in the Prune audit entries? dialog by clicking Prune.

Warning: All entries older than that are permanently deleted, and this cannot be undone. Export
the audit log first if you must keep them.

The pruning itself is written to the log, and every administrator receives a security alert. Entries less
than a year old can never be pruned.

2.15.3 Security alerts

Every active administrator receives an email (template security.alert , editable under Settings >
Notifications) when:

e asign-inis locked after repeated failures, or one account has ten failures in 15 minutes (at most
once an hour per lock, and at most ten an hour in all; a break-glass account is named as such);

e the session or API token limits are changed;

e administrator rights are granted or removed (including deleting an administrator);

e a break-glass administrator signs in with a password while SSO-only is on, or SSO-only is turned
off;

¢ the audit log is pruned, or the database is restored from a backup;

e SMTP, LDAP or SAML settings are saved;

e an API token is created;

e two-step verification is required or no longer required, a user's two-step verification is reset, or an
account's code step is locked after 10 wrong codes in 15 minutes.

Alerts need SMTP to be configured; each one is listed in the Settings - Notifications delivery log.
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2.16 API Tokens

Settings - API Tokens (address /settings/api-tokens ) issues tokens for scripts and integrations
that call TraxrGRC over the REST API (see REST API). Tokens authenticate requests with an
Authorization: Bearer aat_.. header; TraxrGRC stores only the SHA-256 hash of each token, never
the token itself. Viewing the list needs apiTokens:read; creating tokens needs apiTokens:create.

The table shows each token's Name, Scopes (a compact summary such as "risks: read, update"),
Created by, Created, Last used, Expires and Status:

Status Badge Meaning

Active Solid The token works.

Expired Red Its expiry date has passed.
Revoked Outline Revoked by an administrator.

To create a token:

1. Click Create token. The Create API token dialog opens.

2. Enter a Name describing its consumer, e.g. "Cl compliance exporter", and optionally an Expiry
date. Tokens last at most 365 days unless an administrator changed the limit under Settings -
Sessions: a blank expiry gets the maximum, and a later date is refused. Tokens created before the
limit keep their expiry.

3. Grant scopes in the matrix: tick the rights (Read, Create, Update, Delete, Review) per module, the
same vocabulary as role permissions. Review is offered on the same four modules as in roles
(Risks, Compliance, Policies and Data privacy) and shows a dash elsewhere. At least one scope is
required. The scopes bound everything a request does, beyond the endpoint it calls: creating a
risk from a DPIA also needs Create on Risks, linking a vendor or system to a record needs Read on
Third parties or Assets, and a token without Read on Controls, Policies or Risks sees a compliance
requirement's mappings in those modules as hidden. Any right on a module lets a request read
that module's records along the way; listing them still needs Read. A token never exceeds its
creator's own rights.

4. Click Create token.

TraxrGRC User Manual 74



Create APl token %

Grant read or write rights per module. The token is shown once after creation.

Name Expiry date (at most 365 days; blank uses the
Cl compliance exporter maximum)

mm/dd/yyyy 8

Module Read Create Update Delete Review Approve
Risks O @] @] O ) =
Compliance O O O O a =
Policies O @] @] ) | -
Third parties O O O O - —
Incidents =) &) &) )] - —
Audits O O O @] = =
Awareness @) O O [ - -
Projects @) O O 0 - -
Data privacy @] @] O & @ 2
Data Liaison questionnaires O O @) = — -
Account reviews O O O | - -
Assessments () @ () @] — —
Evidence 0O @ @ & = —

)
[)
()
B
I
I

Custom fields

Figure 2.11. The Create API token dialog with the name, expiry date and scope matrix.

A Token created dialog appears with the full token value. This is the only time it is ever shown: copy it
immediately (the copy button puts it on the clipboard) and store it somewhere safe, then click Done. If
you lose it, revoke the token and create a new one.

The same tokens connect Al assistants to the MCP endpoint (see Al assistants above): give such a
token only the modules the assistant needs, Read alone for a read-only assistant.

To retire a token, click its trash icon and confirm in the Revoke token? dialog. Requests using that token
fail immediately, and the revocation cannot be undone.

2.17 Backups

Settings - Backups (address /settings/backups ; administrators only) exports and restores full
database snapshots and manages the automatic weekly backups. The screen states the stakes:
exporting downloads a complete, signed snapshot of every table, restoring a backup replaces the entire
database except the audit log and revokes every API token and SCIM token, and exporting, restoring
and running backups are administrator operations.

Include files in backups, on by default, decides whether backups carry the attached files of every
record (evidence, policies, risks, vendors and the rest). The screen shows how many files there are and
how much they add to each backup. With it on, a backup is a gzipped tar ( .tar.gz ) of the signed
snapshot and every file, and the snapshot lists each file with its SHA-256. There is no size limit beyond
the server's free disk space: backups are assembled and unpacked on disk, and the screen says Not
enough free disk space before starting one the disk cannot hold. With it off, a backup is the signed
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JSON snapshot alone: it holds attachment records but not the files, so back up the upload directory
separately. Changing the setting is recorded in the audit log.

TraxrGRC Settings > Backups ® Help @ Morgan Ellery
88 Dashboard

5 Backups

=) My Tasks o Export and restore full database snapshots, and manage the scheduled weekly backups

M Policy Portal

Export & Restore
Y= My Questionnaires
RISK Export downloads a complete, signed snapshot of every table: a gzipped tar (.tar.gz) with every attached file when files are included, otherwise a
JSON file. Restoring a backup replaces the entire database except the audit log, and revokes every API| token and SCIM token. Exporting, restoring
@ Risk Management and running backups are administrator operations.
Third Parties
. Include files in backups ()
@ Incidents , . &
20 attached files, 8.6 KB, added to each backup. Each file is listed with its SHA-256 in the signed snapshot, and restore checks every
COMPLIANCE file against it. When this is off, backups hold attachment records only; back up the upload directory separately.
Compliance
& Export backup &, Restore from file D> Run backup now
B Policies
B Audits
[ Evidence

Scheduled backups

Assessments
The worker writes a snapshot every Sunday at 03:00 UTC and keeps the newest 4 files.
2 Account Reviews

File Size Created
© Awareness
[ Projects grc-backup-20261018T030000.tar.gz 268.1 KB 2026-10-17 23:00 EDT & O W
PRIVACY grc-backup-26261011T030000. tar.gz 268.1KB 2026-10-10 23:00 EDT s O o

8 Data Privacy

i Reports

PSR S,

Figure 2.12. The Backups screen with the Export & Restore card, the Include files in backups switch and two
scheduled backups, each with Download, Restore and Delete buttons.

The Export & Restore card has three buttons:

1. Export backup downloads a backup of the whole database to your computer: grc-backup-
YYYY-MM-DD.tar.gz with files, or grc-backup-YYYY-MM-DD. json without. Keep it somewhere
safe: it contains everything.

2. Restore from file opens a file picker; choose a previously exported backup ( .tar.gz, .json,
ora .zip made by an earlier version). To restore a scheduled backup that is already on the
server, use the restore action on its row in Scheduled backups instead; it opens the same dialog.
The Restore backup? dialog warns that restoring replaces the entire database with the file's
contents (every current record is wiped first, including sign-in sessions, and every API token and
SCIM token is revoked) and asks you to Type RESTORE to confirm. The Restore button stays
disabled until the text matches exactly. When the restore finishes, a notice tells you it completed,
that all sessions were wiped and that every API token and SCIM token was revoked: sign back in
afterward.

Every snapshot carries a signature made with a key only the server holds, and restore checks it. A
file that was edited after export, or was exported by another installation, is refused. A file with no
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signature at all (exported before snapshots were signed) is not refused outright: the dialog warns
that it cannot be shown to be unmodified and offers I trust this unsigned file; tick it only if you
know where the file came from, then restore again. The audit log records whether each restore
was signed or trusted.

Snapshots hold the SMTP password, LDAP bind password and SAML private key encrypted with
this instance's key; restored onto an instance with a different key (see the deployment guide),
those three must be re-entered under Settings - Integrations. A restore never removes or
rewrites the audit log: the current entries stay, and a signed snapshot's entries that are not
already present are added back. It also keeps the current single sign-on replay records and sign-
in lockouts, and it revokes every API token and every SCIM token, so integrations need new API
tokens and your identity provider needs a new SCIM token afterward. A backup with files also
writes its files back, each checked against the SHA-256 in the signed snapshot: a file that
matches is restored, one that does not is left out and named in the completion notice, and so is a
listed file the backup lacks. The files are moved into place only after the database restore
succeeds. A backup with files must carry this installation's signature; an unsigned one is refused.
A JSON snapshot brings back only the attachment records, and the files come from the upload
directory as it stands, so a file missing there can no longer be downloaded. Snapshots taken
before 14 October 2026 hold no data-privacy records (DPIAs, transfers, transfer impact
assessments, sub-processors, breach notifications, data mapping questionnaires); restoring one
empties those tables.

3. Run backup now takes an immediate on-demand snapshot (the same kind the weekly job writes)
and adds it to the scheduled-backups list below.

The Scheduled backups card: the background worker writes a snapshot every Sunday at 03:00 UTC
and keeps the newest four files. The table lists each File (its name), Size and Created date, with a
download, a restore and a delete action per row. Downloading streams the file; restoring opens the
Restore backup? dialog for that file; deleting asks for confirmation in the Delete backup file? dialog
and removes the file from the list and from disk, which cannot be undone. The demo instance has no
backups until one is run.

A restore rewinds the whole platform to the moment of the snapshot, well beyond moving data, so
coordinate with your team before restoring over live work.
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CHAPTER 3

Risk Management

Risk Management is where you record what could go wrong, score it, decide what to do about it, and
prove that you review it on a schedule. Risk owners use it to maintain their risks and treatments, control
owners to run control tests, reviewers to sign off scheduled reviews and decide exceptions, and
administrators to configure the scoring model.

Arisk in TraxrGRC carries an inherent score (before any action), a residual score (after implemented
mitigations) and a status. It can hold treatments, scheduled reviews, time-boxed exceptions, comments,
attachments and custom fields. This chapter covers the risk register, the scoring model, the shared
catalogs (controls, assets and business units) and the Risk Settings screen. Access is controlled by the

risks module permissions and, for the catalogs, by their own modules (see Who can do what, at the
end of this chapter).

The Risk Management entry in the sidebar expands to five pages:

Page What it holds

Risks The risk register.

Controls The control library and control testing.

Assets The things you protect, including systems that hold personal data.

Business Your organizational hierarchy.

Units

Risk Settings Classifications, magnitudes, impact axes, the calculation matrix and appetite
bands.

3.1 Therisk register and its tabs

Open Risk Management - Risks. The register opens on the All tab, which lists every risk you can see.
Alongside it is one tab per risk classification. A new installation has four:
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Classification Purpose (seeded description)

Asset-based Risks tied to specific assets.

Third-party Risks introduced by vendors and partners.
Business continuity Risks to business operations and recovery.
Enterprise Organization-wide strategic risks.

Classifications only group the register: they drive the tabs and the Classification filter. Your
administrator can rename them, add more, or remove unused ones on the Risk Settings screen.

Two buttons sit above the tabs:

¢ New risk creates a risk (requires risks:create; see Creating a risk).
e Import creates or updates risks, or creates risk exceptions, in bulk from a CSV file. A menu offers
the record type. See Importing from CSV in Getting Started.

3.2 The Risks list

The list shows one row per risk, with live scores computed from the current matrix and treatments:
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Column

Title

Inherent

Residual

Status

Controls

Classification

Owner

Asset

Next review

Labels

What it shows
Click to open the risk.

Score chip: the inherent score, tinted with its appetite band color. Hover for the
band name.

Score chip: the residual score, tinted with its band color.
Badge: open, closed or archived (see The risk detail page).

A red Control failing or N controls failing badge when the risk is flagged (see
below); otherwise the worst testing status of its treatment controls (OK, Untested,
and so on), or a dash when no treatment links a control.

The risk's classification.
The named owner, if set.
The linked asset, if set.

The next review due date. For an open risk whose review date has passed, the date
shows in red with "(overdue)". Closed and archived risks are never flagged overdue.

Any labels assigned to the risk.

The search box matches the title and description. Column filters narrow the list by Status, Controls
(choose Controls failing), Classification and Labels (records with a label whose name contains the
text). Click a column header to sort. Export CSV downloads the current view as a CSV file. Saved filters
and column choices work as described under Data tables in Getting Started.
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TraxrGRC Risk Management > Risks
as .

ag Dashboard Risks

& My Tasks (5]

All  Asset-based Third-party Business continuity

M Policy Portal

7= My Questionnaires Search...
RISK
Title Inherent Residual
@ Risk Management
Risks Ransomware
encrypts
Controls FieldDesk 15 - High
Assets production
data

Business Units

Risk Settings Compromise

of privileged ™
. . 20 - Critical
Third Parties cloud

credentials
@ Incidents
Unpatched
COMPLIANCE vulnerabilities
Compliance on legacy
worker
B Policies images
B Audits Extended
outage of the
3 Evidence hosting
[ Assessments :Lt‘gf:,;:m
region

8- Account Reviews

Personal data
breach of EU

™ Proiects residents' 12 - High

< Awareness

Figure 3.1. The risk register on the All tab, with inherent and residual score chips, control health and overdue

review dates.

Status

Open

Open

Open

Open

Open

Enterprise

Controls

&

Control
failing

Untested

&

OK

2
controls
failing

Control
failing

Privacy  Regulatory and contractual

Classification

Asset-based

Asset-based

Asset-based

Third-party

Privacy

= Filters

Owner

Tomas
Okafor

Lena
Haverkamp

Hana
Yoshida

Tomas
Okafor

(L)

Export CSV
Asset

FieldDesk US
(FedRAMP
Moderate
environment)

FieldDesk US
(FedRAMP
Moderate
environment)

FieldDesk US
(FedRAMP
Moderate
environment)

FieldDesk EU

Help @ Morgan Ellery

Maport:

[ saved

Next
review

2026-12-

2026-10-
07
(overdue)

2026-10-
16
(overdue)

2027-05-
21

2027-07-

a1

[ columns

Labels

board-
visibility
fedramp-
boundary

fedramp-
boundary

fedramp-
boundary

® eu-data

An open risk is flagged as having failing controls when a control linked from one of its treatments failed
its latest audit or maintenance, or is overdue for one (see Controls). Rejected treatments and retired
controls do not count, and closed or archived risks are never flagged.

A treatment whose control is retired earns no reduction: a retired control no longer treats anything, so

retiring a control rescores every risk it treats, and the treatment's reduction badge reads "no credit:
control retired". Making the control active again restores the credit. The flag is calculated every time it is
shown and never changes the risk's status, scores or treatments; it tells you which risks to re-check,

the way At risk does for compliance.

3.3 Creating arisk
1. Click New risk on the Risks page.

2. Complete the New risk dialog:

TraxrGRC User Manual

81



Field
Title
Description

Classification

Asset
Owner

Owner group

Inherent
likelihood

Inherent impact

Review
frequency
(months)

Schedule first
review

3. Click Create risk.

TraxrGRC User Manual

What it means
The risk name (required).
Free text explaining the risk.

Which register tab the risk belongs to. Pre-filled with the classification of
the tab you were viewing.

Optional link to a catalog asset (see Assets).
Optional named user responsible for the risk.

Optional group responsible for the risk. You can set a user, a group, or
both.

A value from your likelihood scale, shown as "Name (value)", for example
Rare (1) to Almost Certain (5).

A value from your impact scale, for example Insignificant (1) to Severe (5).

How often this risk should be reviewed: 1 to 120, default 12.

Shown only when creating, ticked by default. The label shows the due
date offset, for example "Schedule first review (due in 12 months)". When
ticked, a first review is scheduled at the frequency from today and Next
review is set to it.
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New risk X

Inherent likelihood and impact set the starting score; treatments reduce
the residual

Title

e.g. Data breach of customer database

Description
Classification Asset

Asset-based v None >
Owner Owner group

None v None v
Inherent likelihood Inherent impact

Rare (1) ~ Insignificant (1) v

Review frequency (months)

12
Schedule first review (due in 12 months)

Cancel

Figure 3.2. The New risk dialog with classification, owner, inherent likelihood and impact, and review
frequency.

Creating a risk writes an entry to the audit log. The new risk's residual magnitudes start equal to its
inherent ones, so residual equals inherent until mitigations are implemented.

A risk also has a Business unit, shown on its detail page. The dialog does not set it; it is set through a
CSV import (the business_unit column) or the REST API.

3.4 How scoring works

¢ Inherent score. The value of the calculation-matrix cell at your chosen likelihood and impact.
With the default 5 x 5 matrix the cell score is likelihood x impact (1 to 25).

¢ Impact axes. When Risk Settings defines impact axes (for example participant safety, data
integrity, contractual and privacy), a risk scores each axis on the impact scale and its impact is
the highest axis, never an average, so a severe conseguence on one axis is not offset by a
negligible one on another. With no axes, impact is one value.

¢ Residual score. Start from the inherent likelihood and impact, then subtract each implemented
mitigate treatment's "Reduce likelihood by" and "Reduce impact by" values, scaled by the
treatment's effectiveness: E1 Effective takes the full reduction, E2 Partially effective half
(rounded down, so residual is never understated), E3 Largely ineffective and E4 Absent nothing. A
treatment not yet assessed counts in full, as before effectiveness existed. Subtractions add up,
and each magnitude stops at the lowest value on its scale, so it can never fall below 1 (or your
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minimum). The resulting likelihood and impact pair is looked up in the matrix to give the residual
score. Treatments with any other strategy, or any status other than implemented, do not affect
the score.

e Appetite bands. Each band covers scores from its minimum score upward; the highest band
whose minimum the score reaches wins (ties on minimum resolve by sort order). The band
supplies the color and name shown on the score chips. A score with no matching band shows as
plain gray "Unscored". The default bands are:

Band Minimum score Over appetite
Low 1 No
Medium 6 No
High 12 Yes
Critical 19 Yes

e Over appetite. Bands flagged over appetite mark unacceptable scores. An open risk whose
residual score lands in an over-appetite band shows a red banner on its detail page ("This risk is
over the organization's risk appetite (residual score 16, High band)."), and appears in the Risks
over appetite dashboard widget. When the score crosses into an over-appetite band, the
notification worker sends the risk owner a "Risk over appetite" notification. A recalculation that
leaves the risk where it was sends nothing.

Scores recalculate automatically whenever something relevant changes: editing inherent likelihood or
impact, adding, editing or deleting treatments, saving the matrix or bands, or changing magnitude
values. The Recalculate all risks button on Risk Settings recomputes everything on demand.

3.5 Therisk detail page

Click arisk title to open it. The header shows the title, a status badge, a red Control failing or N
controls failing badge when the risk is flagged, and the classification. Under the header you may see:

e the over-appetite banner, for an open risk whose residual score is in an over-appetite band;

e ared panel listing each failing control with a link to it and the reason, such as "Audit failed 2026-
09-02" or "Maintenance overdue since 2026-08-01". Controls you cannot read are not named;
the panel says only how many there are.

Two cards show the Inherent score and Residual score as large numbers, each with its band chip and
the magnitude names behind it (for example "Likely x Major"). Below them sit the description and the
label picker (labels are managed in Administration & Settings). A row of summary cards shows the
Owner (and owner group), the Asset (and its business unit), the risk's Business unit, and Next review.
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The next review date turns red and is marked "overdue" when an open risk has passed it, and the review
cadence appears underneath ("every N months").

TraxrGRC Risk Management > Risks > Unpatched vulnerabilities on legacy worker images ® Help @ Meorgan Ellery

gs - . "
&b Dashboard Unpatched vulnerabilities on legacy worker images ©Open & 2controlsfailing  Asset-based

& My Tasks e

() This risk is over the organization's risk appetite (residual score 16, High band).

M Policy Portal - E - z 5
(O Controls treating this risk are failing. The status and scores are unchanged; review whether the treatment still holds.
7= My Questionnaires Hardened baseline images (CIS Level 1): Audit failed 2026-09-22

Weekly vulnerability scanning with remediation SLAs: Audit failed 2026-10-08

RISK
© Risk Management 2 (@ Close risk £ Edit
Risks
Controls Inherent score Residual score
Assets 16 Likely x Major 16 Likely x Major

Business Units

Risk Settings

Two worker image families predate the golden image pipeline and carry high-severity vulnerabilities past their remediation SLA, which also puts the

Third Parties FedRAMP POA&M at risk.

@ Incidents © @ fedramp-boundary

COMPLIANCE

B Compliance Owner Asset Business unit Next review

B Policies Hana Yoshida FieldDesk US (FedRAMP Platform Engineering 2026-10-16
Group: Infrastructure & Moderate environment) overdue

Audits Operations Platform Engineering every 3 months

Evidence

B Assessments Overview  Treatments (2) Reviews Exceptions (1) Comments Attachments History Compliance (3) Custom Fields

<

& Account Reviews

Treatments Exceptions Compliance
© Awareness 2 (1 active) None active 3 requirements
2 failing controls Nothing pending Mapped requirements

M Proiects

Figure 3.3. A risk over appetite with failing controls: the red banner, the failing-controls panel and the inherent
and residual score cards.

Below the cards, one row of tabs covers the rest of the record: Overview, Treatments, Reviews,
Exceptions, Comments, Attachments and History, then Compliance (N) (the compliance
requirements this risk is mapped to; see Compliance Management; shown when you can read
compliance) and Custom Fields (administrator-defined fields for risks; see Administration & Settings;
editing requires risks:update on the record). The Treatments and Exceptions tab names show their
counts. The Overview tab opens with three summary cards, each of which opens its tab when clicked:
Treatments (how many, how many are active, and how many controls are failing), Exceptions (how
many are active and when the next one expires, or how many await a decision) and Compliance (how
many requirements the risk is mapped to; shown when you can read compliance). Below them it shows
the created and updated times, the inherent and residual magnitudes as values ("L4 x 14"), and the
completed-review history.

3.5.1 Status and actions

The action buttons depend on the status and your rights: risks:update on the record for Close risk,
Reopen, Archive and Edit, and risks:delete for Delete, which is in the More actions menu (...).
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Status Meaning Badge color  Allowed moves

open Live risk, actively managed. Blue Close risk
closed Accepted as resolved or no longer applicable. Gray Reopen, Archive
archived Retired from the working register; terminal state. Darker gray none

Edit opens the Edit risk dialog with the current values. Saving recalculates the scores when likelihood
or impact changed, and re-anchors the next review date when the frequency changed (see Reviews).

Delete asks for confirmation ("Delete risk?"), then removes the risk together with its treatments,
reviews, exceptions, comments, attachments (files included), label assignments and custom-field
values, and writes an audit-log entry. This cannot be undone.

3.6 Treatments

The Treatments tab lists the actions taken on the risk. Each treatment card shows strategy and status
badges, the linked control, reduction badges ("-L1 -12") for mitigate treatments, the description, the
owner and the deadline. Strategies are color-coded: mitigate blue, transfer purple, avoid red, accept

gray.
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W Kisk Management
Risks
Controls
Assets
Business Units

Risk Settings
Third Parties
@ Incidents
COMPLIANCE

[2] Compliance

B Policies

@ Audits

Evidence

[@ Assessments
2 Account Reviews
= Awareness

[ Projects

PRIVACY

B8 Data Privacy

L Reports

@3 Settings

< Collapse

Residual score

Inherent score

15 Possible x Severe

Unlikely x Moderate

A ransomware operator gains a foothold through a compremised workstation or exposed service and encrypts production databases and file storage,
halting inspections for federal and utility customers.

Q @ board-visibility @ Y
QOwner Asset Business unit Next review
Tomas Okafor FieldDesk US (FedRAMP Infrastructure & Operations 2026-12-22

Group: Infrastructure &
Operations

Moderate environment) every 6 months

Platform Engineering

Overview  Treatments (3) Reviews  Exceptions (0) Comments  Attachments History  Compliance (3) Custom Fields

Treatments + Add treatment
Mitigate Implemented Encrypted daily backups with cross-region copies =L0 =12 Effectiveness not assessed f | mf
Immutable, cross-region daily backups with tested restores.
QOwner: Tomas Okafor Deadline: —
dpoint d and r on all laptops -L1-10 Effectiveness not assessed g
EDR with automatic isolation on every endpoint and server.
Owner: Tomas Okafor  Deadline: —
Mitigate In progress Privileged session i Effecti not Z

Record privileged sessions to production for faster scoping.
Owner: Arjun Mehta  Deadline: 2026-12-18

Figure 3.4. The Treatments tab of a risk, with implemented and in-progress mitigations, their linked controls

and reductions.

To add a treatment:

1. Click Add treatment.

2. Complete the dialog:
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Field
Strategy
Status
Owner

Linked control

Reduce
likelihood by /
Reduce impact
by

Effectiveness

Deadline

Description

3. Click Add treatment.

TraxrGRC User Manual

What it means

mitigate (reduce the score), accept, transfer, or avoid.
proposed, accepted, in_progress, implemented, or rejected.
Optional responsible user.

Optional link to a catalog control. Controls are shared with compliance
analyses.

0 to 4. Editable only for mitigate; how far this treatment lowers each
magnitude once implemented.

Mitigate only: how well it works in practice, E1 Effective, E2 Partially
effective, E3 Largely ineffective, E4 Absent, or not assessed. It scales the
reduction (see How scoring works). Assess it from the linked control's
results; when that control is failing or overdue and the treatment is rated
E1 or E2, the treatment shows Control failing: review effectiveness. The
control's results never change the rating or the score by themselves.

Optional target date.

What the treatment actually is (required).
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Add treatment

Implemented mitigations reduce the residual score.

Strategy Status
mitigate v proposed v
Owner Linked control
None w None a4
Reduce likelihood by Reduce impact by
0 0
Effectiveness Deadline
Not assessed (full credit) v mm/dd/yyyy [m]
How well it works in practice; scales
the reduction once implemented.
Description

Cancel

Figure 3.5. The Add treatment dialog with strategy, status, linked control and the likelihood and impact
reductions.

Treatment statuses:

Status Meaning Badge color
proposed Suggested, not yet agreed. Gray
accepted Agreed, not yet started. Blue
in_progress Being implemented. Amber
implemented In place. Only implemented mitigations reduce the residual score. Green
rejected Will not be done. Ignored by the failing-controls flag. Red

Use the pencil icon on a card to edit a treatment and the bin icon to delete it. Adding, editing or deleting
a treatment re-scores the risk immediately, which can move it into or out of an over-appetite band and
can therefore trigger the over-appetite notification described above.

3.7 Reviews

The Reviews tab shows Upcoming reviews first, with past-due dates in red, and the completed-review
History below it (result badge, time, reviewer and notes).

TraxrGRC User Manual 89



TraxrGRC

88 Dashboard
& My Tasks e
07 Policy Portal Inherent score
= My Questionnaires
RISK

@ Risk Management

Risks © @ fedramp-boundary
Controls
Assets Owiier

Business Units Lena Haverkamp

Risk Settings Group: Security Engineering

Third Parties

@ Incidents
Overview Treatments (3)

COMPLIANCE

Compliance Upcoming reviews

B Policies

8 Audits 2026-10-07

(2 Evidence
History

[@ Assessments

8- Account Reviews

20 Likely x Severe

Risk Management > Risks > Compromise of privileged cloud credentials

Compromise of privileged cloud credentials ©pen

Asset

FieldDesk US (FedRAMP
Moderate environment)
Platform Engineering

Exceptions (1) Comments

Approved  2026-03-28 11:55 EDT by Lena Haverkamp

Security keys rolled out to all administrators.

= Awareness

M Proiects

Asset-based

® Help @ Morgan Ellery

® Close risk £ Edit

Residual score

8 Unlikely x Major

An attacker obtains an administrator's cloud console or API credentials through phishing, token theft or a leaked key and takes control of production.

Business unit Next review
Security & Compliance 2026-10-07
overdue

every 6 months

Attachments History = Compliance (4) Custom Fields

4+ Add review

(© Complete review

Figure 3.6. The Reviews tab of a risk with an overdue scheduled review and the history of completed reviews.

To complete a review:

1. Click Complete review on a scheduled review. The button appears only when you hold

risks:review.

2. Choose a Result and add Notes:

Result Meaning Badge
color

Approved The risk was reviewed and is fine as it is. Green

Changes The review found problems; follow-up is needed. Amber

required

Accepted over The risk stays over appetite by explicit decision, once an Red

appetite

3. Click Complete review.

exception request is approved (see below).

Accepting a risk over appetite raises an exception request. Choosing Accepted over appetite opens
three more fields: Justification (required), Accepted until (the expiry, required) and Approver
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(optional; the list offers only active people who can see the risk, never you). Completing the review
records the result and creates the request on the risk's Exceptions tab, linked to the review. Until it is
decided the risk shows "Acceptance pending approval" above its tabs, and the review in the history
reads the same. The request is decided like any other risk exception (see Exceptions): approved, the
risk is accepted until the expiry date, with the usual expiry reminders and lapse; rejected, the risk shows
"Acceptance rejected: plan a treatment" and you, the reviewer, get the email

risk.acceptance.rejected . Reviews recorded with this result before the request was required keep
their result and have no request.

Completing a review records you as the reviewer, schedules the next review at the risk's review
frequency from today, updates the Next review date shown everywhere, and writes an audit-log entry.
Completing reviews needs the separate risks:review right; risks:update does not include it.

To book an extra review without completing one:

1. Click Add review (requires risks:update).
2. Pick a Scheduled date.
3. Click Schedule review.

Next review moves to the earliest open review if the new one is sooner. Changing the review frequency
on the risk re-anchors all open reviews from the last completed review (or the creation date).

The notification worker sends review reminders: "Risk review coming due" before the date and "Risk
review overdue" once it has passed, individually or bundled into the daily digest when digests are
enabled (see Notifications in Administration & Settings).

3.8 Exceptions
The Exceptions tab records time-boxed acceptances for the whole risk or for one treatment.
1. Click Request exception (requires risks:update).

2. Complete the dialog:
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Field
Title
Description

Linked
treatment

Owner

Approver

Expires at

What it means
Short name of the exception (required).
Why the exception is needed (required).

One treatment, or Whole risk (the default).

Optional user responsible for the exception.

Optional user who must decide it. The list offers only active users who can
see the risk, since nobody else could decide it, and never you.

The date the exception runs out (required).

3. Click Request exception.

An exception starts as requested (amber) and is decided with Approve (green) or Reject (red).
Exceptions follow a separation of duties:

e The person who requested an exception can never approve or reject it, administrators included,
unless an administrator has relaxed separation of duties (see Sessions under Administration &
Settings). A decision made that way carries an amber Self-approved or Self-decided badge.

e When the request names an approver, only that person (who must be able to see the record) or an
administrator can decide it.

¢ When it names none, deciding needs the Review right on Risks (risks:review, the same right that

completes risk reviews).

The exception card shows the owner, the designated approver, who requested it, who decided it, and

"Linked to a treatment" when it covers one treatment. The Approve and Reject buttons appear only for
someone allowed to decide. The decision is recorded with who made it and when, and an exception
cannot be re-decided. Past its expiry date, an open exception displays as expired (gray) and the
decision buttons disappear; a request past its expiry can still be rejected through the API but never
approved. The nightly worker then records the exception as expired, with an audit entry, so the risk
register's open-exception count, My Tasks, the APl and notification rules on the expired status all
agree. The same applies to compliance and policy exceptions. The notification worker sends "Risk
exception expiring" reminders before an open exception runs out.
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TraxrGRC Risk Management > Risks > Compromise of privileged cloud credentials ® Help @ Morgan Ellery

88 Dashboard

Compromise of privileged cloud credentials ©pen  Asset-based © Close risk / Edit
& My Tasks (5]
A Policy Portal Inherent score Residual score
Y= My Questionnaires 20 Likely x Severe 8 A Unlikely x Major
RISK

© Risk Management An attacker obtains an administrator's cloud console or API credentials through phishing, token theft or a leaked key and takes control of production.

Risks © e fedramp-boundary

Controls

ASSELS Owner Asset Business unit Next review

Bsingss Units Lena Haverkamp FieldDesk US (FedRAMP Security & Compliance 2026-10-07

Risk Settings Group: Security Engineering Moderate environment) overdue
Platform Engineering every 6 months

Third Parties

@ Incidents
Overview  Treatments (3) Reviews  Exceptions (1) Comments  Attachments History =~ Compliance (4) Custom Fields
COMPLIANCE
Compliance Exceptions + Request exception
B Policies
B Audits Standing database admin access during the EU schema migration  Requested  expires 2026-11-18 Approve Reject
& Evidence Two engineers need standing access to the EU database for the four-week schema migration; sessions are recorded manually and access is removed
when the migration ends.
[ Assessments Owner: Lena Haverkamp ~ Approver: — Requested by: Lena Haverkamp

8- Account Reviews
<= Awareness

M Proiects

Figure 3.7. The Exceptions tab of a risk with a requested exception awaiting a decision, showing the Approve
and Reject buttons.

3.9 Comments, attachments and history

e Comments: discussion thread on the risk. Posting requires risks:update on the record.
e Attachments: upload supporting files such as evidence or diagrams. Requires risks:update.
¢ History: the audit-log entries for this risk: action, actor, time and which fields changed.

3.10 Controls

Risk Management - Controls is the control library shared by risk treatments, compliance
requirements and audit findings. The list has these columns:
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Column

Name
Type
Status
Testing
Next test
Owner

References

Labels

TraxiGRC

88 Dashboard
& My Tasks
M Policy Portal
2= My Questionnaires
RISK
@© Risk Management
Risks
Controls
Assets
Business Units

Risk Settings
Third Parties
@ Incidents
COMPLIANCE

£ Compliance
B Policies
Audits
Evidence

@ Assessments

<

& Account Reviews
= Awareness

[l Proiects

What it shows

Click to open the control page.

policy, process, technical, physical or other. Filterable.

planned (gray), active (green) or retired (gray). Filterable.

The calculated testing status (see below).

The next scheduled audit or maintenance date.

The owning user.

How many treatments and compliance analyses link to the control, for example "2
treatments - 3 analyses".

The control's labels. Filter by typing part of a label name.

Risk Management > Controls

Controls

Search...

Name

Joiner, mover and leaver account
lifecycle

Disable inactive accounts after
45 days

Least-privilege roles for
FieldDesk administrators

Remote access through
managed VPN with device
posture

Phishing-resistant MFA for
privileged and remote access

Secrets vault and credential
rotation

Quarterly privileged access
review

Centralized security logging and
weekly log review

Audit log retention

Continuous monitoring and
monthly ConMon reporting

Type

Process

Technical

Technical

Technical

Technical

Technical

Process

Technical

Technical

Process

Status

Active
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Figure 3.8. The control library with each control's type, status, testing status, next test date and references.

New control (controls:create) opens a dialog with Name, Type, Status, Owner, Owner group and
Description. The pencil and bin icons on each row edit (controls:update) and delete (controls:delete) a
control. Import loads controls from CSV (see Importing from CSV in Getting Started). Deletion is
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blocked while any treatment or compliance requirement references the control (the confirmation dialog
warns you), and for good once a test result has been recorded: results are evidence, so retire the
control instead.

3.10.1 The control page

Click a control's name to open it. The header shows the name with type, status and testing-status
badges, the description, and the Labels picker (see Labels in Getting Started; attaching needs
controls:update on the control).

The description is laid out for reading. Each line you typed starts a new paragraph, and so do two
spaces after a sentence. A line that begins with an enhancement code and a title followed by a colon,
such as "AC-2(1) Automated System Account Management: ...", starts its own section with the code and
title in bold, and the text after the colon starts with a capital letter. A paragraph longer than about 1,200
characters is split at sentence ends into paragraphs of a few sentences each. The stored text is not
changed; Edit shows it exactly as saved. Cards show the owner (and owner group) and, for Audit and
Maintenance separately, the last result, the next due date (red with "(overdue)" when it has passed)
and the schedule ("Every 6 months after completion", "Each year on 15 Apr" or "Not scheduled").

Below the cards are seven tabs:

Tab What it holds
Audits The Audit metric and Success criteria, the Scheduled audits and the Results.

Maintenance The Maintenance task, the scheduled maintenance and the results.

Used by (N) The risk treatments, compliance requirements and audit findings that link to the
control.
Comments Discussion on the control.

Attachments Evidence files.

History Audit-log entries for the control and its tests.
Custom Administrator-defined fields for controls (see Administration & Settings). Editing
Fields requires controls:update on the control.
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TraerRC Risk Management > Controls > Hardened baseline images (CIS Level 1) ® Help @MorganEl!ery

88 Dashboard
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Figure 3.9. A control page with a failed audit, the audit metric and success criteria, and the finding raised from
the failed result.

The calculated testing status is:

Status When

Failed The latest audit or maintenance failed.
Overdue A scheduled test is past its date.

OK Every scheduled kind's latest result passed.
Untested None of the above, for example no result yet.
Retired The control is retired.

3.10.2 Scheduling and recording control tests

Testing settings (controls:update) sets the schedule for audits and maintenance separately, plus the
audit metric, success criteria and maintenance task. Each schedule is one of:

¢ Not scheduled.
e Every N months after completion (1to 60). A late test pushes the schedule back.
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¢ Fixed dates each year: month and day, for example 03-01, 09-01 . 29 February is not allowed,
and a test done early or late falls back onto the next fixed date.

Switching a schedule on books the first test; changing an active schedule moves the next open test.

Testing settings
Switching a schedule on books the first test from today. Changing an
active schedule moves the next open test onto the new schedule.

Audit schedule

Every N months after completion v

6

Audit metric

Benchmark compliance of running images.

Success criteria

At least 95% of benchmark checks pass on every running image.
Maintenance schedule
Not scheduled v

Maintenance task

7

Cancel Save

Figure 3.10. The Testing settings dialog with the audit schedule, audit metric, success criteria and
maintenance schedule.

On the Audits or Maintenance tab:

¢ Schedule audit or Schedule maintenance adds a one-off test alongside the recurring schedule.
Not offered for retired controls.

e Record result on a scheduled test opens a dialog that shows the success criteria (for audits).
Choose Pass or Fail (there is no default, so a result is always a decision), add notes and click
Record result. Recording a result books the next test, and the confirmation offers Add evidence
to record the evidence for it (see Evidence). Each recorded result also has an Add evidence
button.

e The x button removes a test that is still open.

A failed audit emails the control owner. Each result shows the time, the scheduled date and the tester,
plus a link to the finding raised for it, if any. While a finding raised by a failed audit is still open, the
control gets no second one: a later failure adds the comment "Failed again on date" with its notes to
that finding's thread, and a passing re-audit adds "Passed the re-audit on date; ready to verify and
close", for whoever runs the audit plan to close it. These comments are marked Recorded by the app
and cannot be deleted; the finding's description stays as the auditor wrote it.
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3.10.3 Control testing settings

The Settings button on the Controls page (settings:read to view, settings:update to change) opens
Control testing settings. Raise findings for failed audits in names an audit plan that receives a
finding for every failed control audit. The finding is owned by the control owner, due by the re-audit
date, linked to the control, and shown next to the failed result on the control page. Choose Off: do not
raise findings to stop raising them; deleting the chosen plan also turns it off. You must create an audit
plan before you can turn this on.

3.11 Assets

Risk Management - Assets lists the things you protect, with Name, Business unit, Owner, Risks
(how many risks link to the asset) and Labels columns. Assets have no page of their own, so labels are
attached in the list: with assets:update on an asset, its Labels cell is the label picker; otherwise it shows
the labels read-only. Each asset has a name, description, optional business unit and optional user or
group owner; risks can then be linked to it.

New asset (assets:create) opens the asset dialog; the pencil icon on a row edits an asset
(assets:update) and the bin icon deletes it (assets:delete). Import loads assets from CSV.

Tick A system that holds or processes personal data to mark an asset as a system. It then takes a
Hosting country and the Categories of personal data held (type a category and press Enter), shows a
"System" badge with its hosting country in the list, comes first when a Data Liaison picks systems, and
carries its hosting country on the data map (see Data Privacy).
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Figure 3.11. The asset catalog, with systems that hold personal data marked by a System badge and their
hosting country.

Deleting an asset keeps its risks but clears the asset link on them, and removes the asset's comments,
attachments (files included), labels and custom-field values.

3.12 Business Units

Risk Management - Business Units holds your organizational hierarchy, with Name, Parent, Owner
and Assets (count) columns. A unit can have a parent (forming a tree), an owner and a description.
Create units with New business unit (businessUnits:create) and edit or delete them from the row icons.

When editing, a unit cannot be parented to itself or any of its descendants: the parent list leaves those
out, and the server rejects cycles outright. Deletion is blocked while child units exist. Linked assets and
risks are kept (they lose the reference), and the unit's comments, attachments (files included), labels
and custom-field values are removed with it.

3.13 Risk Settings

Risk Management - Risk Settings configures the scoring engine. Viewing requires settings:read; the
edit controls require settings:update (creating and deleting records also uses settings:create and
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settings:delete). The screen has four panels plus a maintenance button:

e Classifications: the register tabs. Each has a name, a unique slug (derived from the name if left
blank), an optional description and a sort order. Add one with New classification. Deletion is
blocked while any risk uses the classification.

e Magnitudes: the likelihood and impact scales, side by side, each with its own Add button. Each
entry has a kind (Likelihood or Impact), a name (for example Rare or Severe), a numeric value, a
sort order and an optional description. Names appear in the risk form as "Name (value)". Values
must be unique within a kind. A value in use by any risk or matrix cell cannot be changed or
deleted until those references are removed.

e Calculation matrix: one editable score per likelihood and impact cell. Each cell is tinted live with
the color of the appetite band its current score falls into. Click Save matrix to keep your changes;
saving recalculates every risk immediately.

e Appetite bands: name, minimum score, color (preset swatches or any custom hex), an Over
appetite switch ("Risks in this band count as appetite breaches.") and a sort order. Add one with
New band. A bar above the table previews the bands in minimum-score order. Creating, updating
or deleting bands recalculates all risks.

e Impact axes: the axes impact is scored on, each with a name and an optional description. Every
axis uses the impact magnitudes. Adding an axis starts every risk at its current impact on it, so no
score moves until someone rescores an axis. Removing one asks for confirmation, says how many
risks have it as their highest axis, and lowers those risks to their next highest axis with residual
rescored; each lowered risk's history records it and the audit log keeps the removed scores. While
axes exist, the risk form shows one impact per axis and the highest becomes the risk's impact.
The API, CSV import and other paths that send a single impact set every axis to it when the value
differs from the current impact; sending back the same value changes nothing.

¢ Recalculate all risks: recomputes the residual score of every risk using the current matrix, bands
and treatments, and fires over-appetite notifications for any risk that crosses into an over-
appetite band. Use it as a maintenance sweep after bulk changes made outside the normal flows.
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Figure 3.12. The Risk Settings screen with classifications, likelihood and impact magnitudes and the color-

Risk Management > Risk Settings

Risk Settings

Classifications

Name

Asset-based

Third-party

Business continuity

Enterprise

Privacy

Regulatory and contractual

® Help @ Morgan Ellery

Slug

asset-based

third-party

business-continuity

enterprise

privacy

regulatory-and-contractual

Magnitudes

Likelihood + Add Impact

Name Value Order Name Value
Rare 1 1 £ Insignificant 1
Unlikely 2 2 Z W Minor 2
Possible 3 3 g W Moderate 3
Likely 4 4 V] Major 4
Almost Certain 5 5 g Severe 5
Calculation matrix

L\l " 12 13 14 15

o J )G ) s ]

w2 J(e (e J(e J(w

L3 3 6 9 12 15

[[= |

[ J[= |

Cell colors reflect the appetite band each score falls into. Saving recalculates every risk.

Appetite bands

Recalculate all risks

+ New classification

Order
1 7 W
2 7 o
3 Z 0
4 7 W
5 7 W
8 2 @
+ Add

Order
1 Z 1
2 Z u
3 Z
4 7 W
5 4R
Save matrix
+ New band

tinted calculation matrix, with the appetite bands below.
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3.14 Who can do what (Risk Management)

Action

See the Risks list and risk detail

Create arisk

Edit a risk, change its status, add/edit/delete
treatments, schedule extra reviews, request
exceptions, comment, upload

Complete a review; decide an exception that
names no approver (never one you requested)

Decide an exception that names you as
approver (never one you requested)

Delete a risk

Manage controls and record control tests

Control testing settings (findings for failed
audits)

Manage assets
Manage business units

View Risk Settings; change classifications,
maghnitudes, matrix and bands; recalculate

Administrators bypass all of the above.

TraxrGRC User Manual

Permission

risks:read (at 'own' level you see only risks you or
your groups own)

risks:create

risks:update: 'all' for every record, 'own' only for
records you or your groups own

risks:review (same all/own levels)

risks:read on the risk

risks:delete (all/own)

controls module rights (create/update/delete, with
the same all/own levels on update/delete)

settings:read to view, settings:update to change

assets module rights
businessUnits module rights

settings:read to view; settings:update to edit
(settings:create and settings:delete for adding
and removing records)
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CHAPTER 4

Compliance Management

Compliance Management is where you assess your organization against a standard or framework. You
load the framework's clause structure as a package, record a status and owner for every clause, map
the controls, policies and risks behind each one, link the projects that remediate its gaps, raise time-
boxed exceptions, and export a board-ready PDF report. Compliance managers and GRC analysts
maintain packages and run assessments; requirement owners record their analysis; approvers decide
exceptions; auditors and executives read the workspace, the gap view and the report.

The Compliance entry in the sidebar expands to these pages:

Page Screen title What it is for
Analyses Compliance analyses The assessment workspace: one row per requirement, per
package.

Packages @ Compliance packages The frameworks and their clause trees.

Gaps Compliance gaps The POA&M view of every open gap and its remediation
projects.
POARM Plan of action and The POA&M register: permanent items from requirement
milestones status, audit findings and entries.

Access is controlled by the compliance module permissions (see Who can do what, at the end of this

chapter).

4.1 Packages

A package is one framework: a named set of items (usually domains at the top level and clauses

beneath them) with a standard reference, version and description. Compliance - Packages lists every

package:
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Column
Name
Standard
Version
ltems

Analyses by
status

Created

What it shows

Click to open the package.

The standard reference, for example NIST SP 800-53.

The version of the standard.

How many items the package holds, headings included.

A stacked mini-bar of requirement statuses, with "+ N additional" beneath it when
the package has additional items. With compliance:read at 'own' level it counts only
the analyses you own.

When the package was created.

Each row has a download icon that exports the package (see Exporting a package), and, with the
matching rights, pencil and bin icons to edit or delete it. New package (compliance:create) registers an
empty package with a Name (required), Standard, Version and Description.

TraxrGRC

88 Dashboard
& My Tasks
D Policy Portal
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COMPLIANCE
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M Proiects
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Compliance packages
Search...

Name

NIST SP 800-53 Rev 5
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4.5.20186)
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® Help @ Morgan Ellery

2, Import + New package
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2025-06-26 10:00
EDT
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EDT

25/page v

M@ Columns

Figure 4.1. The compliance packages list with each package's standard, version, item count and stacked

status bar.
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4.1.1 The package page

Click a package name to open it. The header shows the name, a badge with the standard and version,
the creation time, the item count and the description. Three buttons sit beside it:

e Report generates the PDF compliance report (see The compliance report).

¢ Import crosswalk (compliance:update at 'all') links this package's requirements to another
package's (see Crosswalks between frameworks).

¢ Edit metadata (compliance:update) changes the name, standard, version, description and the
provider package it inherits common controls from (see Common controls and inheritance).

e Add item (compliance:create) adds a top-level item.

Under the description the header says which package this one inherits common controls from, which
packages inherit from it, and how many crosswalk links connect it to each other package.

Below the header is the item tree, indented by depth and ordered by sort order and code. Each row

shows the code, the name (click it to open the item) and a kind badge for headings and additional items.

The row icons are:

Icon Action Permission

Up and down arrows Move the item among its siblings. compliance:update
Plus Add a child under the item. compliance:create
Pencil Edit the item. compliance:update

Bin Delete the item (see Deleting packages and items). compliance:delete
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TraxrGRC Compliance > Packages > NIST SP 800-53 Rev 5 Moderate
88 Dashboard NIST SP 800-53 Rev 5 Moderate NIST SP 800-53 Rev 5 (5.2.0) Moderate baseline
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® Help @ Morgan Ellery

Security and privacy controls selected for the Moderate impact baseline (NIST SP 800-53B), with control statements from NIST's OSCAL content. NIST

A Policy Portal works are in the public domain in the United States.
Linked to the NIST SP 800-53 Rev 5 catalog. Baseline coverage:
Low 149 of 149 Moderate 287 of 287 High 287 of 370 (show 83 missing) Privacy 43 of 96 (show 53 missing)

RISK
@ Report [B Parameter values %% Import crosswalk / Edit metadata + Additem
@ Risk Management

= My Questionnaires

Third Parties AC Access Control Heading
@ Incidents
AC-1 Policy and Procedures

COMPLIANCE
Compliance AC-2 Account Management

Analyses AC-2(1) Account Management | Automated System Account Management

Packages

Gafis AC-2(2) Account Management | Automated Temporary and Emergency Account Management

POAM AC-2(3) Account Management | Disable Accounts

Catalog
& Poli AC-2(4) Account Management | Automated Audit Actions

olicies
B Audits AC-2(5) Account Management | Inactivity Logout
(3 Evidence AC-2(13) Account Management | Disable Accounts for High-risk Individuals
[@ Assessments
AC-3 Access Enforcement

8- Account Reviews
2 AC-4 Information Flow Enforcement

Awareness
™ Proiects AC-5 Separation of Duties

Figure 4.2. The NIST SP 800-53 package page with its item tree: family headings and the controls and

enhancements beneath them.

Every item has a Code (for example A.5.7), a Name, an optional Description, and a Counts as setting.

o~

~

Vv

+

+

3

N NN NN NN YN N

B & & & &

The code must be unigue within the package. The dialog is titled Add top-level item, Add child under

followed by the parent's code and name, or Edit item.

Add child under AC-2 Account Management

A compliance analysis is created automatically for every new item.

Code Name

A5
Counts as

Requirement: counts toward compliance 7
Description

Cancel

Figure 4.3. The Add child dialog with the code, name, Counts as and description fields.

Counts as sets one of three kinds, shown as a badge in the tree:
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Kind Option in the dialog Meaning

Requirement = Requirement: counts The default. Counts toward compliance: the status counts,

toward compliance the compliance percentage and the dashboard. No badge.
Additional Additional: Implemented but outside the required set (for example,
implemented, not controls the organization documents but does not have to
required, reported meet). Reported in its own section with its own counts and
separately percentage; never part of the compliance percentage.

Marked with an "Additional" badge.

Heading Heading: structure Structure only, such as a family or domain title. Counted
only, not counted nowhere and left out of the analysis workspace; its children
stand in its place.

A compliance analysis is created automatically for every new item.

4.2 Importing a package
Importing builds a whole package, metadata plus the item hierarchy, from a file.

1. On the Packages page, click Import (requires compliance:create).
2. In the Import compliance package dialog, choose a CSV or JSON file:
o CSV: a header row with code and name columns plus optional description,
parent_code and kind ( requirement , additional or heading ; blank means
requirement) columns. Each row after the header is one item; parent_code points at
another row's code to build the tree. A CSV carries no metadata, so you fill in the Package
name (required), Standard and Version in the dialog.

o JSON: an object of the form { "name": "..", "standard": ".", "version": ".",
"description": ".", "items": [{ "code": ".", "name": ".", "description": "..",
"parentCode": "..", "kind": ".." }] } .Name and a non-empty items array are required;

the metadata is read from the file.
3. Check the preview. The dialog shows either the parsed tree (indented, first 20 items) or a list of
validation errors.
4. Click Commit import.

The whole file is rejected when any problem is found: empty codes or names, duplicate codes,
references to a parent_code that does not exist in the file, and parent cycles. Nothing is written until
the file is completely clean. Each imported item gets its own "Not reviewed" analysis.
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Import compliance package

CSV columns: code, name, description, parent_code, kind. JSON: { name, standard?, version?,
items: [{ code, name, description?, parentCode? }] }. The whole file is rejected when any row
fails validation.

Choose File No file chosen

Cancel

Figure 4.4. The Import compliance package dialog, before a file is chosen.

TraxrGRC does not bundle licensed frameworks such as ISO 27001. Import clause structures only from
exports you are licensed to use (a purchased toolkit, or your own earlier export; see below).

4.3 Exporting a package

The download icon on every package row produces a JSON file in exactly the import shape above.
Exports carry each item's kind and re-import cleanly, so you can copy a package between workspaces
or keep versioned snapshots of a framework. A package linked to a catalog exports its catalog key
and each requirement's own organization-defined values as parameters (a map from parameter id,
such as ac-02_odp.01 , to text; values inherited from a provider are not exported, and values on
analyses you cannot read are left out without notice, so a copy made from your export lacks them; a
value the control no longer has, after the package's catalog or an item's code changed, is left out too).
Importing a JSON file with parameters stores them on the new analyses; every id must be one of the
control's parameters in the named catalog, and headings take none, or the whole file is refused. CSV
imports carry neither.

4.4 Common controls and inheritance

Most organizations implement many controls once, at the corporate level, and every system inherits
them: NIST calls this control origination. A system package can name a provider package of the same
framework, for example NIST SP 800-53 Moderate: Trial platform inheriting from NIST SP 800-53
Moderate: Corporate. Each requirement of the system package then has an Origination:

Origination Effective status

System- The system package's own status (the default).

specific

Common The provider's status for the requirement with the same code. The system
(inherited) package's own status is kept but does not count.

Hybrid Both parts apply, so the worse of the system package's own status and the

provider's. Not reviewed counts as worse than partially compliant, since an
unreviewed part may hide anything.
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If the provider has no requirement with the same code, the inherited part counts as Not reviewed and
the requirement page says why.

To set it up:

1. Open the system package and click Edit metadata.

2. Choose the provider in Inherits common controls from and save.

3. Mark requirements Common or Hybrid on each requirement page, or many at once with Set
origination... in the analysis workspace.

The effective status is worked out each time it is shown and is never stored, so a change in the provider
reaches every system package straight away. It is what the analysis workspace badges, the package
counts, the dashboard's compliance donut, the compliance status report and the PDF report use; the
filter and sort in the workspace still use the status recorded in the package. Like the control health roll-
up, it is the same for every viewer: someone who cannot read the provider's analysis still sees the
inherited status.

Inheritance is one level deep: a provider has no provider of its own, and a package that others inherit
from cannot inherit itself. A provider cannot be removed while any requirement is still Common or Hybrid
(set them back to System-specific first), and a package cannot be deleted while another inherits from it.

4.5 The NIST SP 800-53 catalog

The application ships NIST SP 800-53 Rev 5 (release 5.2.0) as reference data: all 1,196 controls and
enhancements (182 of them withdrawn), their families, statements and organization-defined
parameters, and their membership of the Low, Moderate, High and Privacy baselines from NIST SP 800-
53B. A package whose Reference catalog is set to NIST SP 800-53 Rev 5 (in Edit metadata) matches
its requirement codes, such as AC-2(1) , against it. Packages loaded before 2026-10-18 whose
standard names 800-53 Rev 5 were linked automatically.

A catalog package shows:

e Baseline coverage on the package page: "High 287 of 370", for example, with a link to the
missing controls in the catalog.

¢ Baseline badges on each requirement page.

¢ A Statement and organization-defined values card on each requirement page (see below), and
a Parameter values CSV export on the package page.

4.5.1 Organization-defined values

Many controls leave a value to the organization: "Review accounts for compliance with account
management requirements [Assignment: organization-defined frequency]". The card shows the control
statement with each value you have set highlighted in green and each unset one in amber, then a field
per parameter: a text box, a list for a single choice, or tick boxes for "one or more". Click Save values
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(compliance:update on the analysis). Clearing a field removes the value. Every change is recorded on
the requirement's history.

A Common or Hybrid requirement whose package inherits from a provider shows the provider's value
for the same parameter where it has none of its own ("Inherited from the provider: ..."); setting a value
here overrides it. Unlike the inherited status, an inherited value is shown only to people who can read
the provider's analysis, since values are free text. Saving sends only the fields you changed, so a value
someone else saved meanwhile is kept.

Parameter values on the package page downloads every parameter of every requirement with its value
and source (own or provider), one row per parameter, for a system security plan. It needs
compliance:read at 'all'.

4.5.2 The catalog page

Compliance - Catalog lists the whole catalog. Filter by Family, Baselines or text; tick Include
withdrawn controls to see those too. Click a control's code to read its statement.

Choose a Package to add an In the package column with each control's effective status there, and a
Show filter: all controls, those in the package, those missing from it, or gaps (missing, not reviewed,
partially or not compliant). "Every High control we are not covering" is the Baselines filter set to High
with Show set to gaps. Statuses of analyses you cannot read are not shown and never count as gaps.

With compliance:create and compliance:update at 'all', tick missing controls and click Add to package.
Each is added as a requirement with its statement and an empty analysis, under its base control when
the package holds it, otherwise under its family heading (created if needed), in catalog order among its
siblings; items you reordered by hand keep their order. This is how a Moderate package grows to High
without a second import.

4.6 Crosswalks between frameworks

A crosswalk links requirements in two packages, so a control implemented once against NIST SP 800-
53 shows what it says about ISO/IEC 27001 or SOC 2. Each link has a direction (the source's status
indicates the target's) and a relation: Equivalent, Partial or Supports.

The indication never sets the target's status. Published mappings are a general indication that a person
must judge (NIST says so of its own), so the target requirement page shows the linked statuses beside
the status you set: "Indicated by 4 requirements: 3 compliant, 1 partially compliant".

To import a crosswalk:

1. Open either package and click Import crosswalk.
2. Choose the Other package, and whether the file's source column holds this package's codes or
the other package's.
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3. Choose a CSV file with source and target columns (optional relation , blank meaning
Supports, and note ), or click the built-in NIST SP 800-53 Rev 5 to ISO/IEC 27001:2022
mapping (NIST OLIR 155, 643 links, source: 800-53 codes).

4. Click Import links.

Codes must match each package's codes exactly. Rows whose code is not in a package are skipped
and listed under the header, so one file serves any baseline; headings are never linked. A pair already
linked takes the file's relation and note. Importing never removes links. The same CSV ships in the
repository as docs/crosswalks/nist-sp800-53r5-to0-is027001-2022.csv . ISO text is copyrighted
and not included: load the ISO package from your own licensed copy with codes like 5.2 and A.5.15 .

On a requirement page the Other frameworks card lists what this requirement Indicates and what it is
Indicated by, each with its package, relation and (effective) status. With compliance:update at 'all’,
Link requirement adds a link by package and code, and the cross beside a link removes it. Each link
and removal is recorded in the audit log, and so is each link an import rewrites. Statuses of linked
analyses you cannot read are counted, not shown, and left out of the summary. The built-in mapping
sets the direction itself: it finds which of the two packages holds the 800-53 codes.

4.7 The analysis workspace

Compliance - Analyses (titled Compliance analyses) is where the assessment happens. It has one
tab per package, in the order the packages were created. Each tab lists every requirement and
additional item in the package as a row; headings are left out. Until a package exists, the page links you
to the Packages page instead.
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Column
Code
Name
Scope
Status
Owner

Controls

Control
health

Evidence

Exceptions

Last
reviewed

What it shows

The clause code (monospace).

The clause name.

"Requirement”, or an Additional badge. Filter on it to list one kind.
The analysis status badge (see Analysis statuses).

The assigned assessor.

The mapped controls by name, or a count ("2 mapped") when you cannot read
controls.

The worst testing status across the mapped controls ("Controls: Failed", "Controls:
OK" and so on, or "No controls"), an At risk badge, and the number of mapped
policies and risks. Filter on it to list only at-risk requirements.

How many evidence records support the requirement: those on its Evidence tab,
linked to it directly or through its mapped controls and their tests, not counting
superseded ones. A red badge counts the expired ones and an amber one the
expiring ones. Filter on it for Expired or expiring or No evidence. Shows "—" without
evidence:read .

A count badge for open exceptions, suffixed "- expiring" (amber) when one runs out
within the reminder window or "- expired" (red) when one is past expiry.

When the status last changed.

Clicking any cell opens the item's page. The search box matches code, name and description; the
status column filters by value. Export CSV downloads the current view. Import creates compliance
exceptions in bulk from CSV (see Importing from CSV in Getting Started).
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TraxrGRC Compliance > Analyses ® Help @ Morgan Ellery

as "
a0 Dashboard Compliance analyses & Import

& My Tasks (o]

NIST SP 800-53 Rev 5 Moderate GDPR
M Policy Portal

J= My Questionnaires Search... = Filters &, Export CSV [ saved [ columns
RISK
Control Last
(:] Code Name Family Scope Status Owner Controls s Evidence Exceptions <
© Risk Management health reviewed
No controls
Third Parties bail d - . 2026-07-
O AC-1 olcy@n AC Requirement Compliant mya — AL risk None — 04 09:29
@ Incidents Procedures Raman 2 policies - 0 DT
risks
COMPLIANCE
Joiner, mover
Compliance and leaver Controls:
; account Overdue 2026-02-
Analyses Account Arjun s
O AC-2 AC Requirement Compliant lifecycle, A At risk — 28 08:11
Management Mehta records
Packages Quarterly 1 policy - 1 EST
Gaps privileged risk
access review
POA&M
catal Account
atalog Management | Joiner, mover 2026-03-
i Aut ted Arj d | 5
B Policies () ac-2(1) Ltomate AC Requirement Compliant Dl IS RVEY gentrts: 1record — 05 08:36
System Mehta account OK EST
[ Audits Account lifecycle
Management
[ Evidence
Account
[@ Assessments Management |
5 . Automated
& Account Reviews aea(2) Temporary " I ST Arjun N— s 2026-04-18
— equirement - No col s -
< Awareness O and ' s Mehta 09:28 EDT
Emergency
M Proiects Account

Figure 4.5. The Compliance analyses workspace on the NIST SP 800-53 tab, with status, owner, mapped
controls, control health and exception badges.
4.7.1 Filtering by family

In a package with family or domain headings at the top of its tree, the workspace has a Family column
and filter: pick a family, such as AC Access Control, to list only the requirements beneath it.
Requirements at the top level of the tree belong to no family and never match.

4.7.2 Bulk updates

With compliance:update each row has a checkbox, and the header has a select-all box. To change many

analyses at once:

1. Tick the rows you want. The toolbar shows how many are selected.
2. Choose a value from Set status... or Assign owner..., or, in a package that inherits from a
provider, Set origination.... The change is applied as soon as you pick it.

A message reports how many analyses were updated. This is the quickest way to mark a whole domain

"Not applicable".
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4.8 Analysis statuses

Status Meaning Badge color
Not reviewed No assessment recorded yet (the default). Gray
Compliant The clause is met. Green
Partially compliant The clause is met in part; gaps remain. Amber

Not compliant The clause is not met. Red

Not applicable The clause does not apply to your organization. Blue

Saving an analysis with a changed status re-stamps Last reviewed to that moment. Edits that leave the
status untouched (notes, owner, mappings) do not move the stamp.

A requirement is At risk when it is marked compliant or partially compliant but its evidence says
otherwise: a mapped control is failed, overdue or retired, or a mapped policy is unpublished or past its
review date. The flag is calculated every time it is shown and never changes the status you set; it tells
you which claims to re-check.

4.9 Working on an item

An item's page opens with a breadcrumb of the package and every ancestor, then the code and name
with the status badge, an At risk badge when it applies, a kind badge for headings and additional items,
and the standard badge. The clause description follows. When it was imported with its list run together
onone line ("a. ...; b. ...: 1. ..."), each item is shown on its own line and indented by level, a., then 1., then
(a); the stored text is not changed. A Sub-items card lists the item's children with their own status
badges; click through to work down the tree.
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TraxrGRC

98 Dashboard
& My Tasks
[ Policy Portal
Y= My Questionnaires
RISK
@ Risk Management
Third Parties
4@ Incidents
COMPLIANCE
[ Compliance
Analyses
Packages
Gaps
POA&ZM
Catalog
B Policies
Audits
Evidence
[@ Assessments
8¢ Account Reviews
< Awareness
(M Projects
PRIVACY

B Data Privacy

LLh Reports

1 Settings

Compliance > Analyses > CM-2 Baseline Configuration ® Help @ Morgan Ellery

NIST SP 800-53 Rev 5 Moderate > CM Configuration Management > CM-2 Baseline Configuration
CM-2 Baseline Configuration Partially compliant A Atrisk Low Moderate High NIST SP 800-53 Rev 5 (5.2.0) Moderate baseline

a. Develop, document, and maintain under configuration control, a current baseline configuration of the system; and
b. Review and update the baseline configuration of the system:

1. [Assignment: organization-defined frequency];

2. When required due to [Assignment: organization-defined circumstances] ; and

3. When system components are installed or upgraded.

Sub-items (3)
(M-2(2) Baseline Configuration | Automation Support for Accuracy and Currency  Partially compliant
CM-2(3) Baseline Configuration | Retention of Previous Configurations = Compliant

cM-2(7) Baseline Configuration | Configure Systems and Components for High-risk Areas  Not reviewed

Analysis - last reviewed 2026-08-28 09:04 EDT

Status Owner

Partially compliant v Hana Yoshida v

Analysis notes

Golden images cover all but two legacy worker families.

3

Save analysis

Statement and organization-defined values (NIST SP 800-53 Rev 5) - 0 of 2 set
a. Develop, document, and maintain under configuration control, a current baseline configuration of the system; and
b. Review and update the baseline configuration of the system:

1. [Assignment: organization-defined frequency];

2. When required due to [Assignment: organization-defined circumstances] ; and

3. When system components are installed or upgraded.

frequency cm-82_odp.01

Not set

circumstances ci-02_odp. 02

RRatp Not set
Other frameworks —+ Link requirement
Indicated by Indicates
No linked requirements indicate this one This requirement indicates no linked requirements.
Mapped controls, policies and risks ~ Controls: Failed
Controls G2 Map controls  Policies G Map policies  Risks G Map risks
Hardened baseline images (CIS Level i POL-08 Configuration Management Plan Unpatched vulnerabilities on legacy —_—
1) oEpibhghed worker images
Remediation projects  In remediation G2 Link projects Create project from this gap

Figure 4.6. A partially compliant requirement at risk: the Analysis card, the mapped controls, policies and
risks, and an overdue remediation project.

4.9.1 Recording the analysis

The Analysis card shows when the status last changed and holds the assessment. With
compliance:update:
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1. Pick a Status from the five values above.

2. In a package that inherits from a provider, pick an Origination (see Common controls and
inheritance). For Common and Hybrid requirements the card shows the Effective status, how it
was reached, and a link to the provider's requirement; the page header shows the effective
status.

3. Optionally assign an Owner.

4. Write up your reasoning in Analysis notes.

5. Click Save analysis.

Without compliance:update the fields are shown read-only.

4.9.2 Mapping controls, policies and risks

The Mapped controls, policies and risks card links the requirement to the controls that implement it,
the policies that mandate it and the risks it addresses. The card header shows the controls' combined
health ("Controls: Failed", for example).

1. Click Map controls, Map policies or Map risks (compliance:update, plus read on that module).
2. Search the checklist and tick or untick entries. Each change saves straight away.

Controls show their testing status and policies show whether they are published and in date. Entries in
modules you cannot read are counted but not listed, and are left untouched when you change the
others. Policy and risk pages have a Compliance tab listing the requirements they are mapped to; a
control's Used by tab does the same. Deleting a policy or risk removes its mappings and records that
on each affected requirement's history.
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@ Settings
frequency cm-02_odp. 01

Not set
circumstan cm-82_odp. 02
ircumstances cn-02_odp Not set
Other frameworks =+ Link requirement
Indicated by Indicates
No linked requirements indicate this one This requirement indicates no linked requirements.
Mapped controls, policies and risks ~ Controls: Failed
Controls G Map controls Policies G Map policies Risks D Map risks
Hardened baseline images (CI: i anagement Plan Unpatched vulnerabilities on legac
ges (C} g baseline 9 B - gacy open
1) worker images
Hardened baseline images (CIS 7
Level 1)
Remediation projects  Inremediation @ Link projects (3 Create project from this gap

Retire the legacy worker images ~ In progress  Hana Yoshida - due 2026-10-13  Overdue

Open audit findings on mapped controls 1
Failed control audit: Hardened baseline images (CIS Level 1) Open Hardened baseline images (CIS Level 1) - due 2026-12-21  No POA&M item

Add to POA&M

Figure 4.7. The Map controls checklist open on a requirement: a searchable list of every control, where ticking
or unticking one saves immediately.

4.9.3 Open audit findings on mapped controls

When an audit finding that is still open names one of the requirement's mapped controls, the card Open
audit findings on mapped controls lists it: its title (a link to its audit plan), status, control and deadline
(red when past), and the POA&M item tracking it, or a No POA&M item badge with Add to POA&M for
users with compliance:create. Findings you cannot read are counted. The card appears only when there
is at least one such finding; it is worked out from the current mappings each time the page opens, so
mapping or unmapping a control changes it at once.

4.9.4 Remediation projects

The Remediation projects card lists the projects that close the requirement's gap, each with its status,
owner (or owner group), deadline and an Overdue badge when the deadline has passed and the project
is not completed. On a partially compliant or not compliant requirement the header shows the coverage:
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Coverage
No project
In remediation

Projects
completed

Meaning

No project is linked (red).

At least one linked project is still running.

Every linked project is done but the status still reports a gap, so the

requirement needs reassessing.

Link projects (compliance:update, plus projects:read) opens a searchable checklist of the projects you

can read. Ticking or unticking one saves straight away, and the change is recorded on the history of
both the requirement and the project. Projects you cannot read are counted ("N more you do not have

access to") but not named, and stay linked when you change the others.

To start remediation from the requirement:

1. On a partially compliant or not compliant requirement, click Create project from this gap
(requires projects:create).

2. The New project dialog opens filled in from the requirement: the title "Remediate code name", a
description naming the package, the clause and its status followed by your analysis notes, and

the requirement's owner.

3. Set the deadline (it becomes the planned completion date in the gap view) and adjust anything

else.

4. Click Create project. The new project is linked to the requirement.

Linking or creating a project never changes the analysis status.

Figure 4.8. The New project dialog opened from a gap, pre-filled with the requirement's code, name, status
and analysis notes.
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New project

Creates a remediation project linked to this requirement.

Title

Remediate CM-2 Baseline Configuration

Description

Gap: NIST SP 800-53 Rev 5 Moderate CM-2 Baseline Configuration
is partially compliant.

Owner Owner group

Hana Yoshida w None v

Deadline

mm/dd/yyyy O

Cancel Create project

118



4.9.5 Record tabs

Below the cards, five tabs cover the rest of the record:

Tab

Exceptions
(N)

Evidence

Comments

History

Custom
Fields

What it holds

Time-boxed deviations from the clause; see Exceptions on a clause.

Evidence records supporting the requirement, directly or through its mapped
controls and their tests (see Evidence on other records). Adding evidence requires
evidence:create.

Discussion on the analysis. Posting requires compliance:update.

Audit entries for the analysis and its exceptions: action, actor, time and changed
fields.

Administrator-defined fields on the analysis (see Administration & Settings). Editing
requires compliance:update.

410 The gap view (POA&M)

Compliance - Gaps (titled Compliance gaps) lists every requirement whose effective status is
Partially compliant or Not compliant across all packages, one row per requirement, like a plan of
action and milestones. A requirement inherited from a provider package (common) is a gap when the
provider's requirement is; a hybrid one when the worse of the two is. The Status column shows that
effective status. Additional items and headings are left out, and with compliance:read at 'own' level you
see only analyses you own.
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Column
Package

Code,

Requirement

Status
Owner

Coverage

Projects

Planned
completion

Overdue

What it shows
The package. Filter on it to see one framework.

The clause; the code opens the requirement.

Partially compliant or Not compliant (the severity). Filterable.
The requirement's owner.

No project, In remediation or Projects completed (see Remediation projects).
Filter on No project for uncovered gaps.

Each linked project you can read, with its status, owner, deadline and an Overdue
badge; projects you cannot read are counted ("1 more you do not have access
to").

The latest deadline among the linked projects not yet completed.

How many linked projects are overdue. Filter on Overdue projects to see gaps
whose remediation is late.

Coverage, planned completion and the overdue count take every linked project into account, including
ones you cannot open, so every viewer sees the same picture of a gap. Without projects:read, linked
projects are counted only. Export CSV downloads the current view (at most 5,000 rows, with a notice
when there are more) with one row per gap and the projects, their owners and statuses joined into
single cells. There is no PDF of this view.
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TraxrGRC Compliance > Gaps ® Help @ Morgan Ellery

o=
a0 Dashboard f@ Schedule by email
& My Tasks o

Compliance gaps

Policy Portal
© ey Every requirement marked partially compliant or not compliant, with the projects remediating it (a POA&M view). Coverage, planned completion and overdue

Y= My Questionnaires counts include linked projects you cannot open.

RISK CM- = Filters &, Export CSV [ saved [ columns

@ Risk Management
Planned

Package Code Requirement Status Owner Coverage Projects . Overdue
Third Parties completion
R Retire the legacy worker
@ Incidents images
NIST SP 800-
. Hana In progress
COMBLIANGE 53 Rev 5 -2 Baseline Configuration ~ Fartally : 1 . 2026-10-13 |
. , compliant Yoshida remediation Hana Yoshida - due 2026- overdue
Compliance Moderate 10-13
Analyses Overdue
Packages NIST SP 800~ Baseline Configuration | e iana
Gaps 53 Rev 5 CM-2(2)  Automation Support for cg:::":m Yoshida No project — — =
Moderate Accuracy and Currency
POA&M
Catalog 00 Partially Hana z
53 Rev 5 M-4 Impact Analyses S rlinnt Yashids No project - - -
B Policies Moderate
@ Audits Write and approve the
Configuration
& Evidence NISTIoE 200 : ’ ; Partially Hana in Marisgemant PlsD
53 RevS M-6 Configuration Settings compliant Yoshida rererlation e 2026-11-18 —
Moderate
@ nssessments Hana Yoshida - due 2026~
11-18
8- Account Reviews
Automate SSP inventory
< Awareness NIST SP 800- S - Hana | reconciliation
o n
53 Rev 5 M-8 . » g In progress 2026-11-13 —
M Proiects Inventorv compliant Yoshida remediation piog

Figure 4.9. The Compliance gaps view with each gap's coverage, linked projects, planned completion and
overdue count.

411 The POA&M register

Compliance - POA&M is the plan of action and milestones as a register of its own. Each item has a
permanent id (POAM-0007) that is never reused, even after the item closes, so references in reports
and emails stay valid.

[tems come from three sources:

TraxrGRC User Manual 121



Source How it opens How it closes

Requirement On its own, when a requirement's ~ On its own, when the status changes to

status own status becomes Partially anything else, the item stops being a
compliant (moderate) or Not requirement, or the requirement is deleted. If
compliant (high). the gap returns, the same item reopens under

its number.

Audit finding Add to POA&M on the finding's By a person, with a note, or on its own when
row of its audit plan. An open whoever runs the audit plan closes the
finding moves to In remediation.  finding.

Entered New item, for a weakness no By a person, with a note.
requirement or finding records: a
scan, a penetration test, one you
found yourself.

If a requirement's status worsens while its item is open (partially to not compliant), the item rises to high
and its due date moves to the high window; a severity a person raised is never lowered.

A requirement set to Common opens no item: the weakness is the provider's, and the provider's own
requirement carries the item. A Hybrid requirement opens one for its own part. Additional items and
headings open none.

Due dates. An item is due a number of days after it opens, set per severity: 30 (high), 90 (moderate)
and 180 (low) by default. A GRC Manager, or anyone whose role holds compliance:review at 'all' level
(typically the CISO), changes them with Due dates on the register. New values apply to items opened,
reopened or given a new severity from then on; existing due dates stay. On an item, a new severity
moves its due date to that severity's window from the opening date, and Due can also be set directly.

On an item's page you edit the weakness and milestones text, severity and due date. A finding or
entered item also takes a title, an owner and one remediation project, and closes with a note saying how
the weakness was resolved; it reopens under the same id. A requirement-status item takes its title,
owner and remediation projects from its requirement and cannot be closed by hand. Every change,
including the automatic ones, is in the item's History and the audit log.

Milestones. Each item carries dated milestones (Milestones on its page: a description and a due date).
Marking one Done records the day it was completed; a completed milestone stays on the plan and
cannot be removed, reworded or moved (Not done undoes a completion made by mistake). Moving a
milestone's date keeps the date it was first planned for, shown beside it, so the plan's changes stay
visible. An item holds up to 50 milestones, and a closed item's plan is final until the item reopens. Every
milestone change is in the item's History.

FedRAMP fields. An item also records Controls (such as "RA-5, SI-2"), Detected by (the scanner, test
or audit that found it) and Assets (the hosts, components or services affected). A requirement-status

TraxrGRC User Manual 122



item's control is its requirement code and its source is the control assessment; its assets are yours to fill
in. Vendor dependency says whether the fix waits on a vendor (Not recorded, No, or Yes). Yes asks for
the vendor product the fix waits on and takes the date of the last vendor check-in (today or earlier);
switching to No clears both.

FedRAMP export. FeEdRAMP export on the register downloads an .xlsx in the layout of FedRAMP's
POA&M template (R3.0, December 2025): the Open POA&M Items sheet with the provider, offering,
impact level and POA&M date at the top and the column headers on row 5, Closed POA&M Items, and
an empty Configuration Findings sheet. The dialog prefills the provider with your organization's name
and takes an optional package (requirement-status items of that package only). R3.0 has no separate
milestone columns, so each item's milestones are listed in its Remediation Plan cell, as the template's
guidance asks, and a moved milestone is noted in Comments with a closed item's closure note. An
audit-finding item's detection date is the day the finding was recorded. Vendor Dependency, Vendor
Dependent Product Name and Last Vendor Check-in Date come from the item's vendor dependency; an
item where it is Not recorded leaves Vendor Dependency blank (the template makes it mandatory, so
record it before you submit). The situational columns (risk adjustment, false positive, operational
requirement, BOD 22-01, CVE) are left for you to fill in. Only items you can read are exported.

One weakness, one item. When a finding describes a weakness an open item already tracks, choose
Attach to an open item in the Add to POA&M dialog instead of opening a second one. The audit plan's
findings table shows each finding's POA&M id, marked "(closed)" once the item closes.

Findings and their items move together. Adding a finding to the POA&M (or attaching it to an open
item) moves an open finding to In remediation and notes the item on the finding's comments. Closing
the item notes "ready to verify and close the finding" there; the finding itself stays open until whoever
runs the audit plan closes it, which verifies the fix. Closing the finding closes its open item ("The audit
finding was verified and closed."), and reopening the finding reopens the item under its number with a
new due date. While an open finding item tracks a weakness on a control, a requirement that control is
mapped to opens no second, status-derived item for the same weakness.

Findings on mapped controls. When the finding names a control that is mapped to requirements, the
dialog says which ("Its control is mapped to AC-2 (NIST SP 800-53 Rev 5), ...") and fills Controls with
their codes and Detected by with the source (Control audit: <control> for a finding raised by a failed
control audit, otherwise Audit: <plan>); change either before adding. The item still belongs to no
package, like every finding item. While such a finding has no item, the POA&M page shows a notice ("2
open audit findings affect mapped requirements and have no POA&M item") with Review them, which
opens Open findings filtered to those findings.

The register lists, filters (source, severity, status, package, overdue) and exports CSV like the gap view;
with compliance:read at 'own' level you see items you or your groups own. Linked projects you cannot
read are counted, and a finding you cannot read shows as "A finding you cannot open" (a finding needs
audits:read on both the finding and its audit plan, as in CSV import). The register is also GET
/api/vl/compliance/poam (see the API chapter) and, for Al assistants, the read-only 1list_poam and
get_poam_item tools. The package PDF report lists the package's open requirement-status items with
their milestones.
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412 Exceptions on a clause

An exception documents a time-boxed deviation from a clause, for example accepting a known gap until
a control is deployed.

1. On the item's Exceptions tab, click Request exception (requires compliance:update).

2. Complete the dialog:

Field What it means

Title Short name of the exception (required).

Description Why the deviation is needed (required).

Owner Optional user responsible for the exception.

Approver Optional user who must decide it. You cannot name yourself.
Expires at The date the exception runs out (required).

3. Click Request exception.

New exceptions are requested (amber) and are decided with Approve (green) or Reject (red).
Exceptions follow a separation of duties:

e The person who requested an exception can never approve or reject it, administrators included,
unless an administrator has relaxed separation of duties (see Sessions under Administration &
Settings). A decision made that way carries an amber Self-approved or Self-decided badge.

e When the request names an approver, only that person (who must be able to see the record) or an
administrator can decide it.

e When it names none, deciding needs the Review right on Compliance (compliance:review).

The exception card shows the owner, the designated approver, who requested it and who decided it; the
Approve and Reject buttons appear only for someone allowed to decide. The decision is recorded with
who made it and when, and is final. Once the expiry date has passed, an open exception displays as
expired (gray). The notification worker sends "Compliance exception expiring" reminders before open
exceptions run out, and expiring and expired exceptions color the exceptions badge in the analysis
workspace.
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98 Dashboard
& My Tasks
[ Policy Portal
Y= My Questionnaires
RISK
@ Risk Management
Third Parties
4@ Incidents
COMPLIANCE
[ Compliance
Analyses
Packages
Gaps
POA&ZM
Catalog
B Policies
Audits
Evidence
[@ Assessments
8¢ Account Reviews
< Awareness
(M Projects
PRIVACY

B Data Privacy

Lh Reports

1 Settings

® Help @a Morgan Ellery

Compliance > Analyses > CP-4 Contingency Plan Testing

NIST SP 800-53 Rev 5 Moderate > CP Contingency Planning > CP-4 Contingency Plan Testing

CP-4 Contingency Plan Testing Not i Low High  NIST SP 800-53 Rev 5 (5.2.0) Moderate baseline

a. Test the contingency plan for the system [Assignment: organization-defined frequency] using the following tests to determine the effectiveness of the
plan and the readiness to execute the plan: [Assignment: organization-defined tests].

b. Review the contingency plan test results; and

c. Initiate corrective actions, if needed.

Sub-items (1)

CP-4(1) Contingency Plan Testing | Coordinate with Related Plans  Partially compliant

Analysis - last reviewed 2026-04-26 09:32 EDT
Status Owner

Not compliant v Tomas Okafor v

Analysis notes

This year's failover exercise was not held.

Save analysis

Statement and organization-defined values (NIST SP 800-53 Rev 5) - 0 of 2 set

a. Test the contingency plan for the system [Assignment: organization-defined frequency] using the following tests to determine the effectiveness
of the plan and the readiness to execute the plan: fAssignment: organization-defined tests].
b. Review the contingency plan test results; and

c. Initiate corrective actions, if needed.

frequency cp-04_odp. o1

Not set

organization-defined tests cp-4_prn_2

9 i Not set
Other frameworks =+ Link requirement
Indicated by Indicates
No linked requirements indicate this one This requirement indicates no linked requirements
Mapped controls, policies and risks ~ Controls: Overdue
Controls D Map controls  Policies @D Map policies  Risks D Map risks
Annual contingency plan exercise ~ Overdue None mapped Backup restore fails during a real incident open
Remediation projects  In remediation G Link projects (8 Create project from this gap

Hold the annual region failover exercise ~ Planned  Tomas Okafor - due 2026-11-09

Open audit findings on mapped controls 1

Figure 4.10. A requirement's Exceptions tab with a requested exception awaiting a decision.

4.13 The compliance report (PDF)

Click Report on a package page to download a PDF for that package. The button appears when you
hold compliance:read at 'all' level. The report contains:
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e A cover header with the organization name, package name, standard and version, and the
generation time.

e An Executive summary of requirements only: the number of requirements, a count for each of
the five statuses, a headline Compliant (excl. NJA) percentage (the share of applicable
requirements that are compliant), and the number of At risk requirements. Headings and
additional items are never counted here.

e One section per top-level domain, each with a clause table (clause, name, color-coded status,
owner, exception count) covering that domain's whole subtree. At-risk clauses carry an At risk
marker under their status. Headings appear only as section titles.

¢ Additional implemented items, when the package has any: their own counts, percentage, at-risk
count and clause table.

e For a package linked to a catalog, Organization-defined values: how many of the package's
parameters are set, then each requirement with parameters and every parameter's value, "Not
set", or the provider's value marked Inherited.

e An appendix of open exceptions (requested or approved, with past-expiry ones shown as
expired), sorted by expiry date.

PDFs (this report, policy downloads and the Article 30 register) are generated a couple at a time. When
several people generate one at the same moment, the rest are told to try again in a few seconds.

414 Deleting packages and items

Deleting a package (compliance:delete) asks for confirmation ("Delete package?"), then removes it
together with all of its items, analyses, exceptions, comments, attachments (files included), label
assignments and custom-field values. It also removes its requirements' links to projects (the projects
stay) and records that on each project's history, and its requirements' crosswalk links. It is refused while
another package inherits common controls from it. This cannot be undone.

Deleting an item (compliance:delete) removes the item, its analysis and its whole subtree of sub-items
with their analyses. Deletion is blocked while the item's analysis has mapped controls, policies, risks or
projects (unmap them first) or any exceptions (remove them first); hover over the disabled bin icon to
see why.
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415 Who can do what (Compliance Management)

Action

See packages, the analysis workspace and item pages

Download the PDF report
Create packages, import, add items

Edit packages and items, reorder items, set statuses, bulk
updates, map controls/policies/risks and link projects (also
needs read on that module and on each newly linked record),
request exceptions, comment, upload evidence, edit custom
fields

See the gap view

See the POA&M register and its items

Add a finding or entered POA&M item

Edit, close, reopen a POA&M item, attach a finding, add, move,

complete or remove its milestones

Download the FedRAMP export

Set POA&M due dates by severity

Create a project from a gap

Decide an exception that names no approver (never one you
requested)
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Permission

compliance:read (at 'own' level
you see only analyses you or your
groups own)

compliance:read at 'all' level
compliance:create

compliance:update: 'all' for every
record, 'own' only for analyses
you Or your groups own

compliance:read (projects are
named only with projects:read on
them)

compliance:read (at 'own' level,
items you or your groups own)

compliance:create, plus
audits:read on the finding and its
plan, and projects:read on the
project

compliance:update on the item

compliance:read (items in your
read scope)

compliance:review at 'all' level

projects:create and
compliance:read on the
requirement

compliance:review
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Action

Decide an exception that names you as approver (never one
you requested)

Set a package's provider, import crosswalks, link and unlink
requirements

Set an analysis's origination or its organization-defined values

Link a package to the catalog

Add catalog controls to a package

Download the parameter values CSV

Delete packages and items

Administrators bypass all of the above.
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Permission

compliance:read on the analysis

compliance:update at 'all'

compliance:update on the
analysis

compliance:update at 'all'

compliance:create and
compliance:update at 'all' (it
reorders the package)

compliance:read at 'all'

compliance:delete
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CHAPTER 5

Policy Management

Policies are the written rules your organization operates under: acceptable use, security standards, HR
policy and anything else that needs a formal owner, a review cycle and proof of approval. TraxrGRC
manages the full lifecycle of each policy: drafting in a built-in editor, routing changes through approval,
publishing immutable version snapshots, scheduling periodic reviews, tracking time-boxed exceptions,
and publishing policies to a portal where staff read and acknowledge them.

Policy owners, the GRC team and approvers work in the Policies area (sidebar, under Compliance).

Every signed-in

user, whatever their role, reads published policies on the Policy Portal (sidebar, under

Dashboard), described at the end of this chapter.

5.1 The policies list

Open Policies from the navigation. The list shows every policy you have access to, with one row per

policy:

Column
Title
Status

Version

Owner

Next
review

Exceptions

Labels

Policy statuses:

TraxrGRC User Manual

What it shows
The policy name. Click it to open the policy.
Draft, Published or Archived, as a colored badge (see table below).

The latest published version (for example v2 ), or a dash if nothing has been
published yet.

The owning user, or the owning group if no user is set.

The date the next review is due. If the date has passed and the policy is not archived,
the date is shown in red with "(overdue)".

A badge with the number of exceptions, not counting rejected ones. The badge is red
when any exception has expired, amber when one expires within the next 14 days, and
gray otherwise. A dash means there are no exceptions.

The policy's labels. Filter by typing part of a label name.

129



Status Meaning Badge color
Draft Working copy: not yet published, or changed since the last publish. Gray
Published A version snapshot is published and current. Green
Archived Retired from active use; excluded from review-due reminders. Gray

Use the filter box to search titles and descriptions, and the Status column filter to narrow the list. You
can sort by title, status, next review date and owner. Policies and policy exceptions can also be created
in bulk with Import (see Importing from CSV in Getting Started).

TraxrGRC Policies ® Help @ Morgan Ellery
ge
an Dashboard Policies A&, Import v
& My Tasks
Search... = Filters &, Export CSV [ saved [0 Columns
A Policy Portal
= My Questionnaires Title Status Version Owner Next review Exceptions Labels
RISK POL-01 Information Security Policy published v2 Dana Whitcombe ~ 2027-07-11 1
@ Risk Management
POL-02 Acceptable Use and Rules of Behavior published v3 Priya Raman 2027-09-19 -
Third Parties
POL-03 Access Control Policy published vl Lena Haverkamp 2026-09-29 (overdue) =
‘@ Incidents
POL-04 Incident Response Plan draft vl Arjun Mehta 2027-10-07 —
COMPLIANCE
& Compliance POL-05 Data Protection Policy published vi Sofia Brennan 2027-09-19 ==
B Policies POL-06 FieldDesk Privacy Notice published vl Sofia Brennan 2027-09-29 ==
B Audits POL-07 Contingency Plan published vl Tomas Okafor 2026-09-14 (overdue) -
[ Evidence POL-08 Configuration Management Plan draft - Hana Yoshida - —
(B Assessments POL-09 Vendor Risk Management Standard draft - Owen Gallagher - -
o, :
A Account Reviews POL-10 Cryptography Standard draft — Lena Haverkamp — -

= Awareness

POL-11 Remote Work Policy published vl Rhea Castellano 2027-09-24 —
[ Projects :

POL-12 Legacy VPN Usage Standard archived vl Tomas Okafor 2027-10-19 —
PRIVACY

POL-13 Secure Development Standard published vl Nadia Petrov 2027-10-14 1
8 Data Privacy

POL-14 Data Retention and Deletion Schedule published vl Sofia Brennan 2027-10-09 1
Lt Reports

14 rows - page 1 of 1 25 /page v < >
& Settings
< Collapse

Figure 5.1. The policies list, showing published, draft and archived policies, overdue review dates in red and
exception count badges.

5.2 Creating a policy

1. Click New policy.
2. Complete the dialog:
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Field What it means

Title The policy name (required).

Description Optional background, shown on the detail page.

Owner The user responsible for the policy. Both owner fields are optional.
Owner group The group responsible for the policy.

Review frequency How often the policy must be reviewed: 1 to 120 months; defaults to
(months) 12.

3. Click Create policy.

The new policy starts as a draft with empty content. You add the content after creation, from the
policy's Content tab.

5.3 The policy detail page

Click a policy title in the list to open its detail page.

Header. The title, the status badge and, when applicable, an amber Unpublished changes badge with

a banner explaining it. On the right are the action buttons: Publish vN (only when the next version is

approved), Archive or Reactivate, Edit, and Delete in the More actions menu (...). Each appears only

if you have the right to use it.

Labels. Below the description sits the Labels picker (see Labels in Getting Started; attaching needs
policies:update on the policy).

Summary cards. Below the description, five cards show:

Card What it shows

Owner The owning user, with the owner group underneath.

Latest version The latest published version and when it was published.

Effective The effective date of the published version and, for an approval recorded outside

the app, its signatories.

Next review The next review due date, with "overdue" in red when it has passed, and the
review frequency.

Review How often the policy is reviewed, in months.
frequency
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Tabs. One row of tabs covers the rest of the page:

e Content, Versions, Approvals, Reviews, Exceptions, Comments, Attachments and History:
the policy itself. The Versions, Approvals and Exceptions tabs show a count in brackets.

e Compliance (N): the compliance requirements this policy is mapped to, with the package and the
analysis status of each. Shown only if you can read the Compliance module. Mappings are made
from the requirement's page (see Compliance Management).

e Portal & acknowledgements: putting the policy on the Policy Portal and asking people to
acknowledge it.

e Custom Fields: administrator-defined extra fields for policies.

TraxrGRC Policies > POL-04 Incident Response Plan ® Help @ Morgan Ellery

g5 Dashboard POL-04 Incident Response Plan draft  Unpublished changes

£ My Tasks (5]

/N The working content differs from the last published version. The policy must be submitted for approval and published again before the changes
take effect.
@ Policy Portal

Y= My Questionnaires T Archive £ Edit

RIS oo
5K How security incidents and personal data breaches are detected, handled and reported.

@ Risk Management

© Labels
Third Parties
& Incidents Owner Latest version Effective Next review
COMPLIANCE Arjun Mehta vl 2025-10-04 2027-10-07

Group: Security Engineering published 2025-10-04 12:20 EDT every 12 months

Compliance

B Policies
B Audits Review frequency
= Evidence every 12 months

[ Assessments

8- Account Reviews Content  Versions (1)  Approvals (2) Reviews Exceptions (0) Comments Attachments History Compliance (3) Portal & acknowle
= Awareness
/ Edit content &, Download PDF

Projects

PRIVACY

8 Data Privacy

L Reports

POL-04 Incident Response Plan

Quillmont Systems, Inc. and Quillmont Systems Europe Limited. Version 2.

Purpose

= Respond to securitv incidents auicklv and consistentlv and meet notification duties.

Figure 5.2. A policy with a published version and unpublished changes: the amber badge and banner, the
summary cards and the Content tab.

5.4 Writing content (Content tab)

The Content tab is where the policy text lives.

¢ |f the policy has content, it is shown as a formatted document (headings, lists, tables, bold, italic
and code styling are rendered). Otherwise the tab reads "No content yet. Use Edit content to
write the policy."

¢ Click Edit content to open the editor: a Markdown source pane on the left and a live Preview on
the right. Markdown support covers headings, paragraphs, lists, tables, sxbold*x , *xitalicx
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and “code’ .
e The toolbar above the source pane formats the selected text: Heading, Bold, Italic, Code,
Bulleted list and Numbered list (click again to remove the formatting), and Table, which inserts
a two-column table to fill in. Ctrl+B and Ctrl+I (3B and 3l on a Mac) work in the source pane too.
e Click Save content to store the working copy.

A table is written as rows of cells separated by | , with a separator row of dashes under the header
row; colons in the separator align a column ( :—- left, :——: centered, ——-: right). Leave a blank
line before and after it:

Role | Approves | Reviews |

CISO | Policies | Exceptions |
DPO | DPIAs | Records of processing |

Saving changed content on a published policy puts it back into Draft (see Unpublished changes below)
and withdraws any approval for a version not yet published.

Download PDF produces a PDF of the content: for a published policy it renders the latest published
snapshot, for a draft the current working content labeled "draft". The PDF is A4 with the title and a
"Version ... - Generated ..." line (in your time zone) at the top, and a footer on every page carrying the
title, version and page number; the file name combines the policy title and version. Tables print with
their header row repeated on each page they span.
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Figure 5.3. The content editor, with the Markdown source on the left and the live preview on the right.

Markdown source

Edit content

Markdown is supported: headings, paragraphs, lists, tables, **bold**, *italic* and “code"; the toolbar inserts each. Saving content
on a published policy puts it back into draft until re-approved and published.

H: B I < = i
# POL-01 Information Security Policy

Quillmont Systems, Inc. and Quillmont Systems
Europe Limited. Version 2.

## Purpose

- Set the direction for protecting the
information Quillmont and its customers rely
on.

## Scope

- A1l employees, contractors, systems and
data, including both FieldDesk regions and
corporate IT.

## Policy statements

— The CISO owns the security program and
reports to the CEO and the board quarterly.
= Information is classified as Public,

T R N N A N R U S A N e A A,

&8

Preview

POL-01 Information Security Policy
Quillmont Systems, Inc. and Quillmont Systems Europe

Limited. Version 2.

Purpose

* Set the direction for protecting the information

Quillmont and its customers rely on.

Scope

= All employees, contractors, systems and data, including

both FieldDesk regions and corporate IT.

Policy statements

The CISO owns the security program and reports to the
CEO and the board quarterly.

Information is classified as Public, Internal, Confidential

or Customer Restricted and handled accordingly.

Access is granted on least privilege and reviewed every

quarter for privileged roles.

Security incidents are reported to
security@quillmont.example within one hour of

discovery.

Security requirements of NIST SP 800-53 Moderate
apply to FieldDesk US; the GDPR applies to all personal
data of EU residents and staff.

Phishing-resistant multi-factor authentication is

required for every privileged and remote access path.

Risk appetite: residual risks rated High or Critical need

an approved treatment plan or an executive acceptance.

Roles
Role Responsibility
Executive Accepts residual risk above appetite.
team
System Run the controls assigned to them.
owners
Everyone Follows the Acceptable Use and Rules of

Behavior policy.

Cancel Save content

5.5 The draft - approval = publish workflow

Publishing is gated so that no policy version goes live without a recorded approval. Versions are

numbered sequentially: the first publish creates version 1, and each later publish is one higher than the
highest published snapshot.

An approval covers the exact text that was submitted. If the content changes after a request is
submitted or approved, and that version has not been published yet, the approval is withdrawn
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automatically: it shows as Rejected with the note "Withdrawn automatically: the policy content changed
after submission." Submit the new text for approval again.

5.5.1 Submitting for approval

1. Open the policy and go to the Approvals tab.

2. Click Submit version N for approval, where N is the next version number (highest published + 1).

3. An approval request appears as a card, "Version N awaiting approval", showing who requested it
and when.

Only one request can be pending at a time: the button is disabled while a request is awaiting a decision,
and the server also refuses a new request while one is open. If the next version is already approved,
publish it instead of submitting again. Archived policies cannot be submitted for approval.

5.5.2 Approving or rejecting

1. On the Approvals tab, find the pending card and click Approve or Reject.

2. In the dialog ("Approve version N" or "Reject version N"), optionally add a Note. For an approval,
this note becomes the change note stored on the published version snapshot.

3. Click Approve or Reject in the dialog. The decision is recorded with your name and the time, and
the request's status changes to Approved (green) or Rejected (red).

You cannot approve a request you submitted yourself; another user with permission must make that
decision, unless an administrator has relaxed separation of duties (see Sessions under Settings). An
approval made that way carries an amber Self-approved badge so reviewers can see the control was
waived. The requester may still reject their own request. An approval is also refused if the content
changed after the request was submitted; reject it and submit again. When the real approval happens
outside the app, record it instead (see below). Deciding an approval writes an entry to the audit log.
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TraxrGRC Policies > POL-04 Incident Response Plan ® Help @ Morgan Ellery

o8 " :
88 Dashboard POL-04 Incident Response Plan  draft  Unpublished changes

& My Tasks e

/A The working content differs from the last published version. The policy must be submitted for approval and published again before the changes

0 Policy Portal takeeliect:

Y= My Questionnaires T Archive £ Edit
RISK

How security incidents and personal data breaches are detected, handled and reported.
@® Risk Management

© Labels
Third Parties
@ Incidents
@ Owner Latest version Effective Next review
COMPLIANCE Arjun Mehta V1 2025-10-04 2027-10-07
8 g Group: Security Engineering published 2025-10-04 12:20 EDT every 12 months
2] Compliance
B Policies
Audits Review frequency
3 Evidence every 12 months

Assessments

8 Account Reviews Content  Versions (1)  Approvals (2) Reviews  Exceptions (0) Comments  Attachments History Compliance (3) Portal & acknowle

= Awareness

Approval requests + Submit version 2 for approval () Record outside approval M Upload new version
[ Projects
PRIVACY i i
Version 2 awaiting approval
8 Data Privacy Requested by Priya Raman ~ 2026-10-13 08:42 EDT
Approve Reject

Ll Reports
8 Settings

v2 requested requested by Priya Raman on 2026-10-13 06:42 EDT

vl approved requested by Priya Raman on 2025-10-01 06:41 EDT decided by Dana Whitcombe on 2025-10-03 11:27 EDT

First issue.

< Collapse

Figure 5.4. The Approvals tab with a version awaiting approval, its Approve and Reject buttons, and earlier
approvals listed below.

5.5.3 Publishing
1. Once a request for the exact next version is approved, click Publish vN in the page header.
Publishing checks all of the following and refuses with an explanatory message otherwise:

e the policy is not archived,

e the content is not empty,

e no approval request for the next version is still pending,

e an approved approval exists for exactly that version (an approval for an older version does not
count), and

e the content is the same text that was approved.

On success, TraxrGRC creates an immutable version snapshot of the current working content (with the
approval note as its change note, and you as the author), sets the policy status to Published, and
records the publish date and effective date. Previous approvals stay visible in the Approvals tab as
history.
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5.5.4 Recording an approval made outside the app

Many organizations approve policies outside any tool: a board signs them, or a controlled-document
process collects signatures. Record that approval instead of re-approving the policy in the app. Because
it publishes with no second person approving in the app, it is off until an administrator turns on Settings
-> Policies = Allow recording outside approvals, and it needs both update and Review on Policies.

1. On the Approvals tab, click Record outside approval.

2. Enter the Effective date.

3. Under Signatories, enter each signatory as the document states them: the capacity they signed
in (for example Board of Directors Approval), their name, and optionally their title. Click Add
signatory for each further signatory.

4. Add a Reference if there is one, such as board minutes.

5. Click Record and publish. The next version is published at once.

The record names the signatories as the approvers and you as the person who recorded it. In the
Approvals tab it reads "approved outside the app, effective ...", followed by the signatories, the
reference and "Recorded by ...". The second-person rule for in-app approvals does not apply. The
policy's Effective card shows the date and signatories of the published version, and each version keeps
its own. The button is unavailable while an in-app approval request is pending; reject that request first.

TraxrGRC Policies > POL-01 Information Security Policy ® Help @ Morgan Ellery
og = o 5 <
o0 Dashboard POL-01 Information Security Policy published & Archive £ Edit
& My Tasks (5]
Top-level security policy approved by the board.
@ Policy Portal
© Labels
J= My Questionnaires
RISK . ) &
Owner Latest version Effective Next review
O RiskiManagerient Dana Whitcombe v2 2026-07-15 2027-07-11
. 5 Group: GRC Team published 2026-07-15 12:12 EDT every 12 months
Third Parties ¥ < y
‘i Incidents
COMPLIANCE Review frequency
Compliance every 12 months
B Policies
Audits Content  Versions (2) Approvals (2) Reviews Exceptions (1) Comments  Attachments History = Compliance (2) Portal & acknowle
3 Evidence
Approval requests -+ Submit version 3 for approval (® Record outside approval ™, Upload new version
Assessments
8 Account Reviews v2 approved requested by Priya Raman on 2026-07-12 06:33 EDT decided by Dana Whitcombe on 2026-07-14 11:19 EDT
< Awareness Annual refresh: MFA requirement and risk appetite added
Projects
vl approved
RRINACY approved outside the app, effective 2025-08-15: Approved by the Board of Directors, Raymond Ashworth, Chief Executive Officer; Policy owner, Dana
B Data Privacy Whitcombe, Chief Information Security Officer (Board minutes 2025-Q3, item 6). Recorded by Dana Whitcombe on 2025-08-12 06:31 EDT.
Ll Reports
O o~ _aar

Figure 5.5. The Approvals tab of a policy whose first version was approved by the board outside the app and
whose second version was approved in the app.
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Record outside approval

For an approval made outside this tool (a board, a document-approval process). Enter the
effective date and signatories as the document states them. Version 2 is published, and the
record names the signatories as approvers and you as the person who recorded it
Effective date
10/19/2026 [m]
Signatories
Signed as, e.g. Board of [ Name Title (optional) 0]
<+ Add signatory
Reference (optional)

e.g. Board minutes, 12 Mar 2026

Cancel Record and publish

Figure 5.6. The Record outside approval dialog, with the effective date, signatory rows and reference.

5.5.5 Uploading a reissued document

When a controlled document is reissued, upload it as the next version instead of pasting its text. This is
an outside approval too, so it needs the same setting and rights; without them the button and the
dashboard upload link do not appear.

1. On the Approvals tab, click Upload new version. Alternatively, use the upload button beside the
policy on the Out-of-date documents dashboard widget, which opens the same dialog.

2. Under Document, choose the file: .docx , .pdf, .md or .txt, upto 25 MB. A Word
document's body text is read paragraph by paragraph, and a PDF's text page by page, so a PDF's
running headers and footers appear on each page; formatting and images are not kept in the
content. A scanned PDF has no text to read and is refused; upload the Word document or a PDF
saved from it.

3. Enter the Effective date. The signatories start as those of the current version; change them if the
reissue was signed by others. Add a Reference if there is one.

4. Click Upload and publish.

The document's text replaces the working content, the file is attached to the policy, and the next
version is published as an outside approval (see above), all in one step: if any part fails, nothing changes
and the file is not kept. In the Versions tab that version gets a Source document button that downloads
the file as uploaded. A file of another type, one with no text, or one whose text is longer than the
200,000 characters a policy holds, is refused and nothing changes.

5.5.6 Unpublished changes

Editing the content of a published policy, or restoring an older version into the working copy, moves the
policy back to Draft. The header then shows an amber Unpublished changes badge and a banner
explaining that the working content differs from the last published version and must be submitted for
approval and published again before it takes effect. The published snapshot itself is not modified; the
Policy Portal and readers of the current version keep seeing it until the new version is published.
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5.6 Versions tab

Every published snapshot is listed here, newest first, with its version number, change note, author and
date; the newest carries a "latest" badge. Each version offers three icon buttons:

¢ View content: a read-only dialog showing that snapshot's content.

e Restore into working draft: after you confirm, copies the snapshot's content into the working
copy and puts the policy into Draft (an archived policy stays archived). The restored change must
be approved and published before it takes effect.

e Download PDF: a PDF of that exact version, styled like the Content-tab PDF, with the version
number in the header and footer.

A version published by upload also has Source document, which downloads the uploaded file.

TraxrGRC Policies > POL-02 Acceptable Use and Rules of Behavior @ Help @ Morgan Ellery
o8 . :
st Dashboard POL-02 Acceptable Use and Rules of Behavior published & Archive  / Edit
& My Tasks o
Rules of behavior every user acknowledges before access and with each new version.
A Policy Portal
© Labels

= My Questionnaires
RISK

Owner Latest version Effective Next review
O Risk Management Priya Raman va 2026-09-25 2027-09-19
it Parties Group: GRC Team ;[n[;.;hsnm 2026-09-25 12:48 every 12 months
@ Incidents
COMPLIANCE

Review frequency
Compliance
every 12 months

B Policies
B Audits r X : %
Content Versions (3) Approvals (3) Reviews Exceptions (0) Comments Attachments History Compliance (3) Portal & acknowle

3 Evidence

Assessments

[«

v3 latest Al assistant rule added. Priya Raman - 2026-09-25 12:48 EDT ® O

2 Account Reviews

[«

< Awareness v2 Security key rules added. Priya Raman - 2025-12-13 11:10 EST ® O

[ Projects

[«

v1 First issue. Priya Raman - 2025-08-05 12:20 EDT ® O
PRIVACY

B Data Privacy

L Reports

Figure 5.7. The Versions tab of a policy with three published versions, each with its change note and the view,
restore and download buttons.

5.7 Reviews tab

Reviews are the recurring check that a policy is still accurate and being followed. The tab has two
sections: Upcoming reviews and History.

Completing a review:
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1. Under Upcoming reviews, click Complete review on the due entry. Past-due dates are shown in
red.

2. In the dialog, choose the Result (Approved or Changes required) and add optional Notes.

3. Click Complete review.

Publishing a policy schedules its first review one review interval after the version takes effect, unless a
review is already scheduled, so every published policy has a Next review date. A review is overdue once
that date has passed on a published policy; drafts and archived policies are never overdue. The policy
list, the dashboard, My Tasks, compliance evidence and the Al assistant all use this rule.

The review is stamped with the completion time, the result and your name, and moves into the History
section. Completing a review automatically schedules the next one at the policy's review frequency
(counted from the completion date) and updates the Next review date on the policy and in the list.
Completing a review also writes an audit log entry.

Result Meaning Badge

color
Approved The policy is still accurate. Green
Changes The review found changes to make; edit the content and take it Amber
required through approval.

Ad-hoc reviews:

1. Click Add review.
2. In the Schedule review dialog, pick a Scheduled date.
3. Click Schedule review.

This inserts an extra review without completing one. The policy's Next review date is set to the earliest
incomplete review.

Changing the review frequency (via Edit) re-anchors the schedule: the next review date is
recomputed from the last completed review (or the policy's creation date if none) plus the new
frequency, and all incomplete reviews move to that new date.

A daily background sweep emails the policy owner when a review is due soon or overdue, according to
the notification settings (see Administration & Settings).
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TraxrGRC Policies > POL-03 Access Control Palicy ® Help @ Morgan Ellery

og " 5
=i Dashboard POL-03 Access Control Policy published & Archive Edit
& My Tasks (o]
Account management, least privilege, authentication and access reviews.
D Policy Portal
© Labels

= My Questionnaires
RISK y : :

Owner Latest version Effective Next review
© Risk Management Lena Haverkamp v 2025-08-14 2026-09-29

Group: Security Engineering published 2025-09-14 12:40 EDT overdue

Third Parties every 12 months
T Incidents
COMPLIANCE
. Review frequency
Compliance
every 12 months
B Policies
Audits : . ) . )
Content Versions (1) Approvals (1) Reviews Exceptions (0) Comments Attachments History Compliance (2) Portal & acknowle
(3 Evidence
Assessments Upcoming reviews + Add review
2 Account Reviews
2026-09-29 © Complete review
<= Awareness
[ Projects History

PRIVACY

d  2025-09-29 11:55 EDT by Priya R
8 Data Privacy sppraved | .2025:09-29 11:55 by Priya Raman

Initial review after publication.

Ll Reports

Figure 5.8. The Reviews tab of a policy whose review is overdue, with the past-due date in red and a
completed review in History.

5.8 Exceptions

Exceptions document a time-boxed acceptance of a deviation from a policy, for example a team running
an unsupported system until a migration finishes.

1. Go to the Exceptions tab and click Request exception.
2. Complete the dialog:

Field What it means
Title Short name for the exception (required).

Description  What is being accepted, and why (required).

Owner The user responsible for the exception.

Approver The user expected to decide it. Leave it as None to let anyone with the Review right
decide.

Expires at The date the exception ends (required).
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3. Click Request exception.

The exception is created with the status Requested (amber). While it is requested and not yet expired it
can be decided with Approve or Reject on its card.

Exceptions follow a separation of duties:

e The person who requested an exception can never approve or reject it, administrators included,
unless an administrator has relaxed separation of duties (see Sessions under Settings). A decision
made that way carries a Self-approved or Self-decided badge.

e When the request names an approver, only that person (who must be able to see the policy) or an
administrator can decide it.

e When it names none, deciding needs the Review right on Policies ( policies: review ).

e You cannot name yourself as the approver of your own request.

The exception card shows the description, the owner, the designated approver, who requested it and
who decided it; the Approve and Reject buttons appear only for someone allowed to decide. The
decision is recorded with who made it and when. Statuses:

Status Meaning Badge color
Requested Awaiting a decision. Amber
Approved The acceptance is in force. Green
Rejected The request was declined. Red

Expired Past its expiry date; computed automatically. Gray

"Expired" is dynamic: the stored status stays Approved or Requested, but once the expiry date passes
the card displays an expired gray badge and the Approve/Reject buttons no longer appear. A daily
background sweep emails the exception owner (or the policy owner) when an exception is about to
expire, per the notification settings.
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TraxrGRC

88 Dashboard

& My Tasks

D Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

‘@ Incidents
COMPLIANCE
Compliance

B Policies

B Audits

[ Evidence
Assessments

& Account Reviews
= Awareness

[ Projects

PRIVACY

8 Data Privacy

Lt Reports

& Settings

< Collapse

Policies > POL-14 Data Retention and Deletion Schedule

POL-14 Data Retention and Deletion Schedule published

How long each category of data is kept and how it is deleted.

© Labels

Owner

Sofia Brennan
Group: Privacy Office

Review frequency

every 12 months

Content Versions (1)

Exceptions

Latest version

vl
published 2025-10-19 12:35 EDT

Reviews  Exceptions (2)

Keep support tickets for 5 years for one federal customer rejected

Customer contract asks for 5 years.

Owner: Priya Raman  Approver: Dana Whitcombe

Keep 2024 resident appointment data for the billing dispute

expired

Effective

2025-10-19

Raymond Ashworth, Chief
Exe ve Officer
Vhitcombe, Chief
Information Security Officer

Comments Attachments History

expires 2027-08-15

Requested by: Priya Raman Decided by: Dana Whitcombe

expires 2026-10-10

Northgate asked us to hold appointment records relevant to a billing dispute until it is settled.

Owner: Priya Raman  Approver: Dana Whitcombe

Requested by: Priya Raman  Decided by: Dana Whitcombe

® Help @ Morgan Ellery

T Archive / Edit

Next review

2027-10-09

every 12 months

Compliance (2) Portal & acknowle:

+ Request exception

Figure 5.9. The Exceptions tab with an expired exception and a rejected one, each showing its owner,
approver, requester and decider.

5.9 Archive and reactivate

e Click Archive to retire a draft or published policy. Archived policies cannot be submitted for
approval, published or put on the Policy Portal, no longer appear as overdue, and are excluded
from review and exception reminder emails. Their acknowledgement requests show as Closed.

¢ Click Reactivate on an archived policy to bring it back as a Draft, ready for the approval and
publish cycle again.

Both transitions are recorded in the audit log.

510 Comments, Attachments, History and Custom Fields

e Comments: a discussion thread on the policy. Available to anyone who can update the policy.

e Attachments: upload supporting files (for example signed approvals or annexes). Available to
anyone who can update the policy. Documents uploaded as new versions appear here too.

e History: the last 100 audit entries for this policy. Each entry shows the action, who performed it,
when, and which fields changed. Actions include create, update (also used for archive and
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reactivate), submit-for-approval, approve, reject, withdraw-approval, publish, record-external-
approval, restore, review, portal-publish, portal-unpublish, request-acknowledgement,
acknowledgement-due-date, close-acknowledgement, delete-acknowledgement-request and
delete. Exception decisions and individual acknowledgements are recorded against their own
records and appear in the administrator's audit log, not on this tab.

e Custom Fields: the Custom Fields tab, last in the row, holds administrator-defined extra fields for
policies (see Administration & Settings).

5.11 Policy portal and acknowledgements

The Policy Portal (sidebar, under Dashboard) is where every signed-in user, whatever their role, reads
the policies in force and acknowledges the ones they are asked to (for example PL-4 rules of behavior).
Nothing is on the portal until someone puts it there, policy by policy.

5.11.1 What the portal shows
The portal home page has up to three sections:

¢ Policies to acknowledge: the policies you are asked to acknowledge, with the version and the
due date ("Due ...", or in red "Overdue, was due ..."), and an Acknowledge button that opens the
policy at its acknowledgment. When there is nothing to do it reads "Nothing to acknowledge right
now."

e Policies: every policy on the portal, with its title and description, version and effective date. Type
in the search box and click Search to match titles and descriptions.

e My acknowledgements: the policies and versions you have acknowledged, with the time of each.

Click a policy to open it. The page shows the title, the version number and effective date, the
description, a PDF button for that version and, when the version came from an uploaded document, a
button carrying the source document's file name, followed by the policy text. It never shows the
working draft, earlier versions, approvals, signatories, reviews, exceptions, owners, comments or other
attachments. A policy that is archived, was never published, or is not on the portal answers "Page not
found" to staff. When a published policy is edited (and so back in draft), the portal keeps showing the
last published version until the next one is published.
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TraxrGRC Policy Portal

£ My Tasks (3] Policy Portal

0 Policy Portal The organization's policies in force, for everyone to read.
COMPLIANCE

5 Aatenass Policies to acknowledge

Read each policy and confirm you have read it by its due date

POL-02 Acceptable Use and Rules of Behavior (version 3)

Policies

Search titles and descriptions

Policy

POL-01 Information Security Policy
Top-level security policy approved by the board

POL-02 Acceptable Use and Rules of Behavior

Search

Rules of behavior every user acknowledges before access and with each new version.

POL-03 Access Control Policy

Account management, least privilege, authentication and access reviews

POL-04 Incident Response Plan

How security incidents and personal data breaches are detected, handled and reported

POL-05 Data Protection Policy

How Quillmont meets the GDPR as a controller for its own data and as a processor for EU utilities.

POL-11 Remote Work Policy

Working from home and while traveling.

POL-13 Secure Development Standard
Security requirements across the FieldDesk development lifecycle.

POL-14 Data Retention and Deletion Schedule
How long each category of data is kept and how it is deleted.

My acknowledgements
POL-05 Data Protection Policy (version 1)
POL-02 Acceptable Use and Rules of Behavior (version 2)

< Collapse

@

Help o Jordan Pike

Due 2026-10-28 [ECIGIELTT

Version

Effective

2026-07-15

2026-09-25

2025-09-14

2025-10-04

2025-09-19

2025-09-24

2025-11-23

2025-10-19

2026-10-09 14:46 CDT

2026-01-07 13:11 CST

Figure 5.10. The Policy Portal as a staff member sees it: one policy to acknowledge, the policies on the portal

and the acknowledgements already given.

5.11.2 Acknowledging a policy

When you are asked to acknowledge a policy:

1. Open it from Policies to acknowledge on the portal, your dashboard or My profile, or from the

link in the email.

2. Read the policy. A note at the top links to the acknowledgment, and the panel below the text says
which version you are asked to acknowledge and by when.

3. Tick the attestation checkbox in that panel.
4. Click Acknowledge.

The panel is replaced by "You acknowledged version N on ...".
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Purpose

* Explain what every user may and may not do with Quillmont systems and customer data. These are the rules of behavior for FieldDesk (NIST SP
800-53 PL-4).

Scope

* Everyone with a Quillmont account, including contractors.

You must

* Use only company-managed devices for company work and keep them locked when unattended.

Keep customer data inside FieldDesk and approved tools; never in personal email or storage.

.

Report lost devices, suspected phishing and security incidents straight away.

Use your security key for every sign-in that asks for it; never approve a sign-in you did not start.

* Use only approved Al assistants, and never paste customer or resident data into them.

You must not

* Share accounts, passwords or security keys.
s Access customer or resident records without a work reason linked to a ticket or work order.

* |nstall unapproved software or disable security tooling.

Consequences

* Breaches of these rules may lead to removal of access and disciplinary action.
Acknowledge version 3 of this policy by 2026-10-28. Confirm once you have read the policy above.

(J 1 have read and will follow the Rules of Behavior, including the rule on Al assistants.

< Collapse

Figure 5.11. The acknowledgment panel below a policy's text on the portal: the due date, the attestation
checkbox and the Acknowledge button.

5.11.3 Putting a policy on the portal

1. Open the policy and choose the Portal & acknowledgements tab.
2. Under Policy portal, click Publish to the portal.

The badge changes from "Not on the portal" to "On the portal", and a View on the portal link appears.
Take off the portal reverses it. Both need policies:update and policies:review on the policy,
since putting it on the portal discloses the text to everyone, and the policy needs a published version
and must not be archived. A policy cannot be taken off while one of its acknowledgement requests is
active: close the request first. Both actions are recorded on the policy's history.

5.11.4 Asking for acknowledgement

Request acknowledgement on the same tab needs policies:update on the policy (so its owner or a
manager) and the policy on the portal. It asks for the current published version.

1. Under Acknowledgement requests, click Request acknowledgement.
2. Complete the dialog, "Request acknowledgement of version N":
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Field

Everyone (every
active user)

Users, Groups,

Roles

Due date

Attestation
(optional)

What it means

Every active user, including people who join later.

When Everyone is off: any mix of named users, members of the groups, and
members of groups carrying the roles. Membership is read live, so someone
added to a group later is asked too.

A calendar date, 30 days ahead by default; the request is overdue from the next
day. It cannot be in the past.

What each person ticks to confirm, for example "I have read and will comply
with the rules of behavior". Left blank, they confirm "I have read and
understood this policy."

3. Click Send request.

Each person asked gets an email with a link, a reminder in the week before the due date and one notice
once it has passed (never within a day of the first email; each once per due date). Deactivated accounts
are left out. The request appears for them under Policies to acknowledge on the portal, their
dashboard and My profile.

Request acknowledgement of version 1

Each person is emailed a link to the policy on the portal, reminded in the week before the due
date and told once if it passes. Deactivated accounts are left out.

Everyone (every active user)

Users Groups Roles
O Administrator (install- () All Staff () Auditor
admin@example.com) () Data Liaisons () control Owner
O Amara Nwosu (7) Engineering Leadership (1) Data Liaison

(amara.nwosu@quillmont

Arjun Mehta
(arjun.mehta@quillmont.e

() GRC Team () GRC Manager
Infrastructure & () Privacy Officer
)

e b=
Due date

11/18/2026 O

Attestation (optional)
| have read and understood this policy.
“

What each person confirms, for example "I have read and will comply with...". Left blank, they confirm "I have
read and understood this policy."

Cancel

Figure 5.12. The Request acknowledgement dialog, with the audience choices, the due date and the

attestation.
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5.11.5 What is recorded

Each acknowledgement stores the person, the request, the policy version, the SHA-256 of that
version's text, the attestation text they confirmed and the time (stored in UTC, shown in each viewer's
zone). It is written once, never changed or deleted, and audited. One acknowledgement per person per
version: someone asked twice for the same version acknowledges once. If the text they were shown is
no longer the version the request is for, the acknowledgement is refused and they are asked to reload.

5.11.6 Managing requests

Requests are listed on the tab with the version, audience, due date, state (Request column), progress
(Acknowledged column, for example "3 of 40", with how many are overdue and how many
acknowledged but are no longer in the audience) and who requested it and when.

State Meaning Badge
color

Active Takes acknowledgements and sends reminders. Green

Superseded A newer version has been published since; it no longer takes Amber

acknowledgements or sends reminders.

Closed Someone closed it, or the policy was archived. Gray

On an active or superseded request:

e Due date opens an inline date field; change it and click Save.
e Close closes the request.

A request nobody has acknowledged through also has Delete.

A new version. Publishing a new version does not ask anyone again by default: earlier
acknowledgements stay as evidence for the version they were given for, and open requests become
Superseded. To ask for the new version, click Ask again for version N on the earlier request: the dialog
opens with its audience and attestation, ready to send with a new due date.

People who leave. Deactivated accounts drop out of the audience and the outstanding and overdue
counts; their acknowledgements stay and are listed (marked "(deactivated)", or "No longer in the
audience" for someone who left a group). A user who has acknowledged a policy cannot be deleted,
only deactivated, and a policy with acknowledgements cannot be deleted, only archived.

5.11.7 Completion and evidence

The Completion table on the tab lists everyone asked and everyone who acknowledged. Use the
Request selector to show one request or All requests. Columns:
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Column

Name

Email

Version

Due

Status
Acknowledged

Content hash

What it shows

The person, marked "(deactivated)" or "No longer in the audience" where
applicable.

Their email address.

The version they were asked to acknowledge.

The request's due date.

Acknowledged (green), Outstanding (gray) or Overdue (red).
The time they acknowledged, in your time zone.

The first characters of the SHA-256 of the text they acknowledged; hover for the
full hash.

Filter by status, search by name or email, and export it to CSV. It needs policies:read on the policy.
For a view across policies, and to email it on a schedule, use the Policy Acknowledgements report in
the Report Center. A notification rule on Deadline approaching or Deadline overdue for Policy records
also fires for requests with people still to acknowledge (see Notification rules).
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TraxrGRC

88 Dashboard

& My Tasks

[ Policy Portal

Y= My Questionnaires
RISK

@ Risk Management
Third Parties

4@ Incidents
COMPLIANCE

[ Compliance

B Policies

B Audits

Evidence

[@ Assessments
2 Account Reviews
= Awareness

[ Projects
PRIVACY

B Data Privacy

Lh Reports

8 Settings

Policies >

POL-02 Acceptable Use and Rules of Behavior

POL-02 Acceptable Use and Rules of Behavior

published

Rules of behavior every user acknowledges before access and with each new version.

© Labels

Owner

Priya Raman
Group: GRC Team

Review frequency

every 12 months

Content  Versions (3)

Policy portal

Latest version Effective
v3 2026-09-25
published 2026-09-25 12:48
EDT
Approvals (3) Reviews  Exceptions (0) Comments

Attachments

® Help qa Morgan Ellery

T Archive

£ Edit

Next review

2027-09-19

every 12 months

History = Compliance (3) Portal & acknowle

On the portal, every signed-in user can read the latest published version, its PDF and its source document. Drafts, earlier versions, approvals,
reviews and exceptions are never shown there.

On the portal

Take off the portal

Acknowledgement requests

Each acknowledgement is kept for the version it was given for. Publishing a new version supersedes open requests;

View on the portal

ask again for the new version when it should be acknowledged.

Version Audience

3 Everyone

2 Everyone

Completion

Due Request Acknowledged Requested
2026-09-29 05:20

2UL6~10) Active 16 of 27 EDT

28 by Priya Raman
2025-12-18 04:35

2026-01 Sinersoded 24 of 27 (3 EST

17 overdue) by Priya Raman

+ Regquest acknowledgement

E'(:‘) Due date

® Close

fS Due date ® Close

> Ask again for version 3

Everyone asked (active accounts) and everyone who acknowledged, with the time in your zone and the SHA-256 of the text they acknowledged.
Export to CSV for evidence.

Request Version 3,

Search...

Name

Administrator

Amara Nwosu

Arjun Mehta

Bianca Holm

due 2026-10-28 (Active) v

= Filters &, Export CSV [1 Saved [ Columns
Email Version Due Status Acknowledged Content hash
install-admin@example.com 3 2226-10- Outstanding
amara.nwosu@quillmont.example 3 2226710' Outstanding
arjun.mehta@quillmont.example 3 2226_10_ Acknowledged égiﬁ—‘lwos 2216 3372be65514a..
bianca.holm@quillmont.example 3 2226-10- Outstanding

Figure 5.13. The Portal & acknowledgements tab: the policy on the portal, an active request and a superseded
one with Ask again, and the completion table.

5.12 Deleting a policy

1. Open More actions (...) in the header and click Delete.
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2. Confirm with Delete in the "Delete policy?" dialog.

Warning: Deleting a policy permanently removes it together with its versions, approvals, reviews,
exceptions, acknowledgement requests nobody answered, comments, attachments and custom-
field values. This cannot be undone.

A policy that anyone has acknowledged cannot be deleted; archive it instead.

5.13 Who can do what

Access is controlled by the policies module rights (see Administration & Settings):
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Action
View the list and a policy
Create a policy

Edit metadata or content, submit for approval, decide
approvals, publish, restore versions, complete or
schedule reviews, request exceptions,
archive/reactivate, comment, attach files

Decide an exception that names no approver (never one
you requested)

Decide an exception that names you as approver (never
one you requested)

Record an outside approval or upload a new version

Delete a policy

Read the Policy Portal and acknowledge what you are
asked to

Put a policy on the portal or take it off

Request acknowledgement, change a request's due
date, close or delete it

See a policy's requests and completion

See the Compliance tab

Administrators bypass these checks, except that they too cannot decide an exception they requested

while separation of duties is enforced.
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Permission needed
policies:read
policies:create

policies:update ; at the own level
you must be the owner or in the owner
group

policies:review

policies:read on the policy

policies:update and
policies:review , with Settings =
Policies - Allow recording outside
approvals on

policies:delete ; at the own level
you must be the owner or in the owner
group

Signed in; no policies right needed

policies:update and

policies:review on the policy

policies:update on the policy

policies:read on the policy

compliance:read
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CHAPTER 6

Third-Party Management

Third parties are the external organizations your business depends on or serves (vendors, partners and

customers) and the risks they introduce. GRC Platform keeps a register of these organizations with their
key contacts, links them to the risks they give rise to, tracks each vendor's data protection position as a
processor (data processing agreement, sub-processors and transfer impact assessments), and records
the full history of changes.

Vendor managers and procurement teams maintain the register; risk owners link vendor risks to it; the
privacy team and DPO use its data protection tab. This chapter covers the Third Parties area (sidebar,

under Risk).

6.1 The register

Open Third Parties from the navigation. One row per organization:

Column

Name

Type

Status

Data protection
Owner
Contacts

Open risks
Created

Labels

What it shows

The organization's name. Click it to open the record.

Vendor (blue), Partner (purple), Customer (teal) or Other (gray). Filterable.
Active (green), Offboarding (amber) or Terminated (gray). Filterable.

Flags that need attention (see below). Empty when nothing needs attention.
The owning user, or the owning group if no user is set.

How many contacts are recorded.

How many linked risks currently have the Open status.

When the record was created.

The third party's labels. Filter by typing part of a label name.

The Data protection column shows only the states that need attention:
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Flag Meaning

DPA missing (red) The data processing agreement is required but not started, or still in
negotiation.

DPA expiring A signed DPA expires within 60 days.

(amber)

DPA expired (red) A signed DPA's expiry date has passed.

TIA review due At least one transfer impact assessment is due for review within 30 days or
(amber) is overdue.

Use the filter box to search names, descriptions and websites, and the Type and Status filters to narrow
the list. You can sort by name, type, status, owner and creation date. Third parties can also be created
and updated in bulk with Import (see Importing from CSV in Getting Started).

TraxrGRC Third Parties ® Help @ Morgan Ellery
ge
3 My Tasks e
Search... = Filters &, Export CSV [Q Saved [0 Columns
@ Policy Portal
=M " - Open
= My Questionnaires Name Type Status Data protection Owner Contacts sk Created Labels
i S
RISK
2 T 2025-05-17 -
Northbeam Cloud Services vendor active omas 2 1 0‘ 5-0 . §u|
® Risk Management Okafor 10:40 EDT Lic)
Third Parties : . . g 4 . 2025-07-16
Sentinel Ridge Security vendor active Arjun Mehta 1 4] 10°40 EDT
T Incidents
; DPA expiring Rhea 2025-08-15
d t
COMPLIANCE Halyafd Hiclotd Sl R TIA review due Castellano 1 0 10:10 EDT
Compliance
. ! 2025-09-04
Ledgerline Payroll vendor active Grace Mbeki 1 il -
B Policies 10:50 EDT
B Audits : DPA expired Keniji 2025-06-26
Te llate S rt Desk vendor active 1
SEselataolpporkres TIA review due Arakawa g 10:00 EDT
[ Evidence
. . . DPA missing Owen 2026-02-01 eu-
Bright: | Messagin d t 1 2 (]
B Assessments sl bl paleat NS TIA review due Gallagher 09:20 EST data
2 Account Reviews
. s i 2025-02-26
Corvane Analytics vendor offboarding DPA expired Nadia Petrov 1 0 5
= Awareness 09:00 EST
@ Projects gz:_l\:li?:s-rrans'atmn vendor terminated Declan Shaw ol 0 522562‘;’;7
PRIVACY
2 5 Lena 2025-12-23
@ Data Privacy Kestrel Assurance vendor active DPA missing Haverkamp al 0 09:00 EST
2024-11-18
A t ti
Ll Reports Ostrander & Vale LLP partner active Isabel Duarte 1 0 09:40 EST
D ~oaaio o

Figure 6.1. The third-party register, with type and status badges and data protection flags for missing, expiring
and expired DPAs and TIA reviews due.

6.2 Creating a third party

1. Click New third party.
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2. Complete the dialog:

Field What it means

Name The organization's name (required; must be unique).

Description Optional background.

Type Vendor, Partner, Customer or Other; defaults to Vendor.

Website Optional; must be a valid http:// or https:// address when filled in.
Owner The user responsible for the record. Both owner fields are optional.
Owner group The group responsible for the record.

3. Click Create third party.

The new record starts with the status Active. To change the status later, click Edit: the Edit dialog adds
a Status field with the three values. Click Save changes to save. Status changes are saved with the
rest of the record and are recorded in the audit log.

New third party

Vendors, partners and customers you track
Name

e.g. CloudHost Inc.

Description

Type Website
Vendor v https://example.com
Owner Owner group
None ¥ None v

Cancel

Figure 6.2. The New third party dialog, with the name, description, type, website and owner fields.

Status Meaning
Active The relationship is current.
Offboarding  The relationship is ending.

Terminated The relationship has ended. Terminated vendors get no DPA or TIA reminder emails.
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6.3 The detail page

The header shows the name, type and status badges, the website as a link when one is set, the
description and the Labels picker (see Labels in Getting Started; attaching needs thirdParties:update on
the record), followed by the Edit button and the More actions menu (...) holding Delete. Four cards
summarize the owner (with the owner group), the number of contacts, the number of open risks and the
creation date.

One row of tabs covers the rest of the page:

e Contacts, Risks, Comments, Attachments and History: the organization itself.
e Data protection: the vendor's data processing agreement, sub-processors and transfer impact

assessments.
e Custom Fields: administrator-defined extra fields for third parties (see Administration &
Settings).
TraxrGRC Third Parties > Northbeam Cloud Services ® Help @ Morgan Ellery
88 Dashboard Northbeam Cloud Services vendor  active northbeam example
& My Tasks o Infrastructure-as-a-service provider hosting both FieldDesk regions (US government region and Irish region). FedRAMP High authorized; 1ISO 27001
certified.
@ Policy Portal O CEEaE
2= My Questionnaires
Z Edit
RISK
@ Risk Management
Owner Contacts Open risks Created
ThirdEartles Tomas Okafor 2 1 2025-05-17 10:40 EDT
) Group: Procurement
@ Incidents
COMPLIANCE

Compliance Contacts (2) Risks Comments Attachments History Assurance reports (3) Data protection Custom Fields

B Policies

Contacts + Add contact
B Audits
(3 Evidence Name Email Phone Role Primary
[ Assessments Helena Brandt helena.brandt@northbeam.example +1555 0100 Technical account manager Primary £
O, Ri i,
=¥ [HosouNtReyiews Sam Okoro assurance@northbeam.example - Security assurance desk - g W

= Awareness
[ Projects

PRIVACY

B Data Privacy

L Reports

Figure 6.3. A vendor's detail page: the header with type and status badges and website, the summary cards,
and the Contacts tab with the primary contact marked.

6.3.1 Contacts tab

The tab label shows the number of contacts. The contacts table lists each person's name, email, phone,
role and whether they are the Primary contact (blue badge).
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To add a contact:

1. Click Add contact.
2. Complete the dialog: Name (required), Email, Phone, Role, and the Primary contact checkbox.
3. Click Add contact.

To change a contact, click the pencil icon on its row, edit the fields and click Save changes. To remove
one, click the bin icon and confirm with Remove.

Only one contact can be primary: marking a contact as primary automatically clears the flag on every
other contact, both when adding and when editing. If you remove the primary contact, the record is left
without one; nothing is promoted automatically. The Remove contact? confirmation reminds you of
this. Adding, editing and removing contacts are written to the audit log.

6.3.2 Risks tab

This tab lists the risks from the Third-party classification that are linked to the organization: the vendor
risks you track. The table shows each risk's title (linking to the risk register), inherent and residual score
chips, status, owner and next review date.

Attaching arisk:

1. Click Attach risk. The button appears only when at least one risk in the Third-party classification
is not yet linked to any organization. If it is missing, create the risk in the risk register first (see
Risk Management).

2. In the dialog, choose the Risk and click Attach risk.

The risk stays in the risk register; attaching only creates the link. You need update access to the risk
itself for the attach to succeed.

Detaching a risk: click Detach on the row and confirm with Detach. The link is removed; the risk itself
stays in the register. Detaching is also audited.
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TraxrGRC Third Parties > Brightsignal Messaging ® Help @ Morgan Ellery

og s o o
st Dashboard Brightsignal Messaging vendor  active  brightsignal.example £ Edit
& My Tasks e SMS and email gateway used to send appointment reminders to residents on behalf of EU utility customers.

© eeu-data

M Policy Portal

7= My Questionnaires

Owner Contacts Open risks Created
RISK

Owen Gallagher 1 2 2026-02-0109:20 EST
@ Risk Management Group: Procurement

Third Parties

4 Incidents Contacts (1) Risks Comments  Attachments History  Assurance reports (0) Data protection Custom Fields

COMPLIANCE . faerarey , !
Risks from the Third-party classification linked to this vendor. Attach an existing risk to track it here, or create a new risk in the risk register.

Compliance

. Search... = Filters &, Export CSV [1 saved [ columns
B Policies
Audits Next
Title Inherent Residual Status Owner
review
(2 Evidence M ing vendor pr resi data without a signed m m hen Owen 2026-11-13 5 Dtach
DPA High High Gallagher o
Assessments
4 Messaging vendor's breach notice period exceeds our Owen 3
@ Account Reviews open 2027-10-19 22 Detach
- contractual 24 hours m m & Gallagher &
<= Awareness
2 rows - page 10of 1 25 /page v 4 >
[ Projects
PRIVACY

B Data Privacy

Ll Reports

Figure 6.4. The Risks tab of a vendor, listing the linked third-party risks with their inherent and residual scores,
status, owner, next review date and Detach button.

6.3.3 Comments, Attachments and History

e Comments: a discussion thread on the record, available to anyone who can update it.

e Attachments: supporting files such as contracts or due-diligence reports, available to anyone
who can update the record.

e History: the last 100 audit entries for this record (create, update, attach-risk, detach-risk,
delete), each showing the action, actor, time and changed fields. Status and DPA changes appear
as update entries; adding or removing a sub-processor appears as a create or delete entry with
"subProcessor" as the changed field. Contact changes and transfer impact assessment changes
are recorded against their own records and appear in the administrator's audit log, not on this tab.

6.4 Data protection

The Data protection tab, after History, covers the vendor as a processor of personal data. It has up to
four sections. Everything on it needs thirdParties:update on the vendor to change; without it the
tab is read-only.
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TraxrGRC Third Parties > Halyard HR Cloud ® Help @ Morgan Ellery

ge
88 Dashboard Halyard HR Cloud vendor active halyardhr.example ¢ Edit
& My Tasks e HR information system for employee records, onboarding and leave, hosted in Ireland.

© Labels

D Policy Portal

7= My Questionnaires

Owner Contacts Open risks Created
RISK

Rhea Castellano 1 0 2025-08-15 10:10 EDT
@ Risk Management Group: Procurement

Third Parties

Contacts (1) Risks Comments Attachments History Assurance reports (1) Data protection Custom Fields

il Incidents
COMPLIANCE
E) Compliance Data processing agreement  DPA expiring soon £ Edit
B Policies Status Signed Expires
Signed 2025-08-20 2026-10-31
B Audits
[ Evidence
[A Assessments Records of processing that name this vendor

S Account Reviews Employee HR records

<= Awareness

[ Projects
Sub-processors + Add sub-processor
PRIVACY
. Northbeam Cloud Services Hosting Ireland W
8 Data Privacy
Paywise Mail Transactional email  United States &
i Reports
i} Settings
Transfer impact assessments + Add assessment
United States  Standard contractual clauses  Adequate with supplementary measures Review overdue
assessed 2025-09-14, next review 2026-09-14, Sofia Brennan, cited by 1 transfer / @
Only names and work email reach the US email sub-processor; content encrypted in transit; SCCs module 3.
& Attachments (0) 2, Upload file
No attachments yet
< Collapse

Figure 6.5. The Data protection tab of a vendor whose DPA expires soon and whose transfer impact
assessment review is overdue, with the records of processing and sub-processors that name it.

6.4.1 Data processing agreement

The section heading carries a chip with the DPA's state, and the section shows the Status, Signed date

and Expires date.
To record the agreement:

1. Click Edit in the section.

2. In the Data processing agreement dialog, choose the Status, and enter the Signed date and,
optionally, Expires (optional).

3. Click Save.
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Status

Not assessed

Not required
Required, not started
In negotiation

Signed

The chip reads:

Chip

DPA not assessed (gray)

DPA not required (gray)

DPA missing (red)

DPA signed (green)

Meaning

Nobody has decided whether a DPA is needed.
The vendor processes no personal data for you.
A DPA is needed and work has not begun.
Terms are being agreed.

The DPA is in force. Needs the signed date; the expiry cannot be before it.

When

No status set.

Status Not required.

Required, not started, or In negotiation.

Signed, with no expiry or an expiry more than 60 days away.

DPA expiring soon (amber) Signed, expiring within 60 days.

DPA expired (red)

Signed, and the expiry date has passed.

The vendor's owner gets one email when a signed DPA enters the 60 days and one when it expires;
recording a new expiry date starts the cycle again. Terminated vendors are skipped.

Data processing agreement

The Article 28 contract with this vendor.
Status

Signed v
Signed Expires (optional)

07/06/2025 S 10/13/2026 B

Cancel Save

Figure 6.6. The Data processing agreement dialog, with the status, signed date and optional expiry date.

6.4.2 Records of processing that name this vendor

Lists the records of processing (see Data Privacy) that name this vendor as a processor, or "as sub-
processor". Each links to the record. The section is shown only if you have dataPrivacy:read .
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6.4.3 Sub-processors

Lists each company the vendor engages to process the data, with its service and country. A sub-
processor that also has its own third-party record links to it.

1. Click Add sub-processor.

2. Enter the Name (required), Service (optional) and Country (optional).

3. Optionally, under Also a third party here (optional), choose the matching third-party record. A
vendor cannot be its own sub-processor.

4. Click Add sub-processor.

Remove a sub-processor with the bin icon on its row.

6.4.4 Transfer impact assessments

Each assessment records whether a destination country's laws and practices let the transfer safeguard
work as intended. Each entry shows the country, the safeguard, the conclusion, a review chip when
needed, the assessed and next review dates, the owner, how many transfers in records of processing
cite it, the supplementary measures, and its own attachments for the full assessment.

To add an assessment:

1. Click Add assessment.
2. Complete the dialog:

Field What it means
Country The destination country (required).
Safeguard Adequacy decision, Standard contractual clauses, Binding corporate rules,

EU-US Data Privacy Framework, Derogation (Art. 49) or Other. Defaults to
Standard contractual clauses.

Conclusion Adequate protection, Adequate with supplementary measures, or Not
adequate.

Supplementary The measures the conclusion relies on. Required when the conclusion is

measures Adequate with supplementary measures.

Assessed The assessment date; defaults to today.

Next review When the assessment must be reviewed.

Owner The person responsible for the assessment.

3. Click Save assessment.
4. Attach the full assessment document to the entry once it is saved.
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Edit an assessment with its pencil icon, or delete it with its bin icon. Deleting an assessment leaves the
transfers that cited it in place without the link.

Review chip When
Review due soon (amber) The next review is within 30 days.
Review overdue (red) The next review date has passed.

The assessment's owner (or, without one, the vendor's owner) gets one email when the review comes
within 30 days and one when it is overdue; a new review date starts the cycle again. With the daily
digest on, these go in the digest and are still sent only once. Terminated vendors are skipped.

New transfer impact assessment

Whether the destination country's laws and practices let the safeguard work as
intended. Attach the full assessment once saved.

Country Safeguard
Standard contractual clauses v

Conclusion

Adequate protection v
Supplementary measures

4

Assessed Next review Owner

10/19/2026 [m] mm/dd/yyyy O None v

Cancel

Figure 6.7. The New transfer impact assessment dialog, with the country, safeguard, conclusion,
supplementary measures, dates and owner.

6.5 Deleting a third party

1. Open More actions (...) in the header and click Delete.
2. Confirm with Delete in the "Delete third party?" dialog.

Deleting removes the record together with its contacts, sub-processors, transfer impact assessments
(with their files), comments, attachments and labels. A record of processing that named the vendor first
moves on to its next processor. The delete is blocked while any risks are attached; the error tells you
how many risks must be detached first. Deleting a record cannot be undone.

6.6 Who can do what

Access is controlled by the thirdParties module rights (see Administration & Settings):
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Action
View the register and a record
Create a record

Edit a record (including status), add/edit/delete
contacts, change the Data protection tab,
comment, attach files

Delete a record

See the records of processing that name a vendor

Permission needed
thirdParties: read
thirdParties:create

thirdParties:update ; at the own level you
must be the owner or in the owner group

thirdParties:delete ; at the own level you
must be the owner or in the owner group

dataPrivacy: read

Attaching and detaching risks additionally require risks:update on the specific risk; at the own level
you must own that risk or belong to its group. The attach dialog only lists risks for users who also have

risks:read . Administrators bypass all checks.

TraxrGRC User Manual

163



CHAPTER 7

Incident Management

Incident Management is the record of security events that went wrong: a phishing campaign, a malware
infection, a lost laptop, a service outage. You file each incident under a classification, give it an owner,
link it to the affected asset or third party, and keep a full history from first report to resolution. Incidents
that involve personal data can be assessed as personal data breaches, with the GDPR 72-hour
notification clock and a log of who was told and when. Closed incidents keep their resolution, so the
record stays useful for trend reporting and the next audit.

The security operations team typically files and works incidents; the Data Protection Officer assesses
and tracks breaches; the CISO and auditors read the register.

7.1 Who can do what

Access to incidents is controlled by the incidents module rights. Administrators can do everything
regardless of role.

Action Permission

See the incidents list and detail pages incidents: read

Create an incident (New incident) incidents:create

Edit, close, reopen, assess a breach, log incidents:update , at the "all" level for every
notifications, comment, upload attachments, record or "own" for records you or your groups
edit custom fields own

Link records of processing to a breach incidents:update on the incident and

dataPrivacy:read

Delete an incident incidents:delete (all or own)
Manage the classification catalog incidents:update atthe "all" level
Import incidents from CSV incidents:create or incidents:update

A record is "yours" when you are listed as its owner or your group is the owner group. The
Classifications button appears only for users whose incidents:update rightis at the "all" level,
because the catalog is shared by every incident.
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7.2 Managing the classification catalog

Classifications are the categories incidents are filed under. The demo catalog, for example, holds
Phishing, Malware, Unauthorized access, Personal data breach, Service outage, Lost or stolen device
and Third-party incident.

. ogo . X
Incident classifications

The categories incidents are filed under. A classification in use cannot
be deleted

Name Sort

e.g. Data breach 0

Name Sort Incidents

Phishing 1 1 Z
Malware 2 2 7
Unauthorized access 3 3 7 W
Personal data breach 4 1 Z
Service outage 5 2 Z W
Lost or stolen device 6 1 Z W
Third-party incident 7 1 7 W

Figure 7.1. The Incident classifications dialog, listing each classification with its sort value and the number of
incidents filed under it.

1. Open Incidents in the navigation.

2. Click Classifications (top right). The Incident classifications dialog lists the catalog with the
Sort value and the number of Incidents filed under each classification.

3. To add one, type a Name and a Sort number and click Add. Classifications are ordered by sort
value, then name, everywhere they are listed.

4. To rename or re-order one, click the pencil icon in its row, change the Name or Sort value in the
Edit classification dialog, and click Save changes.

5. To remove oneg, click the trash icon and confirm with Delete.

A classification that is in use cannot be deleted. If any incident is filed under it, the delete fails with a
message saying how many incidents are classified with it. Reclassify those incidents first.

7.3 The incidents list

The Incidents page lists every incident you can read. Click a column heading to sort; the Classification
and Status columns have filter dropdowns.
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TraxrGRC

88 Dashboard

& My Tasks

07 Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

‘@ Incidents
COMPLIANCE
Compliance

B Policies

Audits

(3 Evidence
Assessments

2 Account Reviews
<= Awareness

[ Projects

PRIVACY

B Data Privacy

Ll Reports

Incidents

Incidents

Search...

Title

Invoice-themed
phishing campaign
against finance

Ransomware blocked
on a developer laptop

Credential stuffing
against the FieldDesk
sign-in page

FieldDesk EU API

outage after certificate

expiry

Resident appointment
export sent to the
wrong utility

Support engineer
opened residents’
records outside
assigned tickets

Encrypted laptop
stolen from a car

DDoS against the

markatina waheita

Classification

Phishing

Malware

Unauthorized
access

Service outage

Personal data
breach

Unauthorized
access

Lost or stolen
device

Service outage

Status

open

closed

closed

closed

closed

open

closed

closed

Owner

Arjun Mehta

Arjun Mehta

Lena
Haverkamp

Tomas
Okafor

Sofia
Brennan

Sofia
Brennan

Hana
Yoshida

Tomas
Nlafar

Asset

Corporate email
and collaboration
suite

Employee laptops

Customer identity
service

FieldDesk EU
region

FieldDesk EU
region

Support ticketing
system

Employee laptops

Marketing website

and farme

2, Import

= Filters

Third
party

Northgate
Regional
Water

® Help @ Morgan Ellery

&, Export CSV

Opened

2026-10-17
04:14 EDT

2026-07-20
04:37 EDT

2026-05-20
04:44 EDT

2026-09-08
04:47 EDT

2026-08-17
04:21EDT

2026-10-18
04:07 EDT

2026-09-28
04:27 EDT

2026-03-28

NABR ENT

©» Classifications + New incident

[ Ssaved M0 Columns

Closed Labels

2026-07-22
13:23 EDT

2026-05-
2213:30
EDT

2026-09-
08 13:47
EDT

2026-09-01
13:36 EDT

2026-09-
301313
EDT

2026-03-
28 13:55

Figure 7.2. The incidents list, showing open and closed incidents with their classification, owner, linked asset
or third party, and opened and closed dates.

Column

Title
Classification
Status
Owner

Asset

Third party
Opened
Closed

Labels

What it shows

The incident's title. Click it to open the incident.

The incident's category, or a dash. Filter by one classification.

open or closed (see below). Filter by status.

The owner user, or the owner group when no user is set.

The linked asset, or a dash.

The linked third party, or a dash.

When the incident was opened.

When the incident was closed, or a dash.

The incident's labels. Filter by typing part of a label name.

Incidents have two statuses, shown as colored badges:
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Status Badge Meaning
open Red The incident is being worked. New incidents start here.

closed Gray The incident was resolved; a resolution and closed date are recorded.

The Import button beside New incident creates or updates incidents in bulk from a CSV file (see
Importing from CSV under Getting Started). Personal data breach details are not imported.

7.4 Creating an incident
1. On the incidents list, click New incident.

2. Complete the dialog (only the title is required):

Field What it means
Title Short name for the incident, e.g. "Phishing campaign targeting finance".
Description Free text: what happened, the impact, the current state.

Classification Category from the catalog, or None.

Asset The affected asset from your asset register, or None.
Third party The third party involved, or None.
Owner The user responsible for handling the incident.

Owner group The group responsible; complements or replaces the owner user.

3. Click Create incident.
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New incident

Security incidents tracked from first report through resolution.
Title

e.g. Phishing campaign targeting finance

Description
%

Classification Asset

None hd None v
Third party Owner

None M None v
Owner group

None ¥

Cancel

Figure 7.3. The New incident dialog with its title, description, classification, asset, third party, owner and

owner group fields.

The incident is created with status open, and Opened is set to the current time. The creation is
recorded in the audit log and appears on the incident's History tab.

7.5 The incident detail page

Click an incident's title to open it.
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TraxrGRC Incidents > Invoice-themed phishing campaign against finance ® Help @ Morgan Ellery

og . s « . 3 o
=6 Dashboard Invoice-themed phishing campaign against finance open  Phishing
& My Tasks o Eleven finance and procurement staff received invoice-themed emails linking to a fake sign-in page. Two clicked; neither completed sign-in because the
security key prompt failed on the fake page.
[0 Policy Portal © Labels
7= My Questionnaires
© Close / Edit
RISK
@ Risk Management
Owner Opened Closed
Third Parties Arjun Mehta 2026-10-17 04:14 EDT -

Q Incident Group: Security Engineering
‘& Incidents

COMPLIANCE

Compliance

Asset
B Policies Corporate email and collaboration suite
B Audits
= Evidence (@ Assess as personal data breach

?] Assessments 5
" Comments  Attachments  History  Custom Fields

8¢ Account Reviews

Comments (2
= Awareness @

AM  Arjun Mehta 2 daysago i

[ Projects
Investigating: sender domain blocked, messages purged from all mailboxes. Checking sign-in logs for the two who clicked.
PRIVACY
AM  Arjun Mehta 1dayago i
8 Data Privacy No successful sign-ins from the phishing infrastructure. Keeping open until the MDR confirms no follow-up campaign.
L Reports Add a comment...
8 Settings
< Collapse 0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

Figure 7.4. An open incident's detail page: status and classification badges, the Close, Edit and Delete
buttons, the Owner, Opened and Closed cards, the linked asset, and the Assess as personal data breach
button.

The page shows:

e Header. The title, the status badge, a red Personal data breach badge when the incident is
marked as one, the classification badge, the description and the Labels picker (see Labels in
Getting Started; attaching needs incidents:update on the incident). The Close (or Reopen) and
Edit buttons and the More actions menu (..., with Delete) sit on the right; each appears only
when you hold the right to use it.

e Owner, Opened and Closed cards. The owner card also names the owner group when one is
set.

e Asset and Third party cards, when the incident is linked to either. The asset name opens the
asset register; the third party name opens that third party's page.

¢ The personal data breach section (see Personal data breaches below).

e Resolution card, on a closed incident.

e Comments, Attachments, History and Custom Fields tabs.
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7.6 Closing and reopening an incident
Closing records how the incident was resolved and stamps the closed date.

1. Open the incident and click Close.

2. In the Close incident dialog, write the Resolution: what fixed the incident, e.g. "Credentials
reset, EDR coverage verified". A resolution is required; the button stays disabled until you have
typed something.

3. Click Close incident.

b X
Close incident
Record how the incident was resolved. Closing stamps the closed date.

Resolution

e.g. Credentials reset, EDR coverage verified...

Cancel

Figure 7.5. The Close incident dialog, asking for the resolution before the incident can be closed.

The incident moves to closed, the Closed card shows the closing time, and the resolution appears in a

Resolution card. The close is recorded in the audit log.
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TraxrGRC

® Help @ Morgan Ellery

Incidents > Ransomware blocked on a developer laptop

ge
s Dashboard Ransomware blocked on a developer laptop closed  Malware © Reopen £ Edit
& My Tasks EDR isolated a laptop after a malicious installer for a fake developer tool began encrypting the home directory.

Labels
M Policy Portal ©
= My Questionnaires

Owner Opened Closed
RISK

Arjun Mehta 2026-07-20 04:37 EDT 2026-07-22 13:23 EDT

@ Risk Management
Third Parties

@ Incidents Asset

Employee laptops
COMPLIANCE

Compliance

() Assess as personal data breach
B Policies
Audits

Resolution

Evidence
& Laptop reimaged, credentials rotated, no spread found. Blocked the download site; added the tool to the approved software list.

Assessments

o, .
A Account Reviews Comments  Attachments History = Custom Fields

<= Awareness

—— Comments (0)

No comments yet.
PRIVACY

B Data Privacy Add a comment...

Ll Reports

L O SO 0/4000 - Write @ and a colleaaue's email (e.a. @iane@examole.com) to mention them

Figure 7.6. A closed incident, with the closing time on the Closed card and the Resolution card below.

To reopen a closed incident:

1. Click Reopen.
2. Confirm with Reopen in the Reopen incident? dialog.

The incident returns to open and the closed date is cleared. The recorded resolution is kept in the
record: it is hidden while the incident is open, shown again if you close the incident a second time with a
new resolution, and it stays visible in the History tab's change entries.

7.7 Personal data breaches

An incident that involves personal data is assessed as a personal data breach under GDPR Articles 33
and 34. The assessment records when the breach became known, the risk to individuals, and the
decision to notify the supervisory authority and the people affected. TraxrGRC then tracks the 72-hour
deadline for notifying the authority.

7.7.1 Assessing an incident as a breach

1. Open the incident and click Assess as personal data breach (shown on incidents not yet
marked, to users with incidents:update ).
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2. The Personal data breach assessment dialog opens with This incident is a personal data

breach ticked and Became known set to now. Times are entered and shown in your timezone,

which the field labels name.
3. Complete the fields below and click Save assessment.

Personal data breach assessment
The supervisory authority must be notified within 72 hours of the breach becoming known,
unless it is unlikely to result in a risk to individuals. Times are in your timezone.

This incident is a personal data breach

Became known (Europe/Dublin) Risk to individuals

10/18/2026, 06:02 PM ] Unlikely to result in a risk W
Supervisory authority

Decision

Pending v

Reasons for any delay past 72 hours

People affected

Decision

Pending v

Reasons (required when the risk is high and they are not notified)

5

Figure 7.7. The Personal data breach assessment dialog, with the became-known time, risk to individuals, and
the supervisory authority and people affected decisions.
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Field What it means

This incident is a The flag. Untick it if the assessment shows the incident did not involve
personal data breach personal data.
Became known When your organization became aware of the breach. The 72-hour

deadline runs from here. Required.

Risk to individuals Not assessed, Unlikely to result in a risk, Risk to individuals or High risk
to individuals.

Supervisory authority: Pending, Notified or Not required. Notified adds Notified at and an

Decision optional Authority reference.

Supervisory authority: Labeled Why notification is not required when the decision is Not

reasons required, otherwise Reasons for any delay past 72 hours. Required
when notification is not required, or when the authority was notified after
72 hours.

People affected: Pending, Notified (adds Notified at) or Not required.

Decision

People affected: Required when the risk is high and the decision is Not required: the Art.

Reasons 34(3) ground, e.g. the data was encrypted.

People affected Approximate counts.

(approx.) / Records
affected (approx.)

Categories of data Tags, e.g. "Health data".
affected

Saving refuses an incomplete assessment and tells you what is missing, for example "Enter when the
authority was notified." To change an assessment later, click Edit assessment on the breach card.

7.7.2 The breach card

Once marked, the incident shows a red Personal data breach badge in its header and a Personal data
breach card. While the authority notification is still open and Became known is set, the card opens with
a deadline banner: the time left in hours and minutes ("41h 13m left", or "Overdue by 8h 3m" once the
deadline has passed), a bar across the 72 hours marked at 24 and 48 hours, and the time the breach
became known and the deadline in your own time zone. The banner is blue on the first day, amber on
the second, and red on the last day and once overdue, and it updates every minute. If you may edit the
incident, Log authority notification in the banner opens the log dialog with the supervisory authority
already chosen.
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Otherwise the card title carries a chip showing how the notification ended:

Chip

Authority notified within 72
hours

Authority notified after 72
hours

Authority notice not required

Time of awareness not set

TraxrGRC User Manual

Meaning

The authority decision is Notified and the time is within the
deadline. Green.

Notified, but after the deadline. Orange.

The authority decision is Not required. Gray.

Became known is empty. Amber.
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TraxrGRC Incidents > Support engineer opened residents' records outside assigned tickets @ Help @ Sofia Brennan

ge . . . . . i
&0 Dashboard Support engineer opened residents' records outside assigned tickets open  Personal data breach  Unauthorized access
& My Tasks @ Access monitoring flagged 37 resident records opened by one support engineer without a linked ticket over two days.

© Labels

D Policy Portal
RISK © Close / Edit
@ Risk Management

Third Parties Owner Opened Closed

— Sofia Brennan 2026-10-18 09:07 GMT+1 =
@ Incidents Group: Privacy Office
COMPLIANCE

Compliance
Asset
B Policies
Support ticketing system
[ Evidence
Assessments

< Awareness Personal data breach / Edit assessment

[ Projects

SRiGT @ Notify the supervisory authority within 72 hours
41h 54m left

B Data Privacy

Oh 24h 48h 72h

A Reports
L Rep Became known 2026-10-18 18:02 GMT+1 Deadline 2026-10-2118:02 GMT+1
BECAME KNOWN AUTHORITY DEADLINE RISK TO INDIVIDUALS
2026-10-18 18:02 GMT+1 2026-10-2118:02 GMT+1 Unlikely to result in a risk
SUPERVISORY AUTHORITY PEOPLE AFFECTED APPROXIMATE SCALE
Pending Pending 37 people, 37 records
DATA AFFECTED
Contact details, Appointment records
RECORDS OF PROCESSING AFFECTED @ Link records
Resident appointment scheduling (FieldDesk EU)
Customer support tickets
NOTIFICATION LOG + Log notification
Nobody notified yet.
Comments  Attachments  History  Custom Fields
Comments (1)
sg  Sofia Brennan 1dayago [
Interviewing the engineer with People & Culture today. The 72-hour clock runs from yesterday 10:00 UTC; deciding on notification by tomorrow.
Add a comment...
%
& Goilapsi 0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

Figure 7.8. A breach under assessment: the deadline banner counting down the time left to notify the
authority, with the decisions still pending.

The card lists Became known, the Authority deadline (72 hours later), Risk to individuals, the
Supervisory authority and People affected decisions with their times and reference, the
Approximate scale, any reasons, and Data affected. It has two further sections:

¢ Records of processing affected. The records of processing whose data was involved, each
linking to its Data Privacy record. Link records opens a searchable checklist; ticking or unticking
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arecord saves at once (requires dataPrivacy:read ). Records you cannot read are counted, not
named.

¢ Notification log. A record of contact: who was told and when. Click Log notification, choose the
Recipient type (Supervisory authority, Data subjects, Controller when you act as processor, or
Other), enter the Recipient, the Notified at time and an optional Reference, and click Log
notification. The trash icon removes an entry. Logging a notification to the supervisory authority
while the authority decision is pending records the decision as notified at that time, which stops
the countdown; a notification after the 72 hours does so only once the reasons for the delay are in
the assessment. Logging one to data subjects does the same for the data subjects decision.
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TraxrGRC Incidents > Appointment reminders sent to the wrong phone numbers @ Help @ Sofia Brennan

aes . . . T
&8 Dashboard Appointment reminders sent to the wrong phone numbers open  Personal databreach  Third-party incident

& My Tasks @ A number-range mapping error at Brightsignal sent 410 reminders, including street address and access notes, to other residents' phones.
® eu-data
D Policy Portal ©
RISK () Close £ Edit
@ Risk Management >
Third Parties Owner Opened Closed
. Sofia Brennan 2026-09-16 09:51 GMT+1 -
i Incldents Group: Privacy Office
COMPLIANCE
[ Compliance >
Third part
B Policies pary,
Brightsignal Messaging
(& Evidence

[@ Assessments

<= Awareness Personal data breach  Authority notified after 72 hours f Edit assessment
[ Projects BECAME KNOWN AUTHORITY DEADLINE RISK TO INDIVIDUALS
2026-09-17 00:02 GMT+1 2026-09-20 00:02 GMT+1 High risk to individuals
PRIVACY
SUPERVISORY AUTHORITY PEOPLE AFFECTED APPROXIMATE SCALE
8 Data Privacy Notified, 2026-09-20 08:02 GMT+1 (BN- Notified, 2026-09-19 00:02 GMT+1 410 people, 410 records
DEMO-2026-118)
bt Reports 4 AUTHORITY: REASONS
Brightsignal told us 70 hours after the error; the controller's notice to the authority went 8 hours past the 72-hour mark while the affected list was
confirmed.

DATA AFFECTED
Contact details, Address and access notes

RECORDS OF PROCESSING AFFECTED G2 Link records

Resident appointment scheduling (FieldDesk EU)

NOTIFICATION LOG + Log natification
Controller Northgate Regional Water (DPQO) 2026-09-17 04:02 GMT+1 o
Data subjects 410 affected residents (letter and SMS) 2026-09-19 00:02 GMT+1 o]
Supervisory authority Lead supervisory authority (Ireland) 2026-09-20 08:02 GMT+1 (BN-DEMO-2026-118) o

Comments  Attachments  History  Custom Fields

Comments (1)

sg  Sofia Brennan 20 days ago [i]
Root cause confirmed at Brightsignal. Keeping this open until their corrective action is verified in the next assessment.

Add a comment...

%

< Collapse 0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

Figure 7.9. A breach notified to the authority after the 72-hour deadline, with the reasons for the delay and a
notification log of the controller, authority and residents.
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Log notification

Who was told about the breach, and when.
Recipient type

Supervisory authority v
Recipient
e.g. Information Commissioner's Office

Notified at (Europe/Dublin)

10/20/2026, 12:07 AM 0

Reference (optional)

Cancel

Figure 7.10. The Log notification dialog, recording the recipient type, recipient, time and reference of a
notification.

Open breaches also appear on the Personal data breaches dashboard widget.

7.8 Editing and deleting

e Click Edit to change the title, description, classification, asset, third party, owner or owner group,
then click Save changes. Editing does not change the status; only Close and Reopen do.

e Open More actions (...), click Delete and confirm with Delete to remove the incident
permanently. Deleting also removes its comments, attachments and labels and cannot be undone.
Deleting requires incidents:delete .

7.9 Comments, attachments and history

The Comments, Attachments and History tabs sit at the bottom of the page, followed by Custom
Fields.

e Comments. Write in the box (up to 4,000 characters) and click Post comment. Write @ followed
by a colleague's email address to mention them. You can delete your own comments;
administrators can delete any.

e Attachments. Click Upload file to add evidence such as screenshots or logs; files up to 25 MB
are accepted. Click a file name to download it. You can delete a file you uploaded; administrators
can delete any.

e History. Every change to the incident (create, update, close, reopen, breach assessment and
notification entries) as an audit log entry: the action, who made it, when, and which fields
changed. This mirrors what administrators see under the audit log.
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TraxrGRC Incidents > Invoice-themed phishing campaign against finance ® Help @ Morgan Ellery

og . R < o 3 Txve
s Dashboard Invoice-themed phishing campaign against finance open  Phishing
& My Tasks e Eleven finance and procurement staff received invoice-themed emails linking to a fake sign-in page. Two clicked; neither completed sign-in because the
security key prompt failed on the fake page.
M Policy Portal © Labels
7= My Questionnaires
() Close £ Edit
RISK
@ Risk Management
Owner Opened Closed
Third Parties Arjun Mehta 2026-10-17 04:14 EDT =

" Group: Security Engineering
@ Incidents

COMPLIANCE
Compliance s
) Policies orporate email and collaboration suite
Pol c t | and collaborat t
Audits

3 Evidence () Assess as personal data breach

?) Assessments 4 ;
Comments  Attachments  History  Custom Fields

2y Account Reviews

< Awareness create Dana Whitcombe 2026-10-12 19:02 EDT changed: classificationld, ownerld, status, title
[ Projects
PRIVACY

B Data Privacy

Ll Reports

Figure 7.11. The History tab of an incident, listing each audit entry with the action, the person, the time and the
fields changed.

Commenting and uploading require incidents:update on the incident.

The Custom Fields tab, last in the row, shows any custom fields your organization has defined for
incidents, and lets you fill them in when you have incidents:update on the record (see Custom
Fields).
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CHAPTER 8

Internal Audits

Internal Audits tracks your audit program: what is planned, what is under way, and what each audit
found. Each audit plan carries its schedule and a list of findings, the gaps the audit identified, and every
finding can be linked to a remediation project so that follow-up work is visible in one place. Plans move
through planned, in progress and completed; findings move between open, in remediation and closed.

Internal auditors and the GRC team create plans and record findings; finding owners move their findings
through remediation; the CISO and audit committee read the results.

8.1 Who can do what

Access is controlled by the audits module rights. Administrators bypass all of them.

Action Permission

See the audits list and plan pages audits:read

Create an audit plan audits:create

Edit a plan, change its status, add, edit and audits:update , "all" for every plan or "own"
transition findings, comment, upload, edit custom for plans you or your groups own

fields

Delete an audit plan audits:delete (all or own)

Create a remediation project from a finding audits:update on the finding and

projects:create

Import audit findings from CSV audits:create or audits:update

8.2 The audit plans list

The Audits page lists every plan you can read. Click a column heading to sort; the Status column has a
filter dropdown.
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TraxrGRC Audits ® Help @ Morgan Ellery

o2 "
ad Dashboard Audits Open findings & Import + New audit plan

& My Tasks (o]
Search... = Filters &, Export CSV [ Ssaved [0 Columns
D Policy Portal
= : . 5 o Next
“= My Questionnaires Title Status Owner Start End Findings Sudit

RISK N R
Q LZizzzEQ:;nal e Completed Marcus Bell 2025-11-13  2025-12-18 3 1open 2026-11-13
Risk Management
Third Parties Continuous control monitoring . Priya 2025-09-14 2027-09-14 5 2 _
progress Raman open
G Incidents
COMPLIANCE FedRAMP Moderate annual assessment readiness 2026 :mgress Marcus Bell 3326»09- 2026-11-28 3 :pen —

Compliance 2026-05- 2026-05-

Vendor management audit Completed Marcus Bell 02 22 2 1open 2027-05-02
B Policies
Audits GDPR accountability audit 2026 Planned Marcus Bell 2026-12-13 2027-01-12 0 -
[ Evidence

5 rows - page 10f 1 25 /page v L >

Assessments
2 Account Reviews
<= Awareness

[ Projects
PRIVACY

B Data Privacy

Ll Reports

Figure 8.1. The audit plans list, showing each plan's status, owner, audit window, finding counts with open
findings in red, and next audit date.

Column What it shows

Title The plan's title. Click it to open the plan.

Status Planned, In progress or Completed (see below).

Owner The owner user, or the owner group when no user is set.
Start / The audit window.

End

Findings Total number of findings. When some are not yet closed, a red badge shows how many
are open (findings in Open or In remediation).

Next The scheduled date of the next audit. Shown in red when it lies in the past and the plan
audit is Completed, a signal that the next cycle is overdue.

Plan statuses:
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Status Badge Meaning

Planned Gray
In progress Amb
Completed Gree

The Import button beside
each row naming its audit
created in the app.

Scheduled but not started. New plans start here.
er The audit is under way.
n The audit is done.

New audit plan creates or updates audit findings in bulk from a CSV file,
plan (see Importing from CSV under Getting Started). Plans themselves are

8.3 Creating an audit plan

1. On the Audits page,

click New audit plan.

2. Complete the dialog (only the title is required):

Field

Title
Description
Owner
Owner group
Start date
End date

Next audit
date

What it means

Name of the audit, e.g. "ISO 27001 internal audit, 2026".
Scope, domains covered, reference standards.

The user running the audit.

The team responsible for the audit.

When fieldwork begins.

When fieldwork ends.

When the next cycle of this audit is due; drives the red overdue highlight on
the list.

3. Click Create audit plan.
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New audit plan
Scheduled internal audits with their findings tracked on the plan page.

Title

e.g. ISO 27001 internal audit 2026

Description
%
Owner Owner group
None hd None v
Start date End date
mm/ddfyyyy O mm/dd/yyyy O

Next audit date

mm/dd/yyyy O

Cancel

Figure 8.2. The New audit plan dialog with title, description, owner, owner group and the start, end and next
audit dates.

The plan is created with status Planned, and the creation is recorded in the audit log.

8.4 The plan detail page

Click a plan's title to open it.

TraxrGRC User Manual



TraxrGRC Audits > FedRAMP Moderate annual assessment readiness 2026 ® Help @ Morgan Ellery

o8 "
st Dashboard FedRAMP Moderate annual assessment readiness 2026  In progress
& My Tasks o Pre-assessment ahead of the third-party assessment organization's annual visit: SSP accuracy, POA&M hygiene and evidence for the controls selected for
this year.
03 Policy Portal
£ Edit
= My Questionnaires
RISK
QOwner Start End Next audit
@ Risk Management
Marcus Bell 2026-09-04 2026-11-28 ==
Third Parties Group: Internal Audit
T Incidents
Findings (3) Comments  Attachments History  Custom Fields
COMPLIANCE

Compliance

Findings + Add finding
B Policies
Audits Search... = Filters o, Export CSV [1 saved [0 Columns
(2 Evidence . . .
Title Status Owner Deadline Control Project POA&M Labels
Assessments
sSsp
2 Account Reviews inventory Systam Automate
does hot Open Hana 2026-11-13  component o Add to POA&GM > @ assessor-sample Start remediation
< Awareness match the Yoshida . i inventory i
inventory il
cloud reconciliation
@ Projects inventory
TRNARY S, Weekly Close
8 Data Privacy ftems past vulnerability overdue
their Open ;m:,: 2226-10- sia:mng iOA&,: ; Add to POA&M © Labels Start remediation
seteduled ehta wif o items before
L Reports ks e remediation  the annual
& Sett i SLAs assessment
ettings
Contingenc
o Annual -
plsn Tomas 2026-10- contingenc: Staft remediation
exercise not  Open Ol e | geney, Add to POA&M © Labels
year exercise
3 rows - page 10of 1 25 /page v < >

< Collapse

Figure 8.3. An in-progress audit plan: the status badge, the Owner, Start, End and Next audit cards, and the
Findings tab listing each finding with its status, deadline, control, project and action buttons.

The page shows the title, status badge and description, the Edit button and the More actions menu (...,
with Delete), and cards for Owner, Start, End and Next audit. Below them are the Findings (n),
Comments, Attachments, History and Custom Fields tabs.

8.4.1 Editing a plan and changing its status

1. Click Edit.

2. Change the title, description, owner, owner group or dates, or pick a new Status. The status field
appears only when editing.

3. Click Save changes.
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2 . X
Edit audit plan
Scheduled internal audits with their findings tracked on the plan page.

Title

FedRAMP Moderate annual assessment readiness 2026

Description

Pre-assessment ahead of the third-party assessment
organization's annual visit: SSP accuracy, POA&M hygiene and
evidence for the controls selected for this year.

Owner Owner group

Marcus Bell b Internal Audit i
Start date End date

09/04/2026 m] 11/28/2026 m]
Next audit date Status

mm/dd/yyyy ] In progress v

Cancel Save changes

Figure 8.4. The Edit audit plan dialog, with the Status field that moves the plan forward.

Status moves strictly forward. The allowed transitions are:

1. Planned - In progress: start the audit.
2. In progress - Completed: finish it.

There is no way back: a completed plan cannot be reopened, and a planned plan cannot be marked
complete without first moving it to in progress. If you try, the save fails with a message such as Cannot
move from "planned" to "completed". Dates and other details can be edited at any stage.

8.4.2 Deleting a plan

Open More actions (...), click Delete and confirm with Delete. This deletes the plan together with all
its findings and their comments, attachments and labels. Remediation projects linked to findings are
kept: they stay in Projects but lose the link to the deleted finding. Deleting requires audits:delete
and cannot be undone.

8.5 Working with findings

Open the Findings tab on a plan (it opens by default). The tab label shows the total count, and users
with audits:update see an Add finding button.

8.5.1 Adding or editing a finding
1. Click Add finding, or click a finding's title in the table to edit it.

2. Complete the dialog (only the title is required):
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Field What it means

Title Short name for the gap found, e.g. "Privileged access review gaps".
Description Details: what was found, the evidence, the risk.

Owner The user responsible for remediation.

Owner group The team responsible for remediation.

Deadline Target date for closing the finding.

Linked control The control from your control catalog that the finding relates to, or None.

3. Click Add finding (for a new finding) or Save changes.

Editing a finding's title, description, owner, linked control or status is for whoever can update its audit
plan. A finding's owner (or a member of its owner group) who cannot update the plan sees the finding's
details as text, with one change open to them: Deadline. Moving it asks for a reason, and the move and
the reason are posted to the finding's comments.

Comments. An existing finding's dialog ends with its comment thread. Whoever can update the plan
and the finding's owner can comment; anyone who can read the finding reads the thread. Comments
the app records (a repeat audit result, a deadline move, the POA&M item it is tracked on) are marked
Recorded by the app and cannot be deleted.

X

Add finding
Audit findings track gaps found during the plan and link to remediation
projects.
Title
e.g. Privileged access review gaps
Description
Owner Owner group
None v None N
Deadline Linked control
mm/ddfyyyy O None v

Cancel

Figure 8.5. The Add finding dialog with title, description, owner, owner group, deadline and linked control.

New findings start with status Open.

The findings table shows Title, Status (filterable), Owner, Deadline, the linked Control, the linked
remediation Project (a link, when there is one), POA&M, Labels and the action buttons. A
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Requirements column is hidden by default; turn it on from the table's column choices. It lists the
compliance requirements the finding's control is mapped to: the first three codes as links to the
requirement, then "+N more"; requirements you cannot read are counted ("1 you cannot see"). The list
is worked out each time from the control's current mappings. A deadline in the past is shown in red
while the finding is not closed. Findings have no page of their own, so their labels are attached in the
table: with audits:update on the finding, its Labels cell is the label picker (see Labels in Getting
Started); otherwise it shows the labels read-only. Type part of a label name in the column's filter to list
only findings carrying it.

8.5.2 Finding status workflow

Each finding row carries buttons for the moves allowed from its current status. You see them on a
finding you can update: anyone who can update the plan sees them on every finding, and a finding's
owner (or a member of its owner group, with audits:update atthe own level) sees them on their own
finding, except Close: closing verifies the fix, so it is for those who can update the plan. Create
remediation project is also theirs. Clicking a finding's title opens it for editing for those who can update
the plan; its owner sees the details with the deadline to move, and anyone else sees them read-only.
Closing or reopening a finding also closes or reopens its POA&M item (see The POA&M register).

Current status (badge) Button Moves to
Open (red) Start remediation In remediation
Open (red) Close Closed

In remediation (amber) Reopen Open

In remediation (amber) Close Closed
Closed (gray) Reopen Open

Moving back is always allowed: a finding closed too early can be reopened, and one in remediation can
be returned to open. Every transition is written to the audit log against the finding.

The app has no button for deleting a finding; findings are removed with their plan, or individually
through the REST API. A finding cannot be deleted while a remediation project is linked to it; unlink the
project first (see Projects).

8.5.3 Creating a remediation project

Findings with no linked project offer a Create remediation project button. Clicking it:

1. Creates a new project in the Projects module, pre-filled with the finding's title, description, owner
and owner group, with status In progress and a link back to the finding.
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2. Links the finding to that project, so the finding row shows the project and the project shows the
finding.
3. Takes you straight to the new project's page.

This requires audits:update on the finding and projects:create ; if you lack either, the action fails
with a permission message. A finding can have at most one linked project, so the button is hidden once
a link exists.

8.5.4 Findings raised by failed control audits

A user with settings:update can name an audit plan that receives a finding every time a control audit
fails (Controls - Settings, see Risk Management). Each such finding is titled Failed control audit:
<control name>, is owned by the control owner, is due by the re-audit date and is linked to the control.
It is worked like any other finding. A control has at most one open finding of this kind: later failures and a
passing re-audit are noted on it (see Control testing under Risk Management).

Because the finding names its control, it reaches the requirements that control is mapped to: the
requirement page lists it under Open audit findings on mapped controls, and Add to POA&M fills in
the requirement codes (see The POA&M register). Nothing opens a POA&M item for it automatically; a
person decides, and until then the finding is flagged.

8.6 Open findings

Open findings (the button at the top of the Audits page) lists every open or in-remediation finding
across the audit plans you can read, soonest deadline first. Each row shows the finding (a link to its
plan), the Audit plan, Status, Needs attention, Owner, Deadline, Control, Requirements and the
POA&M item or remediation project answering it, with Add to POA&M when there is neither and you
hold compliance:create .

A finding that needs attention shows one badge, for its most urgent reason:

Reason When
Overdue Its deadline has passed.

Not tracked It is not overdue, and neither a POA&M item nor a remediation project answers it.

Filter Needs attention on one reason, or on Needs attention (any reason) for the list to work through.

The Requirements column filters on Affects requirements or Affects requirements, no POA&M item
(its control is mapped to at least one requirement, counted even when you cannot read it). The Findings
to resolve dashboard widget links here with the Needs attention filter set, and the notice on the POA&M
page with the Requirements filter set.
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TraxrGRC Audits > Continuous control monitoring @ Help @ Morgan Ellery

88 Dashboard

Continuous control monitoring  In progress A Edit e
& My Tasks o Standing plan that collects findings raised automatically when a control audit fails (Settings: failed control audits raise findings here).
A Policy Portal
Owner Start End Next audit
= My Questionnaires
Priya Raman 2025-09-14 2027-09-14 ==
RISK Group: GRC Team
@ Risk Management
Third Parties Findings (5) Comments Attachments History  Custom Fields
‘@ Incidents
Findings + Add finding
COMPLIANCE
Compliance > Search... = Filters &, Export CSV [ saved [ columns
B Policies
Title Status Owner Deadline Control Project POA&M Lahels
Audits
Failed Failed
(3 Evidence control . control
: Disable
audit: i 5 audit:
[ Assessments Disable Ariun inactive Disable
A 5 Open ] 2027-01-01 accounts 5 , Add to POA&M E} Labels Start remediation Close
2/ Account Reviews inactive Mehta SFeF A5 inactive
accounts accounts
days
< Awareness after 45 after 45
days days
[ Projects
Failed
PRIVACY control
Sudits Phishing-
8 Data Privacy Phishin-g resistant 5
- eopen
resistant Closed tana 2027:04=  Meator = Add to POA&M © Labels
L Reports o and remote
privileged Stteks
@ Settings and remote
access
Failed
control
5 Hardened -
audit: e baselin Start remediation Close
Hardened Open a a 2026-12-21 | aaeline — Add to POARM Q Labels
baseline 2 Create remediation project
. Level 1)
images (CIS
Level 1)
Failed
control
: Weekly
audit: =
vulnerability o
Weekly . ) Start remediation Close
g Arjun 2027-01- scanning
vulnerability ~ Open - — Add to POA&M © Labels
. Mehta 06 with
scanning - 2> Create remediation project
E remediation
it SLAs
remediation
SLAs
Failed
control
5 Leaver
CEEDE access Reopen Close
LoVl o/ e 2027-03-  oval = AddtoPOARM  © Labels
within 24 2 Create remediation project
removal B
within 24
hours
< Collapse Srows - page 10f1 25 [page v < >

Figure 8.6. A standing monitoring plan holding findings raised by failed control audits, one of them already
linked to a remediation project.
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8.7 Comments, attachments and history

The plan's Comments, Attachments and History tabs work like the incident ones: comments up to
4,000 characters, file uploads up to 25 MB with download links, and the audit trail of changes to the
plan (create, edits and status changes, delete). Finding changes (creation, edits, status transitions,
remediation projects) are recorded in the audit log against each finding, where administrators see them
under Settings - Audit Log. Commenting and uploading require audits:update on the plan.

TraxrGRC

88 Dashboard

& My Tasks

0 Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

@ Incidents
COMPLIANCE
Compliance

B Policies

Audits

= Evidence
Assessments

2 Account Reviews
= Awareness

[ Projects

PRIVACY

B Data Privacy

L Reports

Audits > FY2025 internal audit: access control and change management

FY2025 internal audit: access control and change management Completed

® Help ‘Ha Morgan Ellery

Annual internal audit of account management, privileged access and change control in both FieldDesk regions, reported to the audit committee.

/ Edit
Owner Start
Marcus Bell 2025-11-13
Group: Internal Audit

Findings (3) Comments  Attachments History

& Attachments (1)

File

B fy2025-internal-audit-report.md

End
2025-12-18

Custom Fields

Size

173 B

Uploaded by

Priya Raman

Figure 8.7. The Attachments tab of a completed audit plan, holding the audit report.

Next audit
2026-11-13
&, Upload file
Date
2025-12-23
10:00 EST L

The Custom Fields tab, last in the row, holds organization-defined fields for audit plans (see Custom

Fields).
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CHAPTER 9

Projects

Projects tracks improvement and remediation work, from rolling out phishing-resistant MFA to fixing
what an audit found. A project can stand alone, be linked to an audit finding, and be linked to the
compliance requirements whose gaps it closes (see The gap view under Compliance Management), so
remediation stays connected to the evidence. Completing a project stamps its completion date, giving
you a clean record of when the work landed.

Project owners keep their projects current; the GRC team and the CISO use the list to follow remediation
against deadlines.

9.1 Who can do what

Access is controlled by the projects module rights. Administrators bypass all of them.

Action Permission

See the projects list and detail pages projects:read

Create a project (including from a finding) projects:create

Edit, change status, unlink a finding, projects:update , "all" or "own" (you or your groups
comment, upload, edit custom fields own the project)

See linked compliance requirements compliance:read

Link or unlink compliance requirements projects:update on the project and

compliance:read on each requirement newly linked
Delete a project projects:delete (all or own)

Import projects from CSV projects:create or projects:update

9.2 The projects list

The Projects page lists every project you can read. Click a column heading to sort; the Status column
has a filter dropdown.

TraxrGRC User Manual 191



TraxrGRC

88 Dashboard

& My Tasks

07 Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

T Incidents
COMPLIANCE
Compliance

B Policies

Audits

3 Evidence
Assessments

2 Account Reviews
<= Awareness

[ Projects
PRIVACY

B Data Privacy

Ll Reports

Projects ® Help @ Morgan Ellery

Search... = Filters &, Export CSV [ Ssaved [0 Columns
Title Status Owner Deadline From audit Completed Labels
Automate SSP inventory In Hana 2026-11-13 FedRAMP Moderate annual
reconciliation BHIgiacy Yoshida assessment readiness 2026
Write and th H ick-
tite and approve the In ana‘ 2026-11-18 — _ o Quick
Configuration Management Plan progress Yoshida win
Hold ?he annual region failover Siaread Tomas 2026-11-09 — =
exercise Okafor
Retire the | er i o ena 2026-10-13 — -
etire the legacy worker images ragtass Yoshida
Close overdue POA&M items In FedRAMP Moderate annual

Priya Raman  2026-11-23

before the annual assessment progress assessment readiness 2026
Sign DPAs with Brightsignal and In Owen 2026-11-08  Vendor management audit _
renew Tessellate progress Gallagher
Enf 13- th retention f
el el okl Planned Nadia Petrov  2027-02-16 — -
EU appointment data
Privileged session recording Planned Arjun Mehta ~ 2027-05-17 — =
Roll out FIDO2 security keys to all Lena 2026-04-17
Completed -04- e
administrators S Haverkamp #026:04:12 13:35 EDT
Retrospective review for Completed Nadia Petrov  2026-03-13 FY2025 internal audit: access 20‘26-03-07
emergency changes control and change management  12:22 EST
Connect the support ticketing In Kenji 2026-11-18  — _

T P N S [ T R ety T nranracs N P

Figure 9.1. The projects list, showing each project's status, owner, deadline (overdue ones in red), the audit
plan it came from and its completion time.

Column
Title
Status
Owner
Deadline

From audit

Completed

Labels

What it shows

The project's title. Click it to open the project.

planned, in_progress or completed (see below).

The owner user, or the owner group when no user is set.

Target date. Shown in red when it lies in the past and the project is not completed.

For a project linked to an audit finding: the title of the audit plan the finding belongs
to. Click it to open that plan. Without read access to the plan the cell says only "Audit
finding".

When the project was completed, or a dash.

The project's labels. Filter by typing part of a label name.

Project statuses:
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Status Badge Meaning

planned Gray The work is agreed but not started. New projects start here.
in_progress Amber The work is under way. Projects created from a finding start here.
completed Green The work is done; the completion time is stamped.

The Import button beside New project creates or updates projects in bulk from a CSV file (see
Importing from CSV under Getting Started).

9.3 Creating a project
1. On the Projects page, click New project.

2. Complete the dialog (only the title is required):

Field What it means

Title Name of the work, e.g. "Deploy phishing-resistant MFA".
Description What the project covers and why.

Owner The user responsible for delivery.

Owner group The team responsible for delivery.

Deadline Target completion date.

3. Click Create project.
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New project 2

Improvement and remediation projects; audit findings and compliance
gaps link here for tracking.

Title

e.g. Deploy phishing-resistant MFA

Description
s
Owner Owner group
None v None N
Deadline

mm/dd/yyyy O

Cancel

Figure 9.2. The New project dialog with title, description, owner, owner group and deadline.

The project starts as planned. The create dialog does not offer a finding link. To track remediation for
an audit finding, create the project from the finding instead (see Internal Audits): it arrives pre-filled and
linked in both directions. Requirements are linked from the project page once it exists.

9.4 The project detail page

Click a project's title to open it.
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TraxrGRC Projects > Automate SSP inventory reconciliation ® Help @ Morgan Ellery

og n sy
ed Dashboard Automate SSP inventory reconciliation in progress / Edit
£ My Tasks o Generate the SSP inventory workbook from cloud discovery every night and flag differences.

© Labels

A Policy Portal

= My Questionnaires

Owner Deadline Completed Created
RISK

Hana Yoshida 2026-11-13 = 2026-10-09 10:10 EDT
@ Risk Management Group: Infrastructure &

Operations

Third Parties

‘@ Incidents
Linked audit finding
COMPLIANCE
X SSP inventory does not match the cloud inventory Open 29 Unlink

@ Compliance From FedRAMP Moderate annual assessment readiness 2026 “
B Policies
B Audits

. Compliance requirements remediated G Link requirements
[ Evidence

CM-8 System Component Inventory NIST SP 800-53 Rev § Moderate  Not compliant
Assessments

& Account Reviews

Comments  Attachments  History  Custom Fields
= Awareness

[ Projects Comments (0)

PRIVACY No comments yet.

8 Data Privacy

Add a comment...
Ll Reports
& Settings

0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

< Collapse

Figure 9.3. A remediation project linked to an audit finding and to the compliance requirement it closes, with
the Owner, Deadline, Completed and Created cards.

The page shows the title, status badge and description, the Labels picker (see Labels in Getting
Started; attaching needs projects:update on the project), the Edit button and the More actions menu
(..., with Delete), cards for Owner, Deadline, Completed and Created, the Linked audit finding and
Compliance requirements remediated cards when they apply, and the Comments, Attachments,
History and Custom Fields tabs.

9.4.1 Changing status

1. Click Edit.

2. Pick a new Status (the field appears only when editing). Any of the three values is reachable from
any other.

3. Click Save changes.
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Edit project
Improvement and remediation projects; audit findings and compliance
gaps link here for tracking.

Title

Retire the legacy worker images

Description

Cut over to the queue service and delete the two legacy worker
image families.

Owner Owner group

Hana Yoshida v Infrastructure & Operations v
Deadline Status

10/13/2026 (] In progress v

Figure 9.4. The Edit project dialog with its Status field.

Two things happen automatically:

1. Moving a project to completed stamps the Completed card with the current time.
2. Moving it out of completed (back to planned or in progress) clears that time.

The Completed time therefore always reflects the most recent time the project entered completed.

TraxrGRC Projects > Roll out FIDO2 security keys to all administrators ® Help @ Morgan Ellery
o8 . sie
s Dashboard Roll out FIDO2 security keys to all administrators completed / Edit
& My Tasks e Buy, enroll and enforce security keys; disable push for privileged groups.
Labels
0 Policy Portal ©
= My Questionnaires
Owner Deadline Completed Created
RISK
Lena Haverkamp 2026-04-12 2026-04-1713:35 EDT 2025-11-03 09:50 EST
@© Risk Management Group: Security Engineering
Third Parties
@ Incidents
Compliance requirements remediated @ Link requirements
COMPLIANCE

IA-2(1) Identification and Authentication (Organizational Users) | Multi-factor Authentication to Privileged Accounts NIST SP 800-53 Rev 5 Moderate
Compliance

Compliant
B Policies
B Audits Comments  Attachments  History  Custom Fields
Evidence

Comments (0)
[ Assessments

i No comments yet.
9 Account Reviews
< Awareness Add a comment...

[ Projects

RRIVAGY 0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

8 Data Privacy

L Reports

Figure 9.5. A completed project, with its completion time on the Completed card.
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9.4.2 The linked audit finding

When the project was created from a finding (or linked to one through the REST API), a Linked audit
finding card shows the finding's title and status, and the plan it came from ("From plan"; click the plan
name to open it). The plan is shown only when you have read access to it.

To remove the link:

1. Click Unlink on the card (requires projects:update ).
2. Confirm with Unlink in the Unlink finding? dialog.

Unlinking removes the connection only. The finding itself is unchanged, and it can later get a new
remediation project. The same link is visible from the other side, in the Project column of the finding's
row in its audit plan.

9.4.3 Compliance requirements remediated

With compliance:read , the Compliance requirements remediated card lists the requirements this
project is linked to, each with its code, name, package and analysis status; click one to open it.
Requirements you cannot read are counted ("n more you do not have access to"), not named, and stay
linked.

To link or unlink requirements:

1. Click Link requirements (requires projects:update ).

2. Search the checklist of requirements you can read (headings are left out).

3. Tick or untick a requirement. Each change saves straight away and is recorded on the history of
both the project and the requirement.
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TraxrGRC

88 Dashboard

& My Tasks e
07 Policy Portal

= My Questionnaires
RISK

@ Risk Management
Third Parties

4 Incidents
COMPLIANCE
Compliance

B Policies

Audits

3 Evidence
Assessments

2 Account Reviews
<= Awareness

[ Projects

PRIVACY

B Data Privacy

Ll Reports

Projects > Automate SSP inventory reconciliation

Automate SSP inventory reconciliation nprogress
Generate the SSP inventory workbook from cloud discovery every night and flag differences.

© Labels

Owner Deadline Completed
Hana Yoshida 2026-11-13 -

Group: Infrastructure &

Operations

Linked audit finding

SSP inventory does not match the cloud inventory
From FedRAMP Moderate annual assessment readiness 2026

Open

Compliance requirements remediated

M-8 System Component Inventory NIST SP 800-53 Rev 6 Moderate  Not compliant

Comments  Attachments  History  Custom Fields

Comments (0)

No comments yet

Add a comment...

® Help @ Morgan Ellery

£ Edit

Q Search requirements...

e S S e

800-53 Rev 5 Moderate)

CM-7(5) Least Functionality |
Authorized Software — Allow-by-
exception (NIST SP 800-53 Rev 5
Moderate)

CM-8 System Component Inventory
(NIST SP 800-53 Rev 5 Moderate)

CM-8(1) System Component
Inventory | Updates During
Installation and Remaoval (NIST SP
800-53 Rev 5 Moderate)

CM-8(3) System Component

G2 Link requirements

Figure 9.6. The Link requirements checklist, open on a project, for searching and ticking the requirements the

project remediates.

The same link shows on the requirement's Remediation projects card and in the gap view.

9.4.4 Comments, attachments and history

These tabs work as described for incidents: comments up to 4,000 characters, uploads up to 25 MB
with download links, and an audit trail of edits, status changes, finding unlinks and requirement links.
Commenting and uploading require projects:update on the project.
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TraxrGRC Projects > Retire the legacy worker images ® Help @ Morgan Ellery

og ‘ =
&0 Dashboard Retire the legacy worker images  In progress Z Edit
& My Tasks e Cut over to the queue service and delete the two legacy worker image families.

© Labels

M Policy Portal

= My Questionnaires

Owner Deadline Completed Created
RISK
Hana Yoshida 2026-10-13 — 2026-07-16 10:05 EDT
@ Risk Management Group: Infrastructure &
Operations
Third Parties
4 Incidents
COMPLIANCE Compliance requirements remediated @ Link requirements
Compliance CM-2 Baseline Configuration NIST SP 800-53 Rev 5 Moderate  Partially compliant
B Policies
Audits Comments  Attachments  History  Custom Fields
(3 Evidence

Comments (2)

Assessments )
Hy Hana Yoshida &daysago [

2 Account Reviews Cut-over moved by three weeks: the queue service needs the new EU region quota first.

< Awareness pw Dana Whitcombe 6 days ago &

@ Project Understood. Please update the deadline once the quota is approved; the CM-2 exception expires soon.
rojects

PRIVACY Add a comment...

B Data Privacy

m Reports 0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

Figure 9.7. The Comments tab of an overdue project, with the owner and the CISO discussing a revised
deadline.

The Custom Fields tab, last in the row, holds organization-defined fields for projects (see Custom
Fields).

9.4.5 Deleting a project

Open More actions (...), click Delete and confirm with Delete. The project is removed together with its
comments, attachments and labels. A linked audit finding is not deleted: it loses the link, so its
remediation history stays in the audit record. Linked compliance requirements lose the link too, and
each requirement's history records that the project was deleted. Deleting requires projects:delete
and cannot be undone.
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CHAPTER 10

Security Awareness

Security Awareness is where you build, deliver and track staff training programs, for example an annual
security awareness course with a scored test at the end. A program pairs training material (written in
Markdown) with a multiple-choice test. Everyone who takes the test gets a score, and the program
reports who has passed, failed or not completed.

Two groups of people use this module. Program owners (typically the security or GRC team) create
programs, write the material and the test, publish them and chase completion. Every other member of
staff opens the module to read the material and take the test. This chapter covers both: administering
programs first, then taking a test. Who can do what is controlled by the awareness module permissions,
summarized at the end.

10.1 The programs list

Open Awareness in the navigation (under Compliance). The list shows one row per program:

Column What it shows

Title Click it to open the program.

Status Draft, Active or Archived (see Program status below).

Owner The named owner, or the owner group if no individual owner is set.

Due date The completion deadline. Shown in red with "(overdue)" when the program is active

and the date has passed.
Pass score The percentage a taker must reach to pass.

Completion  How many active users have passed, out of all active users, for example 12/40
(30%) .

The table can be searched and filtered by status, and Export CSV downloads the current view.
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TraxrGRC

88 Dashboard
& My Tasks

D Policy Portal

= My Questionnaires

RISK
@ Risk Management
Third Parties

@ Incidents
COMPLIANCE
Compliance

B Policies

Audits

3 Evidence
Assessments

2y Account Reviews
<= Awareness

[ Projects

PRIVACY

B Data Privacy

Ll Reports

Awareness

Awareness

Search...

Title

Annual security and privacy awareness 2025

Annual security and privacy awareness 2026

Handling residents' data (EU support and

dispatch)

Secure coding refresher

4 rows - page 1of 1

Status

archived

active

active

draft

Owner

Dana
Whitcombe

Dana
Whitcombe

Dana
Whitcombe

Dana
Whitcombe

= Filters

Due date

2025-12-03

2026-10-31

2026-10-14
(overdue)

2026-12-18

&, Export CSV

Pass
score

80%

80%

100%

80%

® Help @ Morgan Ellery

+ New program

[ Ssaved [0 Columns

Completion

23/27
(85%)

14/27 (52%)
8/27 (30%)
0/27 (0%)

25/page v < >

Figure 10.1. The Awareness programs list, with completion figures for each program and an overdue due date

shown in red.

If a program is active and has a test, the last column shows a shortcut for you personally:

Shown

Take the test

Passed

Nothing

10.2 Creating a program
1. Click New program (requires awareness:create).

2. Complete the New awareness program dialog:
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Meaning

Opens the test (see Taking a test below). You need awareness:read.

You have already passed; no shortcut is offered.

The program is a draft or archived, or it is active but has no test yet.
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Field

Title
Description
Owner

Owner group

Due date

Pass score
(%)

3. Click Create program. The button is enabled once the title is filled in and the pass score is

What it means

The program name, e.g. "Annual Security Awareness 2026". Required.
Free text shown to takers under the title.

An individual user responsible for the program (optional).

A group responsible for the program (optional). Used for "own"-level
permission scoping.

The deadline by which staff should complete the program. Optional.

The score needed to pass, from 1 to 100. Defaults to 80.

between 1 and 100. The program is created as a Draft.

4. Open the program from the list to add the training content and the test. The dialog only captures

the basics.

New awareness program

Set the owner, due date and pass score. Add content and a test after
creation

Title

e.g. Annual Security Awareness 2026

Description

Owner Owner group

None v None N
Due date Pass score (%)

mm/ddfyyyy O 80

Cancel

Figure 10.2. The New awareness program dialog with its title, owner, due date and pass score fields.

Every creation, change and deletion is recorded in the audit log and appears on the program's History

tab.

10.3 Program status: draft, active, archived

A program moves through three statuses:
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Status

Draft

Active

Archived

Badge Meaning
Gray Being prepared. Not open for completion.

Green Published. Takers can open and complete the test; due-date reminders are

The allowed moves are:

From

Draft

Draft

Active

Archived

sent.
Gray Closed. Hidden from takers: the test can no longer be opened or submitted.
To Typical use
Active Publish the program.
Archived Shelve it before publishing.
Archived Close it, for example after the campaign ends.
Active or Draft Bring it back.

To change status:

1. Open the program and click Edit.
2. Pick the new value in Status. The list offers only the moves allowed from the current status.
3. Click Save changes.

Archiving an active program immediately blocks any further test submissions, even mid-campaign.

10.4 The program detail page

Click a program title to open it. The header shows the title, the status badge and, if you have passed, a
green You passed badge with your score. Four summary cards sit underneath:

Card
Owner

Due date

Pass score

Completion

TraxrGRC User Manual

What it shows
The owner, with the owner group below it.

The deadlineg, in red with "(overdue)" when the program is active and the date has
passed.

The percentage needed to pass.

"passed|total passed (%)", counted over all active users.
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The header buttons depend on the program and your permissions:

Button

Take the test /
Retake the test

Edit

Delete

TraxrGRC

88 Dashboard

& My Tasks (o]

M Policy Portal
= My Questionnaires
RISK

@ Risk Management
Third Parties

T Incidents
COMPLIANCE
Compliance

B Policies

Audits

3 Evidence
Assessments

2y Account Reviews
< Awareness

[ Projects
PRIVACY

B Data Privacy

Ll Reports

When it appears

The program is active and has a test. Shown to everyone with
awareness:read; it reads Retake the test once you have a result.

You have awareness:update on the program. Edits the settings, including
status.

You have awareness:delete on the program.

Awareness > Annual security and privacy awareness 2026

® Help @ Morgan Ellery

active

Annual security and privacy awareness 2026

Mandatory for everyone. Covers phishing, security keys, customer and resident data, incident reporting and Al assistants.

Owner Due date Pass score Completion
Dana Whitcombe 2026-10-31 80% 14/27 passed (52%)
Group: GRC Team

Content  Test (5) Tracking Comments  Attachments History = Custom Fields

The training material takers read before attempting the test ¢ Edit content

Annual security and privacy awareness 2026

Phishing

Most attacks on Quillmont start with email. Report anything odd with the Report phishing button.

Security keys

Never approve a prompt you did not start.

Customer and resident data

Open records only for a ticket or work order; keep data inside FieldDesk.

Al assistants

Only approved assistants, and never with customer or resident data.

Figure 10.3. The detail page of an active awareness program, showing the summary cards and the training
material on the Content tab.

The program is organized into these tabs:
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Tab

Content

Test (N)
Tracking
Comments
Attachments
History

Custom
Fields

Contents

The training material takers read before the test.
The question editor; N is the number of questions.
Per-person completion status and reminders.
Discussion about the program.

Supporting files.

The audit trail for the program.

Organization-specific fields (see Comments, attachments, history and custom
fields below).

10.5 Content tab: the training material

The Content tab displays the program's training material as formatted text. A program with no material
shows "No content yet."

To write or change the material (requires awareness:update):

1. Click Edit content.

2. Write the material in the Write view. Markdown formatting is supported, including tables and
checklists, and the toolbar beside the Write and Preview buttons inserts headings, bold, italic,
code, lists and a table (the same toolbar as the policy editor, see Writing content).

3. Switch to Preview at any time to check how it renders for takers.

4. Click Save content.
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Edit content .

Markdown with GFM support, including tables; the toolbar inserts the common formats. Use the
preview to check the rendering.

Write ® Preview He B I < = 1= B

# Annual security and privacy awareness 2026
## Phishing

Most attacks on Quillmont start with email. Report anything odd with the Report phishing
button.

## Security keys
Never approve a prompt you did not start.
## Customer and resident data

Open records only for a ticket or work order; keep data inside FieldDesk.
P

Cance'

Figure 10.4. The Edit content dialog, with Write and Preview views of the Markdown training material.

Takers read this material before attempting the test, so write it first. The test should only cover what the
material teaches.

10.6 Test tab: building the question set

The Test tab is the question editor. Each program has one test, and questions are shown to every taker
in the order you define.

If you can update the program you see the full editor, including which choices are correct. Anyone else
sees a read-only list of the questions and their choices without the answer key; the key is withheld
through the API as well.

To build or change the test (requires awareness:update):

1. Click Add question. Repeat for each question (up to 100).

2. For each question, type the question text.

3. Each new question starts with two choices. Edit the choice texts, and click Add choice for more
(up to 20 per question).

4. Tick the checkbox next to every correct choice. A question may have more than one correct
choice; the editor reminds you that more than one is allowed.

5. Reorder questions with the up and down arrows, or remove one with its trash icon. A choice can
be removed with its trash icon, but a question always keeps at least two choices.

6. Click Save test. The button is enabled only once you have made changes and the test has at least
one question.

A test only saves if it meets all of these rules:

e At least one question.
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e Each question has text.
e Each question has between 2 and 20 non-empty choices.
e Each question has at least one choice ticked as correct.

If results already exist, an amber warning above the editor states how many. Editing the test does not
affect stored results: existing scores and passes are kept as they were, even if questions are reworded
or removed afterward. People who take the edited test are scored against the new version.

TraxrGRC Awareness > Annual security and privacy awareness 2026 ® Help @ Morgan Ellery
as . .
st Dashboard Annual security and privacy awareness 2026  active

& My Tasks o Mandatory for everyone. Covers phishing, security keys, customer and resident data, incident reporting and Al assistants.

0 Policy Portal / Edit

Y= My Questionnaires
RISK Owner Due date Pass score Completion

Dana Whitcombe 2026-10-31 80% 14/27 passed (52%)

Group: GRC Team

® Risk Management

Third Parties

& Incidents Content Test(5) Tracking Comments Attachments History  Custom Fields
COMPLIANCE
B Compliance A\ 17 result(s) already exist for this test. Editing the test does not affect stored results: existing scores and passes are kept.
B Policies
B Audits Question 1
. A

[ Evidence An email asks you to approve an urgent invoice through a link that opens a sign-in page. What do you do? = o
Assessments o o )

=) Sign in quickly so the invoice is paid on time o
2 Account Reviews

Report it with the Report phishing button and do not sign in 0]
= Awareness
[ Projects () Forward it to finance to check @
PRIVACY + Add choice Tick every correct choice. More than one is allowed
B Data Privacy
| Reports Question 2

" . — JONE T i

M osaioo Your securitv kev prompt appears but vou did not start a sian-in. What do vou do?

Figure 10.5. The test editor for an active program, with the amber warning about existing results and the
correct choices ticked.

10.7 Tracking tab: who has completed the program

The Tracking tab lists every active user, one row each, with their latest state. It is shown to those who
can update the program and to those with auditLog:read (the built-in GRC Manager and Auditor
roles); reading the program is enough to take it, and someone with read access alone sees only their
own result. Draft and archived programs are likewise listed only for them.
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Column
User
Status

Score

Completed

What it shows

Name and email address.

Passed (green), Failed (amber) or Not completed (gray).

The percentage from the person's most recent attempt, or a dash if they have never
submitted.

The date and time of the most recent submission.

Use the status filter or the search box to narrow the list, and Export CSV to download it, for example as
evidence or for reporting.

If the program has no test yet, a notice tells you to add one in the Test tab before asking people to
complete it, and the list shows everyone as Not completed.

TraxrGRC

88 Dashboard

& My Tasks

M Policy Portal

= My Questionnaires
RISK

@® Risk Management
Third Parties

il Incidents
COMPLIANCE

(] Compliance

B Policies

B Audits

[ Evidence
Assessments
2 Account Reviews
= Awareness

[ Projects
PRIVACY

8 Data Privacy

Ll Reports

Awareness > Annual security and privacy awareness 2026

Annual security and privacy awareness 2026

active

® Help @ Morgan Ellery

Mandatory for everyone. Covers phishing, security keys, customer and resident data, incident reporting and Al assistants.

Owner

Dana Whitcombe
Group: GRC Team

Content  Test (6)  Tracking

Search...

User

Administrator
install-admin@example.com

Raymond Ashworth

raymond.ashworth@quillmont.example

Jordan Pike
jordan.pike@quillment.example

Felix Marchetti
felix.marchetti@quillmont.example

Amara Nwosu
amara.nwosu@quillmont.example

Chloe Fairweather
chloe.fairweather@quillmont.example

Mdnvmnn Cllavs

Due date

2026-10-31

Comments

Attachments

Status

Not completed

failed

failed

Not completed

Not completed

Not completed

History

Pass score Completion

80% 14/27 passed (52%)

Custom Fields
= Filters o, Export CSV [1 saved [0 Columns

Score Completed

— = L Remind

60% 2026-10-14 07:35 EDT £ Remind

60% 2026-10-16 08:21 EDT £ Remind

= - L Remind

— = L Remind

— - £ Remind

Figure 10.6. The Tracking tab, listing each user's status, score and completion date, with Remind buttons for
people who have not passed.

10.7.1 Sending a reminder

For anyone who has not passed, you can send a reminder by hand (requires awareness:update):
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1. Find the person in the Tracking list.
2. Click Remind on their row.

The person is emailed the "Awareness program due" notification at once, naming the program and its
due date. The button then reads Reminder sent for the rest of your session. Each person gets at most
one reminder per program a day, counting the daily reminder emails; a second Remind within 24 hours
is refused with a message saying so.

10.7.2 Automatic reminders

Independently of the Remind button, the system's daily sweep emails every active user who has not
passed an active program whose due date is within the notification lead window (default 7 days) or
already past. The same email template is used, and each person is reminded at most once per sweep
period. Lead windows and templates are configured in Settings = Notifications (see Administration &
Settings).

10.8 Taking a test

This section is for everyone, not just program owners. You need awareness:read, the same permission
that lets you see the Awareness module.

1. Open Awareness and click Take the test on a program, or open the program and use the button
in its header. If the program is not active or has no test, the test cannot be opened.

2. Read the training material on the program's Content tab if you have not already.

3. On the test page, check the pass score and due date shown under the title, then work through
each question.

4. Tick your answers. More than one choice can be correct per question: tick every choice you
believe is right. A question only counts as correct when your selection exactly matches the
intended set. There is no partial credit, and an unanswered question counts as incorrect.

5. Click Submit answers. The button stays disabled until at least one question is answered; the
counter next to it shows how many questions you have answered out of the total.
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TraxrGRC Awareness > Handling residents' data (EU support and dispatch) @ Help o Jordan Pike

& My Tasks o Handling residents' data (EU support and dispatch)

0 Policy Portal Role-based module for staff who handle EU residents' data. Overdue for some.

Pass score 100% - Due 2026-10-14
COMPLIANCE

< Awareness )
Answer every guestion. Some may have more than one correct choice. Unanswered questions count as incorrect.

1. Residents' appointment data belongs to which organization as controller?
(J Quillmont

(O The utility that books the appointment

[O) The technician

2. Aresident emails support asking for a copy of their data. What do you do?

D Send them a FieldDesk export
O Log it as a data subject request and pass it to the utility and the DPO
[0) Tell them to ask their utility and close the ticket

3. Which access notes are appropriate to record?
[0) "side gate code needed"

() "Resident is undergoing chemotherapy"

[0 "Dog in back garden"

0/3 answered

< Collapse

Figure 10.7. The test page as a staff member sees it, with checkbox choices for each question and the Submit
answers button.

You immediately see a result screen:

e Your score as a percentage, and a Passed (green) or Failed (amber) badge next to the title,
measured against the program's pass score.

e Per-question feedback: questions you got right are marked with a green tick and wrong ones with
a red cross, with your own picks labeled "(your answer)". The right choices are never shown, on a
pass or a fail, so the test cannot be passed by reading the key from an earlier attempt.

e Back to program returns you to the program page.

10.8.1 Retakes

You may retake a test as often as you like. When you open a test you have taken before, a banner above
the questions shows your previous result: green if you passed, amber with Not yet passed, your latest
score and the pass score if you did not. Two rules keep the record fair:

e A pass is never lost: if you passed earlier, a lower score on a retake does not remove your pass.
e The recorded score is always your latest attempt, so a retake that improves your score is
reflected in Tracking.
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TraxrGRC

& My Tasks
D Policy Portal
COMPLIANCE

< Awareness

Awareness > Annual security and privacy awareness 2026 @ Help

Annual security and privacy awareness 2026

Mandatory for everyone. Covers phishing, security keys, customer and resident data, incident reporting and Al
assistants.

Pass score 80% - Due 2026-10-31

(@ Not yet passed. Your latest score was 60% and the pass score is 80%. Review the questions below and take
the test again; your best pass is kept.

Answer every question. Some may have more than one correct choice.

1. An email asks you to approve an urgent invoice through a link that opens a sign-in page. What do you do?
([ sign in quickly so the invoice is paid on time

D Report it with the Report phishing button and do not sign in

(O) Forward it to finance to check

2. Your security key prompt appears but you did not start a sign-in. What do you do?
C] Touch the key to make the prompt go away

(0) Ignore the prompt and report it to security

C] Remove the key from your laptop for the rest of the day

3. Which of these are allowed with resident or customer data? (select all that apply)
() Opening a resident record linked to your ticket

C] Exporting a customer list to your personal email to work at home

[O) sharing a screenshot in the team channel with addresses visible

C] Using FieldDesk's export with the customer's written request

e Jordan Pike

Figure 10.8. A retake of a test the staff member previously failed, with the amber Not yet passed banner
showing their latest score and the pass score.

Once you have passed, the program list shows "Passed" for you, the detail page shows the "You
passed" badge, and automatic due-date reminders stop for you.

10.9 Comments, attachments, history and custom fields

e Comments. Discuss the program in the Comments tab. Posting requires awareness:update on

the program.

e Attachments. Upload reference files (policies, slide decks) in the Attachments tab. Uploading
likewise requires awareness:update; anyone who can read the program can download them.

e History. The History tab lists the audit-log entries for this program: creation, updates, content
changes, test saves, test submissions, reminders and deletions, each with the action, the person
who made it, the date and the fields that changed (last 100 entries).

¢ Custom Fields. The Custom Fields tab, last in the row, shows any extra fields your organization
has defined for awareness programs, or a note that none are defined. Editing values requires
awareness:update on the program (field definitions are managed under the customFields module;
see Administration & Settings).
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10.10 Deleting a program

1. Open the program, open More actions (...) and click Delete (requires awareness:delete).

2. Read the confirmation. It states exactly what goes away: the program with its test, all results,

comments, attachments and labels.

3. Click Delete to confirm, or Cancel.

Deletion cannot be undone and is recorded in the audit log. Consider archiving instead if you need to

keep the completion evidence.

10.11 Awareness permissions

Action

See the list and open a program
Take or retake a test

See the answer key on the Test tab
Create a program

Edit settings, content or the test;
send reminders

Post comments, upload
attachments

Delete a program

Permission needed

awareness:read

awareness:read (program must be active, with a test)
awareness:update on the program

awareness:create

awareness:update on the record; at "own" level you must
own it (or its owner group)

awareness:update on the record

awareness:delete on the record

Roles are assigned to groups and inherited through group membership; administrators bypass all of the
above (see Managing Users, Groups & Roles).
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CHAPTER 11

Data Privacy

Data Privacy is your register of records of processing: one entry for each activity in which your
organization handles personal data (for example "CRM customer data processing"), documenting the
legal basis, the data involved, where it is stored, and who is responsible for keeping the entry up to date.
Each record carries a review schedule so the register stays current over time. Around the register the
module provides data protection impact assessments (DPIAs), the Article 30 register export, a data
map, and data mapping questionnaires that collect the facts from the business people who know each
activity.

The privacy team and the Data Protection Officer (DPO) use this module day to day. Data Liaisons, the
business contacts for each activity, see only their own questionnaires (see Data mapping questionnaires
below). Auditors and colleagues with read access use the register and its exports as evidence. Who can
do what is controlled by the dataPrivacy module permissions, summarized at the end.

111 The records list

Open Data Privacy in the navigation (under Privacy). The page has three tabs:

Tab Contents

Records of The register itself, described below.

processing

DPIAs (N) Every DPIA on records you can read (see DPIAs below).

Questionnaires The questionnaires sent to Data Liaisons and the questionnaires available to

send (see Data mapping questionnaires below).

On Records of processing, each row is one record of processing:

TraxrGRC User Manual 213



Column What it shows

Name Click it to open the record.
Status Draft, Active or Archived.
Legal basis The GDPR lawful basis as a blue badge: Consent, Contract, Legal obligation,

Legitimate interest, Vital interests or Public task (or a dash if unset).

Data Up to two category chips, with "+N more" when there are more.

categories

Processor The first processor on the record, if any. Click to open its profile (see Third Parties).
Owner The named owner, or the owner group.

Next review When the next review is due. Shown in red with " (overdue)" once the date has

passed, unless the record is archived.

The table can be searched and filtered by status and legal basis, and Export CSV downloads the
current view. The buttons above the table are:

Button What it does

Data map Opens the data map (see The data map below).

Article 30 register Downloads the full register as a spreadsheet (see The Article 30 register
(CSV) below).

Article 30 register Downloads the full register as a formatted document.

(PDF)

New record Creates a record (requires dataPrivacy:create).
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TraxrGRC

88 Dashboard
& My Tasks

D Policy Portal
RISK

@ Risk Management
Third Parties
‘@ Incidents
COMPLIANCE
Compliance
Policies

[ Evidence

[@ Assessments
© Awareness
[ Projects
PRIVACY

B Data Privacy

Lt Reports

Data Privacy

Records of processing
Data Privacy
Search...

Name

Resident appointment
scheduling (FieldDesk EU)

Federal inspection work
orders (FieldDesk US)

Customer support tickets

Employee HR records

Payroll

Marketing newsletter and
demo requests

Product usage analytics

Recruitment and candidate
screening

DPIAs (3)

Status

active

active

active

active

active

active

archived

draft

Questionnaires

Legal basis

Contract

Contract

Legal
obligation

Consent

Legitimate
interest

&% Data map &

Data categories

Contact details
Address and access notes

+2 more

Contact details

Work order records  +1more

Contact details

Support correspondence

Employee records

Bank details +1 more

Employee records

Bank details +1 more

Contact details

Marketing preferences

Usage data

Contact details

CVs and interview notes

Article 30 register (CSV)

Filters &, Export CSV

Processor

Northbeam Cloud
Services

Northbeam Cloud
Services

Tessellate Support
Desk

Halyard HR Cloud

Ledgerline Payroll

Corvane Analytics

+1 more

@ Help @ Sofia Brennan

[ saved

Owner

Sofia
Brennan

Sofia
Brennan

Sofia
Brennan

Sofia
Brennan

Sofia
Brennan

Sofia
Brennan

Sofia
Brennan

[ columns

Next review

2027-06-16

2027-02-01

2026-11-06

2026-10-07
(overdue)

2027-10-19

2026-12-23

2027-10-19

Figure 11.1. The Data Privacy records list, with legal basis badges and an overdue next review shown in red.

11.2 Creating arecord

1. Click New record (requires dataPrivacy:create).

2. Complete the New record of processing dialog:
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Field

Name

Description

Owner

Owner group

Review frequency
(months)

Processor (third
party)

Schedule the first
review N months from
now

What it means

A short name for the processing activity, e.g. "CRM customer data
processing". Required.

What the activity covers.

An individual user responsible for keeping the entry accurate
(optional).

A responsible group (optional). Used for "own"-level permission
scoping.

How often the record must be reviewed, 1to 120. Defaults to 12.

The third party that processes the data on your behalf, if any (only
non-terminated third parties are offered; see Third Parties).

Tickbox, on by default. When ticked, the record is created with its
first review already scheduled and the Next review date set
accordingly. Untick to create the record with no scheduled review.

3. Click Create record. The record is created as a Draft.

4. Open the record and click Edit to fill in the full documentation (below).

11.3 The record detail page

Click a record name to open it. The header shows the name, the status badge, the legal basis badge
and the description. The header buttons depend on the record's status and your permissions:

Button When it appears

Activate, Archive, You have dataPrivacy:update; which ones depend on the status (see
Reactivate Record status below).

Edit You have dataPrivacy:update on the record.

Delete You have dataPrivacy:delete on the record.

Send questionnaire You have dataPrivacy:update on the record and it is not archived (see

Data mapping questionnaires below).

Four summary cards sit under the header:
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Card

Owner

Processors

Next
review

Retention

What it shows

The owner, the owner group and the record's Data Liaison (or "none").

Each processor, linked to its third-party profile, with sub-processors marked as such.

The next review date, marked overdue in red once it has passed, and the review

frequency.

The retention period.

Below the cards come the Article 30 completeness notice and the Linked assets, risks and controls
card, both described below.

TraxrGRC

88 Dashboard
3 My Tasks

M Policy Portal
RISK

@ Risk Management
Third Parties
‘@ Incidents
COMPLIANCE
Compliance
B Policies

[ Evidence

[@ Assessments
< Awareness
[ Projects
PRIVACY

B Data Privacy

Ll Reports

< Collapse

Data Privacy > Employee HR records

Employee HR records active  Contract

Employment records for US and Irish staff, including sick leave.

Owner Processors

Sofia Brennan
Group: Privacy Office
Data Liaison: Rhea Castellano

Halyard HR Cloud
Ledgerline Payroll

Complete for the Article 30 register.

Linked assets, risks and controls

ASSETS GD Link assets RISKS
HR information system None linked
Details  Transfers (1) Reviews Comments Attachments
ROLE
Controller

SPECIAL CATEGORIES (ART. 9)
Health

CRIMINAL OFFENSE DATA (ART. 10)
No

STORAGE LOCATION
Halyard HR Cloud (Ireland)

DATA CATEGORIES

Employee records Bank details Health data (sick leave)
SOURCES
Employees  Managers

SECURITY MEASURES
Role-based access for People & Culture only; MFA.

@ Help @ Sofia Brennan

T Archive /2 Edit < Send questionnaire
Next review Retention
2026-10-07 6 years after employment
overdue ends; sick leave records 3

every 12 months years

G Link risks CONTROLS G Link controls
Pre-employment screening active
Leaver access removal within 24 hours active
History DPIAs (1) Questionnaires (2) Custom Fields
PURPOSES

Managing employment Absence management

ARTICLE 9(2) CONDITION
Art. 9(2)(b): obligations in employment and social security law (Irish sick
leave rules).
LEGAL BASIS

Contract

TRANSFER COUNTRIES (SUMMARY)
United States

SUBJECT CATEGORIES

Employees Contractors

RECIPIENTS

People & Culture Payroll provider

Figure 11.2. A record of processing with an overdue review, showing the header buttons, the summary cards,

the Article 30 notice and the linked assets, risks and controls.

The page has one row of tabs:
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Tab

Details, Transfers (N), Reviews,
Comments, Attachments, History

DPIAs (N)

Questionnaires (N)

Custom Fields

Contents

Everything about the record itself, described in the sections
below.

The record's data protection impact assessments (see DPIAs
below).

Questionnaires sent about this record, with the questionnaire,
Data Liaison, status, sent date, answer-by date and the date
answered.

Organization-specific fields (see Comments, attachments,
history and custom fields below).

11.4 Documenting the record

The creation dialog captures only the essentials. To document the record fully:

1. Open the record and click Edit (requires dataPrivacy:update).
2. Complete the Edit record of processing dialog. It contains everything from the creation dialog

plus the fields below.
3. Click Save changes.
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Field

Data Liaison

Role

Purposes of
processing

Joint controllers

Processors and sub-
processors

Special categories of
data (Art. 9)

Article 9(2) condition

Criminal convictions
and offenses data
(Art. 10)

Legal basis

Retention
Storage location

Transfer countries
(summary)

Security measures

TraxrGRC User Manual

What it means

The business contact who answers questionnaires about this activity and
receives its annual checks (see Data mapping questionnaires below). Only
people with the Data Liaison role are offered.

Whether your organization acts as Controller, Joint controller or
Processor for this activity. A processor's record needs less for Article 30
(see below).

Why the data is processed, e.g. "Payroll administration". A tag input like
the category fields.

Shown for the joint-controller role: the name and contact details of each
joint controller.

The third parties that process the data for you. Pick one from Add a third
party and set it to Processor or Sub-processor; remove it with the bin
icon. The first one listed is the record's main processor.

Tick each special category involved: health, genetic, biometric (for
identification), racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, sex life or sexual
orientation.

Shown once a special category is ticked: the condition that permits
processing it, e.g. "9(2) (i) public interest in public health".

Tick when the activity involves such data.

The lawful ground for the processing: Consent, Contract, Legal
obligation, Legitimate interest, Vital interests or Public task (or
"None"). Shown as a blue badge on the record.

How long the personal data is kept, e.g. "5 years after account closure".
Where the data is stored, e.g. "EU data center".

A free-text summary kept from earlier versions. Record each transfer and
its safeguard on the Transfers tab instead.

Free text describing the safeguards in place, e.g. encryption and access
control.
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Field What it means

Data categories The kinds of data involved, e.g. "Contact details".
Subject categories Whose data it is, e.g. "Customers", "Employees".
Sources Where the data comes from, e.g. "Web sign-up forms".
Recipients Who receives the data, e.g. "Sales team".

The purposes field and the four category fields (data categories, subject categories, sources,
recipients) are tag inputs: type a value and press Enter to add it as a chip (you can also separate values
with a comma). Duplicate values are ignored. Remove a value by clicking the x on its chip.

Everything you document is displayed on the record's Details tab, ready for an auditor or a colleague to
read.

11.5 Article 30 completeness

Below the summary cards the record either says it is "Complete for the Article 30 register" or shows an
amber Missing for the Article 30 register notice listing what it still lacks.

Record's role What it needs besides its role

Controller, joint Purposes, categories of data subjects, categories of personal data, recipients,
controller, or no retention period, security measures and legal basis; an Article 9(2) condition
role set when special categories are ticked; the joint controllers for the joint-controller

role. A record with no role set is also asked for its role.

Processor Only the categories of personal data and the security measures.
(Article 30(2))
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TraxrGRC Data Privacy > Recruitment and candidate screening @ Help @ Sofia Brennan

ge . . .
s Dashboard Recruitment and candidate screening draft —
& My Tasks e CVs and interview notes in the HR system; background checks for staff who will work on federal accounts.
A Policy Portal T Archive / Edit e < Send questionnaire
RISK
@ Risk Management Owner Processors Next review Retention
Third Parties - - 2027-10-19 12 months after the hiring
Data Liaison: Rhea Castellano every 12 months decision.
‘i Incidents
COMPLIANCE
A\ Missing for the Article 30 register
8 Compliance * Role (controller, joint controller or processor)
% Security measures
B Policies e peas
* Legal basis
[ Evidence
Assessments
Linked assets, risks and controls
2 {Awalenesh ASSETS @D Link assets RISKS G Link risks CONTROLS & Link controls
@ Projects None linked. None linked. None linked.
PRIVACY
8 Data Privacy Details  Transfers (0) Reviews Comments  Attachments History DPIAs (0) Questionnaires (1) Custom Fields
L Reports ROLE PURPOSES

— Recruiting staff Background checks for federal suitability

SPECIAL CATEGORIES (ART. 9) CRIMINAL OFFENSE DATA (ART. 10)
- Yes
LEGAL BASIS STORAGE LOCATION

— Halyard HR Cloud (Ireland)

TRANSFER COUNTRIES (SUMMARY) DATA CATEGORIES

— Contact details CVs and interview notes Background check results

SUBJECT CATEGORIES SOURCES

Job candidates =

RECIPIENTS

People & Culture Hiring managers

SECURITY MEASURES
< Collapse -

Figure 11.3. A draft record created from a Data Liaison's answers, with the amber notice listing what is missing
for the Article 30 register.

11.6 Transfers

The Transfers tab lists each transfer of the record's data to a country outside the EEA, under the
heading Transfers to third countries. To add one (requires dataPrivacy:update):

1. Click Add transfer.

2. Complete the dialog:
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Field
Country

Recipient
(optional)

Safeguard

Transfer impact
assessment

Notes (optional)

3. Click Add transfer.

What it means
The destination country. Required.

Who receives the data there.

The transfer mechanism relied on: Adequacy decision, Standard
contractual clauses, Binding corporate rules, EU-US Data Privacy
Framework, Derogation (Art. 49) or Other.

The vendor's transfer impact assessment the transfer rests on (see Third
Parties: Data protection). Shown only when such assessments exist.

Anything else worth recording.

A transfer under standard contractual clauses or binding corporate rules with no assessment cited
shows an amber No transfer impact assessment badge. Remove a transfer with the bin icon.
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TraxrGRC Data Privacy > Resident appointment scheduling (FieldDesk EU) @ Help @ Sofia Brennan

8 Dashboard Resident appointment scheduling (FieldDesk EU) active —

& My Tasks @ On behalf of EU water and energy utilities, FieldDesk EU books meter access and maintenance appointments with residents and sends reminders.
0 Policy Portal T Archive £ Edit <7 Send questionnaire

RISK

@ Risk Management Owner Processors Next review Retention

Third Parties Sofia Brennan Northbeam Cloud Services 2027-06-16 13 months after the

Ep;laDL;IDL.\:;Zi":;iiﬁ‘;fakama Brightsignal Messaging evensiximenthe appointment, then deleted;
4 Incidents ‘ : - Tessellate Support Desk remindar logs; 90 days:
COMPLIANCE
Compliance Complete for the Article 30 register.
B Policies
: Linked assets, risks and controls
(2 Evidence
ASSETS @D Link assets RISKS @D Link risks CONTROLS @ Link controls
Assessments
FieldDesk EU region Personal data breach of EU residents' Least-privilege roles for FieldDesk
< Awareness Support ticketing system appointment data open administrators active
m Unlawful transfer of EU personal data to the Encryption at rest with customer-managed
Projects United States open keys active
PRIVACY Messaging vendor processes residents' data Personal data breach assessment within 72
without a signed DPA open hours (GDPR Art. 33) active

8 Data Privacy Technicians feel monitored by continuous

location tracking open

b Reports
Details  Transfers (2) Reviews Comments Attachments History DPIAs (2) Questionnaires (1)  Custom Fields
Transfers to third countries + Add transfer
United States to Northbeam Cloud Services (support access) EU-US Data Privacy Framework  TIA: Northbeam Cloud Services, Adequate protection jmj
India to Brightsignal Engineering India (platform support) Standard contractual clauses  TIA: Brightsignal Messaging, Not adequate
Not yet relied on: the TIA concludes not adequate until numbers are pseudonymized
o
< Collapse

Figure 11.4. The Transfers tab of a record, listing two transfers with their safeguards and transfer impact
assessments.

11.7 Linked assets, risks and controls
The Linked assets, risks and controls card ties the record to the rest of the register. To link an entry:

1. Click Link assets, Link risks or Link controls.
2. Search, and pick an entry to link it. Pick it again to unlink it.

Linking needs dataPrivacy:update on the record and read on the linked module; entries in modules you
cannot read are counted, not shown. Deleting a linked asset, risk or control removes the link and
records that on the record's history, naming what was deleted; a deleted risk is recorded the same way
on any DPIA it was linked to.

TraxrGRC User Manual 223



11.8 The Article 30 register

Article 30 register (CSV) and Article 30 register (PDF) on the Data Privacy page download the
records of processing activities.

Both contain a header naming the controller, its contact details, representative and DPO (from Settings
- Privacy) and the date, then one entry per active record that you can read, with (drafts and archived
records are left out, since a draft is not yet a live processing activity):

role and joint controllers;

e purposes and legal basis (printed with its Article 6(1) letter);

e categories of data subjects and of personal data, special categories and the Art. 9(2) condition,
and criminal offense data;

e recipients and processors;

e each transfer with its safeguard (a record with no transfers listed falls back to its transfer
summary);

e retention, security measures and owner.

The PDF lays out each activity as a block of labeled fields in Article 30(1) order, with a page footer
naming the controller and date, and prints any empty required field as Not recorded so gaps are visible
before the register goes to a supervisory authority.

11.9 DPIAs

A data protection impact assessment (Art. 35) belongs to one record of processing. The DPIAs tab on
the Data Privacy page lists every DPIA on records you can read; the DPIAs tab on a record lists that
record's DPIAs. Both tables show:

Column What it shows

DPIA The title. Click it to open the DPIA.

Record of processing The record it belongs to (on the Data Privacy page only).
Status See the table below.

Screening Not screened, Likely required or Likely not required.
Decided When it was approved or rejected.

Next review The DPIA's next review date.

A DPIA moves through these statuses:
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Status Meaning
Draft Created; screening not yet saved.

Screened Screening saved. Either kept as the evidence that no DPIA was needed, or ready
for the full assessment.

In progress The full assessment is being written.

Awaiting Submitted for the DPQO's advice, where required, and a decision. Frozen apart
approval from prior consultation.

Approved Approved by someone with the Approve DPIAs right. Locked.

Rejected Rejected by someone with the Approve DPIAs right. Locked until reopened.

11.9.1 Starting and screening a DPIA

1. Open the record's DPIAs tab and click New DPIA (requires dataPrivacy:update on the record).
DPIAs are always started from their record; the Data Privacy page's DPIAs tab has no New DPIA
button.

2. Give it a Title and click Create DPIA. You arrive on the DPIA page.

3. Under Screening (WP248 criteria), tick each of the nine criteria from the WP29 guidelines
endorsed by the EDPB that applies: evaluation or scoring; automated decisions with legal or
similarly significant effect; systematic monitoring; sensitive or highly personal data; large scale;
matching or combining datasets; vulnerable data subjects; innovative use or new technology; and
processing that prevents people exercising a right or using a service or contract. Two or more met
makes a DPIA likely required; the chip next to the heading says so as you tick.

4. Click Save screening. If fewer than two are met, the screened DPIA stays as your evidence that
none was needed, or you can still carry on.
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TraxrGRC Data Privacy > DPIA screening: endpoint monitoring of staff laptops ® Help @ Sofia Brennan

as . . . .
&0 Dashboard DPIA screening: endpoint monitoring of staff laptops  Screened

& My Tasks @ Data protection impact assessment of Employee HR records

Created by Isabel Duarte
M Policy Portal

S Screening (WP248 criteria) 1 met: fewer than 2, DPIA likely not required

@ Risk Management () Evaluation or scoring, including profiling () Automated decisions with legal or similarly significant effect
Third Parties Systematic monitoring () sensitive or highly personal data

) () Data processed on a large scale () Matching or combining datasets

4 Incidents () Data about vulnerable data subjects () Innovative use or new technology

COMPLIANCE () Prevents people exercising a right or using a service or contract

v mplian: <
Compliance Save screening

olicies
B Policie Screening suggests no DPIA is needed. Keep this record as the evidence, or start the full assessment anyway.

3 Evidence

Assessments

& Niarerass Risks @D Link risks + Create risk
No risks linked.
[ Projects
PRIVACY
g Data Reivacy Documents
T — @ Attachments (0) A Upload file
No attachments yet.
< Collapse

Figure 11.5. A screened DPIA with one criterion met, so the chip reports that a DPIA is likely not required.

11.9.2 The full assessment

1. Click Start full assessment. The Assessment (Art. 35(7)) section opens with three texts: the
systematic description of the processing and its purposes, necessity and proportionality, and the
risks to individuals with the measures that address them.

2. Tick A high risk remains after the measures when it does, and record Prior consultation with
the supervisory authority (Art. 36): Not required, Required, not yet made, or Authority
consulted, with its date (Consulted on) and Reference.

3. Set an Owner and a Next review date if you like, then click Save assessment.

4. Under Risks, Link risks connects existing risks. Create risk makes a new one from the DPIA: give
it a Title and Classification; it is linked to the DPIA and to the record, starts at the lowest
likelihood and impact for you to rate on the risk page, and needs risks:create.

5. Click Submit for approval. This is refused until the description, necessity and measures are
written. From then until it is decided, the DPIA is frozen: nobody can change its text, screening,
residual-risk answer, linked risks, owner or review date. The one exception is prior consultation,
which an approver or the DPO (with dataPrivacy:update on the record) may still set with Save
prior consultation, since approval can depend on it. Changing it clears any DPO advice already
given, since the advice covered the earlier text.

The DPIA page names who created it and who submitted it for approval.
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TraxrGRC Data Privacy > DPIA: technician route optimization pilot @ Help @ Sofia Brennan

og sia N " 2o
st Dashboard DPIA: technician route optimization pilot Awaiting approval
& My Tasks @ Data protection impact assessment of Resident appointment scheduling (FieldDesk EU)
Created by Isabel Duarte; submitted for approval by Isabel Duarte

m Policy Portal Awaiting approval: only an approver or the DPO can change it, and only its prior consultation, until it is approved or rejected. Waiting for advice from Sofia Brennan, the DPO.
@ Risk Management >
Third Parties Screening (WP248 criteria) 3 met: DPIA likely required
A Incidents £4 Evaluation or scoring, including profiling Automated decisions with legal or similarly significant effect

4 Systematic monitoring Sensitive or highly personal data
COMPLIANCE ) hl

Data processed on a large scale Matching or combining datasets

B Compliance Data about vulnerable data subjects 4 Innovative use or new technology
B Policies Prevents people exercising a right or using a service or contract

[ Evidence

[@ Assessments
Assessment (Art. 35(7))

© Awareness Systematic description of the processing and its purposes

@ Projects During shifts the FieldDesk mobile app sends technicians' location every 60 seconds to reorder their remaining appointments.

PRIVACY

B Data Privacy
Necessity and proportionality

L Reports Shorter routes reduce missed appointments; location is needed only during shifts and only for routing.

Risks to individuals and the measures that address them
Tracking off outside shifts; no location history shown to managers; points deleted after 30 days; works council consulted.
| A high risk remains after the measures (prior consultation, Art. 36)

Prior consultation
Not required d

Owner Next review
Sofia Brennan mm/dd/yyyy

Risks

Technicians feel monitored by continuous location tracking open

Documents

& Attachments (0) 2, Upload file

No attachments yet.
< Collapse

Figure 11.6. A DPIA awaiting approval, showing the frozen-state notice, the completed assessment and the
linked risk.

11.9.3 DPO advice

Article 35(2) requires the organization to seek the DPQ's advice when carrying out a DPIA. The DPO
gives advice; deciding is a separate step for someone with the Approve DPIAs right, who may or may
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not be the DPO.

An administrator names the Data Protection Officer in Settings - Privacy (see the Administration
chapter). Only that person can give DPO advice, and their DPIAs awaiting advice appear in their My
Tasks as Advise on .... Whether advice is required before a decision is also set there; by default it is
required whenever a DPO is named.

1. As the DPO, open a DPIA awaiting approval and click Give DPO advice.
2. Choose a Recommendation: Proceed, Proceed with changes or Do not proceed.
3. Write your Advice and click Save advice.

DPO advice X

Your advice as Data Protection Officer (Art. 35(2)) on the DPIA as
submitted. The approver sees it before deciding, and approving against
it needs a reason.

Recommendation

Proceed g

Advice

Cancel

Figure 11.7. The DPO advice dialog, with the recommendation, the advice text and Save advice.

The advice appears on the DPIA under DPO advice, with your name and the time. Until the DPIA is
decided you can change it with Revise DPO advice. Like a decision, it covers exactly the DPIA you have
open and is refused if the DPIA changed meanwhile. Resubmitting or reopening the DPIA clears it, so
the DPO advises on each submission.

While advice is required and missing, approvers see "Waiting for advice from" the DPO on the DPIA, no
Approve or reject button, and no task in My Tasks.

11.9.4 Approving or rejecting

1. Open the DPIA and click Approve or reject (requires the Approve DPIAs right,
dataPrivacy:approve, on the record). The dialog repeats the DPO's recommendation, if any.

2. Write a Decision note.

3. If the DPO recommended changes or not proceeding, approving also needs a Reason for
approving against the DPO's advice.

4. Click Approve or Reject.

The decision is recorded in your name: the DPIA shows Decision with your note and "Approved by" or
"Rejected by" you, with the time. An approval against the DPO's advice is marked Approved against
DPO advice with your reason, recorded in the audit log, and emailed to the DPO. Rejecting never needs
a reason beyond the note.
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The rules for deciding are:

e When DPO advice is required, the decision waits for it.

¢ The author may decide their own DPIA unless an administrator has turned on Require a second
person to approve DPIAs (Settings - Privacy). Then whoever created the DPIA or submitted it
sees why the button is missing, and another approver decides.

e The decision covers exactly the DPIA you have open. It is refused if the DPIA changed since the
page was loaded or since it was submitted (a linked risk deleted meanwhile, for example; reject it
so it can be resubmitted), if the DPO's advice changed meanwhile, or if someone else has already
decided it.

e Approval is refused while a high residual risk has prior consultation set to not required, and when
consultation is marked as made without its date.

e Approving sets the next review a year out unless a date is already set.

11.9.5 After the decision

An approved or rejected DPIA is locked; Reopen returns it to In progress and clears the decision and the
DPO's advice. Documents holds the full assessment and any supporting files. Delete, in the More
actions menu (...), asks for confirmation ("Delete DPIA?") and then removes the DPIA (requires
dataPrivacy:delete on the record); deleting the record deletes its DPIAs.

1110 The Reviews tab

Records are kept honest through scheduled reviews. Open the record's Reviews tab.

Upcoming reviews lists pending reviews by scheduled date; a date in the past is shown in red. To
complete a pending review:

1. Click Complete review (requires dataPrivacy:update).

2. In the dialog, choose the Result:

Result Meaning
Approved The record is accurate as documented.
Changes required The record needs corrections (describe them in Notes).

3. Add optional Notes.
4. Click Complete review.

Completing a review records the outcome, your name and the date in the review history, and
automatically schedules the next review at the record's review frequency. The Next review date
moves forward to match, leaving one pending review ready.
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To schedule an additional, ad-hoc review without completing one:

1. Click Add review.
2. Pick a Scheduled date.
3. Click Schedule review.

The Next review date always reflects the earliest pending review.

History lists completed reviews newest first: the result badge (Approved in gray, Changes required in

amber), the completion date, the reviewer's name and any notes.

Changing the Review frequency on the record re-anchors pending reviews: they are rescheduled from
the most recent completed review (or the record's creation, if none) at the new frequency.

TraxrGRC

08 Dashboard

& My Tasks

M Policy Portal
RISK

@® Risk Management
Third Parties

‘AW Incidents
COMPLIANCE

[E compliance
B Policies

[ Evidence
Assessments
= Awareness
[ Projects

PRIVACY

B Data Privacy

b Reports

< Collapse

Data Privacy > Employee HR records

Employee HR records active  Contract

Employment records for US and Irish staff, including sick leave.

Owner Processors

Sofia Brennan Halyard HR Cloud
Group: Privacy Office

Ledgerline Payroll
Data Liaison: Rhea Castellano

Complete for the Article 30 register.

Linked assets, risks and controls

ASSETS GD Link assets RISKS
HR information system None linked
Details Transfers (1) Reviews Comments Attachments

Upcoming reviews

2026-10-07

History

approved  2025-10-04 16:20 GMT+1 by Sofia Brennan

First review.

History

@ Help @ Sofia Brennan

3 Archive £ Edit <7 Send questionnaire
Next review Retention
2026-10-07 6 years after employment
overdue ends; sick leave records 3
every 12 months years.
@ Link risks  CONTROLS G Link controls

Pre-employment screening active
Leaver access removal within 24 hours active

DPIAs (1) Questionnaires (2) Custom Fields

+ Add review

() Complete review

Figure 11.8. The Reviews tab of a record with an overdue pending review in red and the completed review

history below.

11.11 Review notifications

The daily notification sweep watches every record that is not archived:
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When What the owner receives

A review comes due within the lead A "Data privacy review due soon" email naming the
window (default 7 days) record and its due date.
The review date has passed An "OVERDUE data privacy review" email.

Owners who are deactivated receive nothing, and archived records are excluded entirely. A record with
a Data Liaison gets an annual check instead while that check is open (see Annual checks below).
Templates and lead windows are configured in Settings = Notifications (see Administration & Settings).
Reminders also appear in the notification center (see Notifications).

11.12 Record status: draft, active, archived

Status Badge Meaning

Draft Gray Being documented. Not yet part of the live register.

Active Green The live register entry. Review scheduling and due-date notifications apply.

Archived  Gray Retired. Excluded from review notifications; its next-review date no longer
flags red.

The detail page offers dedicated buttons (requires dataPrivacy:update):

Button Move

Activate Draft to Active.

Archive Draft or Active to Archived.

Reactivate Archived to Draft; activate it again afterward to return it to the live register.

11.13 Comments, attachments, history and custom fields

e Comments. Discuss the record in the Comments tab. Posting requires dataPrivacy:update on the
record.

e Attachments. Upload supporting evidence (DPIAs, processor agreements, data maps) in the
Attachments tab. Uploading requires dataPrivacy:update; anyone who can read the record can
download.

e History. The History tab lists the audit-log entries for the record and its reviews: creation, edits,
status changes, scheduled and completed reviews (last 100 entries), each with the action, actor,
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date and changed fields. A change applied from a Data Liaison's answers links to the
questionnaire it came from.

e Custom Fields. The Custom Fields tab, last in the row, shows any extra fields your organization
has defined for records of processing, or a note that none are defined. Editing values requires
dataPrivacy:update on the record (see Administration & Settings).

11.14 Deleting a record

1. Open the record, open More actions (...) and click Delete (requires dataPrivacy:delete).

2. Read the confirmation, which warns that the record is deleted together with its reviews, along
with its comments, attachments and labels. Its transfers, links, DPIAs and their documents go too.

3. Click Delete to confirm, or Cancel.

Deletion cannot be undone and is recorded in the audit log. If the processing activity has simply ended,
archiving is usually the safer choice.

11.15 Data mapping questionnaires

Data mapping questionnaires ask the business people who know a processing activity, called Data
Liaisons, to describe it, so the privacy team does not have to chase the facts by hand. Each answer can
fill a field of the record of processing, and nothing changes on the record until the privacy team has
reviewed the answers.

11.15.1 Who can be a Data Liaison

Anyone with the Data Liaison role, given through a group (Settings - Groups), plus administrators. A
Data Liaison needs an account: with SAML single sign-on, the account is created the first time they sign
in through SSO, after which an administrator adds them to a group carrying the role; without SSO, an
administrator creates the account. The role grants nothing else, so a Data Liaison sees only My
Questionnaires and lands there after signing in; give them other roles as well where they need more.
11.15.2 The Questionnaires tab

The Questionnaires tab on the Data Privacy page has two sections.

Sent questionnaires lists every questionnaire sent, with the number overdue next to the heading:
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Column What it shows

About The record, or the proposed name of a new activity (marked New activity). Click it
to open the questionnaire.

Questionnaire  The questionnaire used, marked "annual check" for annual checks.

Data Liaison Who was asked.

Status See the table below.

Answer by The answer-by date, in red with "(overdue)" once it has passed.
Sent When it was sent.

Filter the list by status (open ones, meaning awaiting answers or review, are shown by default), by Data

Liaison, by questionnaire, and with Overdue only. With dataPrivacy:read at "all" you see every
questionnaire sent; at "own", those about records you own and those you sent. The Data mapping
questionnaires outstanding dashboard widget summarizes them.

Status Meaning
Awaiting Sent; the Data Liaison has not submitted yet.
answers

Awaiting review Submitted; waiting for the privacy team to decide.

Applied Decided; accepted values were written to the record (or a new record was
created).

Rejected The answers were rejected with a reason; nothing changed.

Canceled Withdrawn before it was decided.

Questionnaires lists the questionnaires that can be sent, with the number of questions, how many fill
record fields, whether each is Available or Withdrawn, and when it was last updated.
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TraxrGRC

88 Dashboard
& My Tasks
M Policy Portal

RISK

Data Privacy

Records of processing DPIAs (3)  Questionnaires

Sent questionnaires 1overdue

@ Risk Management

Third Parties
‘@ Incidents
COMPLIANCE
Compliance
B Policies
[ Evidence
Assessments

< Awareness

Open (awaiting answers or revii Every Data Liaison v

About Questionnaire

Technician route optimization pilot ; i . :
reves Processing activity guestionnaire
New activity
Processing activit
Employee HR records ¢ g_ Y .
questionnaire annual check
Marketing newsletter and demo

Processing activity questionnaire
requests

Processing activit
Customer support tickets 9 ¥

Every questionnaire

Data Liaison

Kenji Arakawa

Rhea
Castellano

Theo
Lindgren

Kenji Arakawa

questionnaire annual check
[ Projects
PRIVACY Questionnaires
8 Data Privacy
Name Questions Fill record fields
Ll Reports Processing activity questionnaire 18 17
< Collapse

Status

Awaiting
review

Awaiting
answers

Awaiting
answers

Awaiting
answers

Status

Available

® Help @ Sofia Brennan

<7 New activity questionnaire

() overdue only

Answer by

2026-10-22

2026-10-07
(overdue)

2026-10-29

2026-11-06

Updated

Sent

2026-10-10 10:03
GMT+1

2026-09-09 08:40
GMT+1

2026-10-14 10:35
GMT-+1

2026-10-07 08:24
GMT+1

=+ New questionnaire

2026-10-20 00:02 GMT+1

Figure 11.9. The Questionnaires tab, with the sent questionnaires and their statuses above the list of
questionnaires available to send.

11.15.3 Building a questionnaire

The default Processing activity questionnaire asks for the Article 30 details in plain words. New
questionnaire, or a click on a questionnaire's name, opens the editor. Changing questionnaires needs
dataPrivacy:update at the "all" level; everyone with dataPrivacy:read can look at them.

1. Give the questionnaire a Name and an optional Description.
2. Click Add question for each question, and set:

[e]

(o]

[e]

[e]

Question: the text the Data Liaison reads.
Help text: optional guidance shown with it.

Answer type: see the table below. For Pick from a list in the app, choose the List; for
single and multiple choice, enter Choices, one per line (at least two).
Fills record field: the record field the answer fills, or Not mapped (kept with the

answers).

Required: whether the question must be answered.
3. Click Save. The editor lists anything that still needs fixing and keeps Save disabled until it is right.
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Answer What the Data Liaison sees
type

Short text, A text box. Long text that fills a list field takes one entry per line.
Long text

Yes or no Two choices.

Single The choices you list, one per line (at least two).
choice,

Multiple

choice

Pick from a Purposes, categories of personal data or of data subjects, sources and recipients

list in the (typed entries; the category lists and sources suggest values other records already

app use), countries (typed, with suggestions from countries already recorded on
transfers, sub-processors, transfer assessments and systems), special categories,
legal basis and processing role (fixed lists), or vendors and systems (picked by
name).

A question can fill only a field that suits its answer type, and each field from one question at most;
questions that fill no field are kept with the answers for the privacy team to read. Clear Available to
send to withdraw a questionnaire without deleting it. Delete removes a questionnaire and needs
dataPrivacy:delete at the "all" level. Requests already sent keep the questions they were sent with.

11.15.4 Sending a questionnaire

1. Start from one of two places:
o On arecord, click Send questionnaire (dataPrivacy:update on the record; not offered on
archived records).
o On the Questionnaires tab, click New activity questionnaire (dataPrivacy:create) for an
activity that has no record yet, and enter the Name of the new activity.
2. Choose the Questionnaire (only available ones are offered).
3. Choose the Data Liaison. On a record, the record's own Data Liaison is preselected.
4. Optionally set an Answer by date and a Message to the Data Liaison.
5. Click Send.

The Data Liaison gets an email with a link. A record's Data Liaison is set in Edit; it is the default
respondent and receives the annual checks.

11.15.5 Answering (the Data Liaison's view)

The Data Liaison opens My Questionnaires in the navigation. The page lists their questionnaires with
what each is about, the questionnaire, its status and the answer-by date (red once overdue), open ones
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first.

1. Click the activity name to open the questionnaire. The header shows the questionnaire, who sent
it, the answer-by date and any message.

2. Answer the questions. Answers start from what the record holds today.

3. Click Save draft to keep work in progress, or Submit answers to send them for review once
every required question is answered.

Whoever sent the questionnaire gets an email. After submitting, the questionnaire is read-only and says
the answers have been sent to the privacy team. A Data Liaison sees only their own questionnaires; any
other link shows "Page not found".

TraxrGRC My Questionnaires @ Help @ Kenji Arakawa

& My Tasks 2] My Questionnaires

0 Policy Portal Questions from the privacy team about the processing activities you know. Your answers go to them for review before anything changes

Y= My Questionnaires About Questionnaire Status Answer by
COMPLIANCE 4 , -

Customer support tickets Processing activity questionnaire Awaiting answers 2026-11-06
= Awareness

Resident appointment scheduling (FieldDesk EU) Processing activity questionnaire Applied 2026-08-30

Technician route optimization pilot Processing activity questionnaire Awaiting review 2026-10-22

< Collapse

Figure 11.10. My Questionnaires as a Data Liaison sees it, listing an open annual check and earlier
questionnaires with their statuses.

11.15.6 Reviewing answers

Open a sent questionnaire from the Questionnaires tab, the record's Questionnaires tab or the email.
The page shows who it was sent to and when it was answered, with Open the record for questionnaires
about an existing record.

Proposed changes (N) lists each field the answers would change, Now against Proposed. For each
one choose:

TraxrGRC User Manual 236



Decision Effect

Accept Write the proposed value.
Edit Change the value before it is written.
Reject Keep the record's current value.

Unchanged fields lists the fields the answers leave as they are, and Other answers shows answers to
questions that fill no field.

1. Decide each proposed change.

2. Add Notes if you wish (notes are required to reject the answers).

3. Click Apply decisions to write the accepted and edited values to the record; its History names
the questionnaire. For a new activity the button reads Create record: it creates a draft record
from the answers, with the Data Liaison set.

Alternatively, Reject answers (with notes giving the reason) changes nothing, and Cancel
questionnaire withdraws one that has not been decided. Once decided, the page shows who decided it
and when, with each field's decision.

Deciding needs dataPrivacy:review and the right to update the record, and is never open to the Data
Liaison who gave the answers, administrators included, unless an administrator has relaxed separation
of duties (see Sessions under Settings). Anyone else who can read the record sees the answers only.
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TraxrGRC Data Privacy > Technician route optimization pilot @ Help @ Sofia Brennan
88 Dashboard e P p e : e p

= Technician route optimization pilot Awaiting review  New activity Cancel questionnaire
& My Tasks e Processing activity questionnaire, sent to Kenji Arakawa on 2026-10-10 10:03 GMT+1, answered 2026-10-17 12:14 GMT+1

A Policy Portal
RISK

@ Risk Management
Third Parties
‘@ Incidents
COMPLIANCE

(2 Compliance
B Policies

& Evidence

[ Assessments
D Awareness
[ Projects
PRIVACY

B Data Privacy

i Reports

Proposed changes (6)

Description
NOW
Not recorded

@ Accept O Edit O Reject

Purposes

NOW
None

@ Accept O Edit (O Reject

Categories of data subjects
NOW
None

@ Accept (O Edit () Reject

Categories of personal data
NOW
None

@ Accept (O Edit () Reject

Recipients

NOW
None

@ Accept (O Edit () Reject

Retention

NOW

Not recorded

@ Accept (O Edit (O Reject

» Unchanged fields (11)

Other answers

Anything else the privacy team should know?

No answer

Notes

Required to reject the answers

PROPOSED
Live location of EU field technicians during shifts is used to reorder
their appointments.

PROPQOSED
Reducing travel time between appointments

PROPOSED
Field technicians

PROPOSED
Location data; Technician schedules

PROPOSED
Dispatch supervisors

PROPQSED
Location points 30 days; route summaries 12 months.

Reject answers Create record

¢ Collapse

Figure 11.11. A submitted questionnaire about a new activity awaiting review, with each proposed value and
the Accept, Edit and Reject choices.

11.15.7 Annual checks

Thirty days before an open review on a record that has an active Data Liaison, the daily sweep sends
them an annual check: the record's last applied questionnaire (or the default one), prefilled and due on
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the review date. It is marked Annual check throughout.

¢ Nothing has changed asks for confirmation (any changes saved as a draft are not sent), then
confirms the record and completes the review with the Data Liaison as reviewer.

e Changed answers go to review like any other; applying them completes the review with the
reviewer who applied them.

Each review gets one check, so a rejected or canceled check is not sent again; complete that review by
hand. Completing a review by hand cancels its open annual check, so the Data Liaison is not asked to
confirm a review that is already done.
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TraxrGRC My Questionnaires > Customer support tickets

£ My Tasks e Customer support tickets Awaiting answers Annual check

0 Policy Portal Processing activity questionnaire, from Sofia Brennan, answer by 2026-11-06

Y= My Questionnaires

® Help @ Kenji Arakawa

The answers below are what the record holds today. If nothing has changed, confirm it. Otherwise correct the answers and submit them.

COMPLIANCE

< Awareness has changed

What is this processing activity called? *

A short name your team would recognize, such as "Payroll" or "Study site monitoring".

Customer support tickets

Describe what happens to the personal data, in a few sentences.

Support requests from customer staff and, through utilities, from residents.

Why is the personal data used? List each purpose. *

Answering support requests x Improving the knowledge base x

Type an entry and press Enter

Whose personal data is it? *
For example employees, patients, study participants or customers.

Customer staff x Residents x
Type an entry and press Enter

Already in use: + Federal inspectors + Field

+ Building +Ci s +

+ Residents (utility customers)

What kinds of personal data are involved? *
For example contact details, bank details or medical history.

Contact details x  Support correspondence x
Type an entry and press Enter

Alreadyinuse: 4 aqdress and accessnotes  + Appointmentrecords  + Background check results

+ Job i + Prospects

+ CVs and interview notes

+ Employee records + Health data (sick leave) + Inspection photos + Location data + Marketing preferences + Tax identifiers

+ Work order records

Does it include any of these special categories?
Leave empty if none apply.

Health

Genetic

Biometric (for identification)

Racial or ethnic origin

Political opinions

Religious or philosophical beliefs

Trade union membership

D00 OoODO

Sex life or sexual orientation

Does it include data about criminal convictions or offenses? *

O Yes @ No

Where does the data come from?

Email and the help center x

Figure 11.12. An annual check opened by its Data Liaison, prefilled from the record, with the Nothing has

changed button.

11.15.8 Reminders

The daily sweep emails the Data Liaison once when a questionnaire's answer-by date is within 7 days

and once when it has passed. A new answer-by date starts again.
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1116 The data map

Data map on the Data Privacy page draws where personal data lives and flows, in four columns:

Column What it shows

Systems The assets linked to records. A system's hosting country is written on the
system.

Records of The records themselves.

processing

Vendors The third parties that process the data for them.

Countries The countries the data goes to, from transfers and the transfer summary;

entries such as "None" are ignored.

Each item sits beside the records it touches. Point at an item, or move to it with Tab, to light up its links,
and click one to open it.

Filter the map by record status (Draft and active by default, or Active, Draft, Archived or Every status),
by data category, by vendor, or with Special category data only. A line under the filters counts the
records shown and names what is left off because you cannot read it. On a narrow screen the map
scrolls sideways inside its own box. Opening the map needs dataPrivacy:read; systems need
assets:read and vendors thirdParties:read.
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TraxrGRC

88 Dashboard
& My Tasks D
M Policy Portal

RISK

@ Risk Management >
Third Parties

‘@ Incidents

COMPLIANCE

Compliance >
B Policies

[ Evidence

[@ Assessments

© Awareness

[ Projects

PRIVACY

B Data Privacy

L Reports

< Collapse

Data Privacy @ Help @ Sofia Brennan

Data map
Where personal data lives and flows: the systems that hold it, the processing that uses it, the vendors that process it and the countries it goes to. Point at an
item, or move to it with Tab, to trace its links.

Draft and active v Any data category k¢ Any vendor 2 ("] Special category data only

7 records shown.

SYSTEMS RECORDS OF PROCESSING VENDORS COUNTRIES

United States

/-— India

Tessellate Support Desk
/7
Northbeam Cloud Services
VA 4
Brightsignal Messaging

Support ticketing system
Hosted in United States

FieldDesk EU region

Hosted in Ireland

sche...

—

Figure 11.13. The data map, tracing personal data from systems through records of processing to vendors and

destination countries.
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11.17 Data privacy permissions

Action

See the list and open a
record

Create a record

Edit documentation, change
status, complete or schedule
reviews

Post comments, upload
attachments

Add or remove transfers, link
assets, risks and controls

Start, screen, edit, submit or
reopen a DPIA

Give DPO advice on a DPIA

Approve or reject a DPIA

Delete a record or a DPIA

Download the Article 30
register

Open the data map

Create or change data
mapping questionnaires

Delete a data mapping
questionnaire

Send a questionnaire about a
record, or cancel one

TraxrGRC User Manual

Permission needed

dataPrivacy:read

dataPrivacy:create

dataPrivacy:update on the record; at "own" level you must own it

(or its owner group)

dataPrivacy:update on the record

dataPrivacy:update on the record, plus read on the linked module

dataPrivacy:update on its record

Being the Data Protection Officer named in Settings - Privacy, with

dataPrivacy:read on its record

dataPrivacy:approve on its record; DPO advice first when it is
required; not its creator or submitter while "Require a second
person to approve DPIAs" is on, unless separation of duties is
relaxed

dataPrivacy:delete on the record

dataPrivacy:read (the register lists only records you can read)

dataPrivacy:read (systems need assets:read, vendors

thirdParties:read)

dataPrivacy:update at the "all" level

dataPrivacy:delete at the "all" level

dataPrivacy:update on the record
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Action Permission needed

Send a questionnaire abouta  dataPrivacy:create

new activity

Answer a questionnaire Being its Data Liaison, with the Data Liaison role
(dataLiaison:update)

Accept, edit or reject a Data dataPrivacy:review, plus dataPrivacy:update on the record

Liaison's answers (never (dataPrivacy:create for a new activity)

your own)

Roles are assigned to groups and inherited through group membership; administrators bypass all of the

above (see Managing Users, Groups & Roles).
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CHAPTER 12

Account Reviews

Account reviews are periodic attestations that the accounts on your systems should still exist, for
example a quarterly privileged access review in which a manager confirms every administrator account
on every system. An account review program groups the accounts that must be reviewed together.
Reviewers work through the list, keeping the access that is still needed and disabling the rest, and
TraxrGRC records the reviewer's name and the time on every decision.

The module is used by the people who run access reviews (typically the GRC team or IT security), by

the system and team owners who make the decisions, and by auditors who read the result as evidence.
This chapter covers creating programs, loading accounts one by one or from CSV, recording decisions,

and exporting the evidence.

12.1 The programs list

Open Account Reviews from the navigation. The page lists every program you can see.

TraxrGRC Account Reviews
as .
=g Dashboerd Account Reviews
& My Tasks e

Search...
P Policy Portal

7= My Questionnaires Title
RISK Q3 privileged access review: production and identity

@ Risk Management
Q3 access review: support ticketing

Third Parties
Q2 privileged access review: production and identity

@ Incidents

COMPLIANCE 3 rows - page 10of 1
Compliance

B Policies

B Audits

[ Evidence
Assessments

2 Account Reviews
<= Awareness
Projects
PRIVACY

B Data Privacy

L Reports

® Help 'ﬂa Morgan Ellery

+ New program

= Filters &, Export CSV [ saved [ columns

Status Owner Items Created
active Priya Raman 3 pending 15 total 2026-10-03 05:52 EDT
active Tomas Okafor 2 pending 7 total 2026-09-24 05:55 EDT
archived Priya Raman 0 12total 2026-07-0105:50 EDT
25/page v <

Figure 12.1. The Account Reviews list with the two Q3 programs and the archived Q2 program, showing

pending and total item counts.
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Column

Title

Status

Owner

Iltems

Created

The search b

What it shows

The program's name. Click it to open the program.

Active (green badge) or Archived (gray badge). Filterable.

The owning person, or the owning group's name when no person is set.

An amber N pending badge plus the total item count (for example "3 pending 15 total").
A zero pending count shows as a plain 0 .

The date and time the program was created.

ox filters by title or description. Export CSV downloads the programs that match your

current filters, which is useful as review evidence. Saved stores and reapplies filter sets, as on every list

in TraxrGRC.

The dashboa

rd widget Account review items charts pending, kept and disabled items across all the

programs you can see (see Getting Started, The Dashboard).

12.2 Creating a program

1. Click New program. The New account review program dialog opens.

2. Complete the fields:

Field What it means

Title Required. The program's name, for example "Quarterly privileged access
review".

Description Free text explaining scope, frequency or method.

Owner The person accountable for the review. Defaults to "None".

Owner A group accountable for the review. You can set either or both.

group

3. Click Create program.
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New account review program

Groups the accounts (users and service accounts) that must be
reviewed together, e.g. quarterly privileged access reviews.

Title

e.g. Quarterly privileged access review

Description
%
Owner Owner group
None v None L

Cancel

Figure 12.2. The New account review program dialog with its Title, Description, Owner and Owner group
fields.

Creating, editing and deleting programs is recorded in the audit log (see Administration & Settings).

12.3 The program page
Open a program from the list.

Under the title and status badge, four summary cards show:

Card What it shows

Owner The owning person, with the owning group underneath.

Pending The number of items still to decide (amber when above zero), with the kept and
items disabled counts underneath.

Status Active or Archived .

Created When the program was created.

Below the cards are the Items, Comments, Attachments and History tabs, followed by Custom
Fields, which shows any custom fields your administrator has defined for review programs. Items
opens by default.
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TraxrGRC Account Reviews > Q3 privileged access review: production and identity ® Help @ Morgan Ellery

s ot . s . . .
sb Dashboard Q3 privileged access review: production and identity active

& My Tasks o Quarterly review of every privileged account in both FieldDesk regions, the cloud consoles, the identity provider and production databases.
D Policy Portal T Archive £ Edit

Y= My Questionnaires

RISK Owner Pending items Status Created
@ Risk Management Priya Rama:: 3 » active 2026-10-03 05:52 EDT
Group: GRC Team 9 kept - 3 disabled
Third Parties
@ Incidents Items Comments History Evidence (1)  Custom Fields
COMPLIANCE
[ Compliance Search... + Additem &, Import CSV = Filters o, Export CSV [ saved [ Columns
B Policies Reviewed Reviewed
O system Username Person Access Status Note by al
Audits
FieldDesk US
. Tomas Platform 2026-10-13
[ Evidence i kept = i
O :g::;'e telafor Okafor administrator 2 PrivaiRaman 07:42 EDT
Assessments
FieldDesk US
8 Account Reviews % : Hana Platform - 2026-10-13
it 3 kept -
O 22:;'2‘& fiyoshida Yoshida administrator " PriyaRaman . 15 ept
= Awareness
[ Projects Left the
. company;
EleldbesicUs Platform acco?mly 2026-10-13
BRIMAGY: () admin v.lund Victor Lund " disabled ) . Priya Raman .
administrator disabled in 07:42 EDT
B Data Privacy console the
console.
i Reports .
FieldDesk EU
" @) aldemines l.haverkam Lena Secunty kept - Priya Raman 2026013
&8 Settings s : B Haverkamp  administrator v 07:42 EDT
FieldDesk EU
() admin c.fairweather Chlne SuPpm?‘ pending = = — Vv Keep X Disable
concale Fairweather supervisor
Sealed
1 1afs
Cloud Organizatian credential;
) console breakglass-1 — owner kept lastjused Priya Raman 2920500
(guYernment (break:glas) dlfnng the 07:42 EDT
region) failover
test.
Cloud Organization
console 2026-10-13
reakglass-2 — owner ept - riya Raman s
(government breakal = “ FiiyalR 0(7) 462 E(l))T
r:gion) (break-glass) :
Cloud
console sve-deploy- Deployment . 2026-10-13
— kept —
O (government us role 20 Priyajiaman 07:42 EDT
region)
Used only
Cloud by the
-l = 2026-10-13
(") console .SVC =aacy: = Storage write disabled retired Priya Raman 5 610
" . import 07:42 EDT
(Irish region) SFTP
intake.
(c:tl:::ile a.mehta Al Secuiity kept - Priya Raman 20261013
o bl Mehta auditor = s 07:42 EDT
Corporate
5 3 Morgan Super i 2026-10-13
identit m.eller . kept - Priya Raman
O nrovidzr v Ellery administrator B Y 07:42 EDT

Figure 12.3. The Q3 privileged access review program on its ltems tab, with the summary cards and a mix of
pending, kept and disabled accounts.

The item table has these columns: System, Username, Person, Access, Status, Note, Reviewed by
and Reviewed at. With update rights you also see a selection checkbox on each row and, on pending
rows, the Keep and Disable buttons. You can filter by status (Pending, Kept, Disabled) and search by
system, username or person.
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12.4 Adding items to a program
You need the accountReviews:update permission to add or import items. Both buttons are in the
toolbar above the item table on the Items tab.
12.4.1 Adding a single account
1. Click Add item. The Add account dialog opens.

2. Complete the fields:

Field What it means

System Required. The system the account exists on, for example "GitHub".
Username Required. The account's login, for example "jsnow".

Person Optional. The person behind the account, for example "Jane Snow".

Access Optional. A short summary of what the account can do, for example
"Organization owner".

3. Click Add item. The new item starts as Pending.

Add account

Adds a single account to this review program.
System Username

e.g. GitHub e.g. jsnow

Person Access

e.g. Jane Snow e.g. Organization owner

Cancel

Figure 12.4. The Add account dialog with the System, Username, Person and Access fields.

12.4.2 Importing accounts from CSV

1. Click Import CSV. The Import accounts from CSV dialog opens.

2. Either choose a .csv file or paste CSV text into the Or paste CSV here box. A chosen file's
contents appear in the box, so you can check them before importing.

3. Click Import items. A successful import reports how many items were added; every imported
item starts as Pending.
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Import accounts from CSV

The first row must be a header with the columns system, username, person and access (case-
insensitive). Quoted fields per RFC 4180 are supported. The import is all-or-nothing: one invalid
row rejects everything.

Choose File No file chosen

Or paste CSV here

system,username,person,access
GitHub,admin,Admin User,Organization owner

Cancel

Figure 12.5. The Import accounts from CSV dialog, with a file picker and the paste box showing the expected
header row.

The format rules:

e The first row must be a header naming the columns system, username, person and access .
Matching ignores case, spaces and underscores, and personname and accesssummary are also
accepted. Other columns are ignored.

e system and username are required on every data row; person and access may be empty.

Quoted fields are supported (standard RFC 4180 CSV quoting).

Completely blank lines are ignored.

The import is all-or-nothing: every row must be valid or nothing is imported. Problems are listed

per line with 1-based line numbers, where the header row is line 1 (for example Line 4:

username: ... ). Fix every problem and try again.

12.5 Reviewing items: keep or disable

Each item is decided as kept (the access is still required) or disabled (the access should be removed).
You need accountReviews:update to record either decision, per row or in bulk.

12.5.1 Deciding one item

1. On a pending row, click Keep or Disable. The Keep access or Disable access dialog opens.

2. Optionally enter a Note. A note is recommended; the placeholders show the level of detail
expected ("e.g. Access still required for the role." or "e.g. Left the team; access revoked in the
IdP.").

3. Click Mark kept or Mark disabled.
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Keep access

Records the review decision with your name and the current time. A
note is optional but recommended.

Note

e.g. Access still required for the role.

4

Cancel Mark kept

Figure 12.6. The Keep access dialog for a pending account, with the optional note field.

12.5.2 Deciding items in bulk

1. Tick the checkboxes on the rows you want. The header checkbox selects every row on the current
page.

2. Click Mark kept (N) or Mark disabled (N) in the toolbar. A badge next to the buttons shows how
many rows are selected.

Bulk decisions do not ask for a note. A bulk action applies to every selected row, including rows already
decided: the new decision replaces the earlier one, with your name and the current time, and clears any
earlier note.

12.5.3 What a decision records

Every decision records your name and the current time on the item, plus the note if you entered one.
The item's status badge changes to Kept (green) or Disabled (gray), the Note, Reviewed by and
Reviewed at columns fill in, and the per-row buttons disappear (they appear only while an item is
pending). The decision is written to the audit log against the program, and the pending counts on the
program's summary card and on the programs list update immediately.

Recording a decision in TraxrGRC does not change the account on the source system. Disabling the
account in the system itself remains your team's task; the note is the place to record that it was done.

Export CSV above the item table downloads all items matching the current filters, including who
reviewed each one and when. This file is the usual evidence artifact for an auditor.

The web interface has no button for deleting a single item. An item added by mistake can be removed
through the REST API (see REST API), or decided with a note explaining the error.

12.6 Comments, attachments and history
Every program has three more tabs:

e Comments: a discussion thread on the program, for example to chase a reviewer for outstanding
decisions. Adding comments requires update access to the program.
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e Attachments: files such as exports from your identity provider or sign-off sheets. Uploading
requires update access.

e History: the audit entries for this program, newest first. Each row shows the action ( create ,
update , keep, disable and so on), who did it, when, and which fields changed.

TraxrGRC Account Reviews > Q3 privileged access review: production and identity ® Help @ Morgan Ellery

o2 = . . = . .
oo Dashbaard Q3 privileged access review: production and identity active
& My Tasks o Quarterly review of every privileged account in both FieldDesk regions, the cloud consoles, the identity provider and production databases.

0 Policy Portal T Archive / Edit

= My Questionnaires

RISK Owner Pending items Status Created

® Risk Management Priya Raman 3 active 2026-10-03 05:52 EDT
H Group: GRC Team 9 kept - 3 disabled

Third Parties

& Incidents ltems Comments History Evidence (1)  Custom Fields

COMPLIANCE

) Compliance Comments (1)

B Ppolicies pr  PriyaRaman 5daysago Tif
@nadia.petrov@quillmont.example three database accounts are still waiting for your decision; the quarter closes in two weeks.
B Audits
. Add a comment...
@ Evidence
[@ Assessments 4
2 Account Reviews 0/4000 - Write @ and a colleague's email (e.g. @jane@example.com) to mention them

= Awareness
[ Projects
PRIVACY

B Data Privacy

Ll Reports

Figure 12.7. The Comments tab of the Q3 privileged access review, with a reminder that three database
accounts still await a decision.
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TraxrGRC Account Reviews > Q3 privileged access review: production and identity ® Help @ Morgan Ellery

og o o . - " %

a0 Dashboard Q3 privileged access review: production and identity active

& My Tasks e Quarterly review of every privileged account in both FieldDesk regions, the cloud consoles, the identity provider and production databases.
07 Policy Portal T Archive £ Edit

7= My Questionnaires

RISK Owner Pending items Status Created
@ Risk Management Priya Raman 3 active 2026-10-03 05:52 EDT
9 Group: GRC Team 9 kept - 3 disabled
Third Parties
& Incidents ltems Comments History Evidence (1) Custom Fields
COMPLIANCE
Compliance keep Priya Raman 2026-10-19 19:02 EDT changed: count, itemids, status
B Policies
8 Audit disable Priya Raman 2026-10-19 19:02 EDT changed: count, itemlds, status
udits
(2 Evidence

keep  Priya Raman 2026-10-19 19:02 EDT changed: count, itemids, status

Assessments

9 Account Reviews keep Priya Raman 2026-10-19 19:02 EDT changed: count, itemids, status
<= Awareness

keep  Priya Raman 2026-10-19 19:02 EDT changed: count, itemids, status
[ Projects
PRIVACY disable Priya Raman 2026-10-19 19:02 EDT changed: count, itemlds, status

B Data Privacy
keep  Priya Raman 2026-10-19 19:02 EDT changed: count, itemids, status

Ll Reports
keep  Priya Raman 2026-10-19 19:02 EDT changed: count, itemids, status

Figure 12.8. The History tab of the Q3 privileged access review, listing each keep and disable decision with its
actor and time.

12.7 Archiving, reactivating and deleting
The buttons at the top right of a program's page depend on your rights.
With accountReviews:update :

e Archive (on an active program) marks a finished program as archived; its status badge turns gray.
Nothing is deleted, and the program stays visible in the list under the Archived status.

¢ Reactivate (on an archived program) makes it active again.

¢ Edit opens the Edit review program dialog to change the title, description, owner or owner
group. Click Save changes to apply.

Archiving does not lock a program: anyone with update rights can still add and decide items on it.

With accountReviews:delete , Delete in the More actions menu (...) asks for confirmation ("Delete
account review program?") and then permanently removes the program together with all its review
items. This cannot be undone.
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TraxrGRC Account Reviews > Q2 privileged access review: production and identity

as P . . . . %

s Dashboard Q2 privileged access review: production and identity archived
& My Tasks o Last quarter's review. Archived after every decision was recorded.

0 Policy Portal

Custom Fields

+ Additem

Access

Platform
administrator

Platform
administrator

Platform
administrator

Security
administrator

Support
supervisor

Organization
owner (break-
glass)

Owner Pending items
7= My Questionnaires
Priya Raman 0
RISK Group: GRC Team 10 kept - 2 disabled
@ Risk Management
Third Parties Iltems Comments History Evidence (0)
@ Incidents
Search...
COMPLIANCE
Compliance O system Username Person
B Policies 5
0O FieldDesk US tokafor Tomas
Audits admin console ’ Okafor
) Evidence FieldDesk US Kyeshid Hana
O admin console bl Yoshida
Assessments
& Account Reviews (@) F'EId,DQSK o v.lund Victor Lund
admin console
<= Awareness
. FieldDesk EU [ hsvarkeam Lena
@ Projects admin console E P Haverkamp
PRIVACY .
0O FleId.Desk EU taitieathe Cﬁloe
B8 Data Privacy admin console Fairweather
Cloud console
Ll Reports () (government breakglass-1 -
region)
L T PP B,

Status

archived

2 Import CSV

Status

kept

kept

disabled

kept

kept

kept

= Filters o, Export CSV

Note

Left the company;
account disabled in the
console.

Sealed credential; last
used during the failover
test.

® Help @ Morgan Ellery

4 Reactivate

Created

£ Edit

2026-07-01 05:50 EDT

Reviewed
by

Priva Raman

Priya Raman

Priya Raman

Priya Raman

Priya Raman

Priya Raman

[1 Saved [0 Columns

Reviewed
at

2026-07-10
07:47 EDT

2026-07-10
07:47 EDT

2026-07-10
07:47 EDT

2026-07-10
07:47 EDT

2026-07-10
07:47 EDT

2026-07-10
07:47 EDT

Figure 12.9. The archived Q2 privileged access review, showing the gray Archived badge and the Reactivate

button.

12.8 Who can do what

Action

See the programs list and a program's
items

Create programs

Add or import items, keep or disable
items, comment, attach, edit, archive,
reactivate

Delete programs

Administrators can do everything.
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Permission

accountReviews:read (atthe own level you only see
programs owned by you or your groups)

accountReviews:create

accountReviews:update (atthe own level, on
programs you own)

accountReviews:delete
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CHAPTER 13

Evidence

Evidence is what shows a control operating or a third party meeting its obligations: the screenshot of a
quarterly access review, the notes from a monthly vulnerability scan review, a vendor's SOC 2 report or
ISO certificate. Each piece of evidence is one record with its files, the period it covers, when it was
collected and how long it stays valid, and links to every record it supports. One access review export
can support a control, the test result it was collected for and several compliance requirements at once,

and an auditor can open it from any of them.

There are two kinds:

Kind

Internal

Third-

party
report

13.1 The

Used for

Evidence your organization produces: access reviews,
vulnerability reviews, configuration screenshots, log reviews,
training records, meeting minutes, test results, and reports
about your own organization (an Audit or assessment report
such as your FISMA assessment, an internal audit or your own
SOC 2 report, and a Certification such as your own ISO/IEC
27001 certificate)

Assurance a third party provides: SOC 1 and SOC 2 reports,
ISO/IEC 27001, 27701 and 22301 certificates, PCI DSS
attestations, HITRUST, FedRAMP packages, penetration test
summaries, bridge letters, security questionnaires (SIG, CAIQ)

Evidence page

Extra fields

None

The third party, who
issued it, the
auditor's opinion, and
exceptions noted
with your response

Open Evidence in the sidebar under Compliance. The table lists every piece of evidence you can see,

newest first:
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Column
Title
Kind

Type

Other type

Third party

Period
covered

Collected

Valid until

Status
Supports

Owner

What it shows
Click to open the evidence.
Internal or Third-party report. Filter by it.

Access review, SOC 2 Type Il and so on; an Other type reads "Other: " and its
description, for example "Other: DR test report". Filter by it.

Hidden by default: the description of an Other type. Filter by typing part of it to
narrow "Other internal evidence" to one kind.

For a report, the third party it is about. Filter by typing part of the name.

The dates the evidence covers, such as the audit period of a SOC 2 report or the
quarter of an access review.

When it was produced or obtained (for a report, the report date).

When it stops counting: a certificate's expiry, or when the next review or report is
due.

See the table below. Filter by Current, Expiring or Expired.
How many records it is linked to and how many files it holds.

Hidden by default; turn it on from the column menu.

The status comes from the dates:

Status

Current
Expiring
Expired

Superseded

Meaning

Valid until is more than 30 days away, or not set.
Valid until is within 30 days.

Valid until has passed.

Later evidence replaces it (its Replaces field names this one). See Replacing earlier
evidence.

The status filter matches the dates only, so a superseded report still appears under the status its own
dates give it. Searching the table also matches the description of an Other type.
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TraxrGRC

88 Dashboard

& My Tasks

M Policy Portal
RISK

@ Risk Management
Third Parties

‘@ Incidents
COMPLIANCE
Compliance

B Policies

Audits

() Evidence
Assessments
2 Account Reviews
= Awareness

[ Projects
PRIVACY

B Data Privacy

L Reports

& Settings

Evidence
Evidence
Internal evidence and third parties' assurance reports, each with the records it supports
Search...
Title Kind Type Third party
Identity provider MFA Configuration or
ol Internal -
policy export screenshot
Continuous monitoring (Rternal Other: Continuous
package, September monitoring package
3 orivi
Q ‘prlwlveged access Internal Access review —
review sign-off
Northbeam SOC 2 T::_:d_ S0C 2 Type ll Northbeam
Type ll, 2025 to 2026 s P Cloud Services
report
Joiner, mover and .
Internal Access review -
leaver sample, Q3
Vulnerability scan SLA - .
Y Internal Vulnerability review  —
report
September
vulnerability scan Internal Vulnerability review  —
review
. Third- Securit
Tessellate SIG Lite Z L - Tessellate
uestionnaire party guestionnaire [S1C, Support Desk
q report CAIQ) it
2026 external .
5 Test or exercise
penetration test Internal —

clmman:

result

Period
covered

2026-07-05 to
2026-10-05

2026-04-07 to
2026-10-04

2026-09-01to
2026-10-01

2026-08-10 to

4,

&

@ Help @ Dana Whitcombe

Download package

= Filters & Export CSV
Vi
Collected ok
until
2026-10-15 —
2026-10-13 —
2026-10-13  2027°0™
n
2027-10-
2026-10-11 04
2026-10-10 —
2026-10-08 —
2026-11-
2026-10-02 o1
2027-
2026-09-09 09-09
2027-
2026-08-30 08-30

2026-08-24

[1 Saved

Status

Current

Current

Current

Current

Current

Current

Expiring

Current

Current

+ New evidence

a

[ Columns

Supports

1 linked

file

1 linked

1linked - 1

file

1

1linked -1

Tlinked -1

3 linked
file

0 linked
file

1linked -1

file

1

1

Figure 13.1. The Evidence page with internal evidence and third-party reports, their periods, valid-until dates
and status, and the Download package button.

13.2 Adding evidence

1. Click New evidence on the Evidence page, or Add evidence on a control, requirement, account
review or third party (see Evidence on other records). From a record, the new evidence is linked

to that record.

2. Choose the Kind and the Type. For Other internal evidence or Other third-party report,
Describe the type in a few words (for example "DR test report"); it is required, and the type then
reads "Other: DR test report" wherever it appears.

3. Enter a Title, for example "Q3 privileged access review" or "SOC 2 Type Il report, 2026".

4. For a third-party report, choose the Third party (required) and enter who Issued by: the audit

firm or certification body.
5. Enter the Period covered from and to if the evidence covers a period, the date it was Collected
on (for a report, the Report date), and Valid until if it expires.

6. For a third-party report, choose the Auditor's opinion (Unqualified, Qualified, Adverse or

Disclaimer of opinion, or Not applicable for a certificate) and record Exceptions noted and our
response: exceptions, nonconformities or complementary user entity controls that need follow-

up.

7. Check Replaces: the earlier evidence this one replaces, if any (see Replacing earlier evidence).

The form may have suggested one.
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8. Add a Description, and choose the Owner (you, unless you choose someone else) and Owner
group.
9. Click Add evidence. The evidence opens; add its files on the Files tab.

p X
New evidence

Record what the evidence is and the period it covers. Files are added on the evidence page after
saving.

Kind Type
Third-party report > SOC 2 Type Il v
Title

Brightsignal SOC 2 Type Il report, 2026

Third party Issued by
v Audit firm or certification body
Period covered from Period covered to
mm/dd/yyyy O mm/dd/yyyy 8
Report date Valid until
10/19/2026 B mm/dd/yyyy O

Certificate expiry, or when the next report is due.
Leave blank if it does not expire.

Auditor's opinion
Not applicable %

Exceptions noted and our response

Exceptions, nonconformities or complementary user entity controls that need follow-up

Figure 13.2. The New evidence dialog for a third-party report.

13.3 An evidence record

The evidence page shows its kind, type and third party, its status, and its dates: Period covered,
Collected on (or Report date), Valid until, Collected by (who recorded it, and when), the Owner and,
for a report, Issued by, Auditor's opinion and the exceptions noted. Below the type, "Superseded by"
links to the evidence that replaces it and "Replaces" to the evidence it replaces (evidence you cannot
read is named as such, without its title).

The Supports card lists every record the evidence is linked to, each labeled with its type (Control,
Control test, Requirement, Risk, Audit finding, Policy or Account review) and linking to it. Records you
cannot read are counted but not named. If you can edit the evidence, the buttons above the list link
more records of each type (a searchable checklist, as for compliance mappings), and the x beside a
record unlinks it. Linking needs only read access to the record; it changes the evidence, not the record.

The tabs below hold the Files, Comments and History. Every change, link, unlink, upload, lock, unlock,
file check and deletion is recorded in the audit log.

Edit changes the fields (the kind is fixed once created). Delete, in the More actions menu (...),
removes the evidence with its files, comments and links after you confirm; the records it supported are
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not changed. Locked evidence cannot be deleted: the menu shows Delete disabled with "Locked
evidence cannot be deleted. Unlock it first." (see Locked evidence and file fingerprints).

TraxiGRC

88 Dashboard

& My Tasks

M Policy Portal
RISK

@ Risk Management
Third Parties

@ Incidents
COMPLIANCE
Compliance

B Policies

B Audits

(2 Evidence
Assessments

S Account Reviews
= Awareness

[ Projects
PRIVACY

B8 Data Privacy

L Reports

%8 Settings

< Collapse

Evidence > Q3 privileged access review sign-off @ Help @ Dana Whitcombe
Q3 privileged access review sign-off Ccurrent & Locked
Internal - Access review

Export of every privileged account reviewed in the Q3 program, with the reviewer's sign-off. Two accounts removed.

Locked automatically on 2026-10-13 12:42 EDT: Linked to a control test with a recorded result. Its files and dates stay as they are.

& Unlock / Edit e

Period covered Collected on Valid until Collected by

2026-07-05 to 2026-10-05 2026-10-13 2027-01-11 Priya Raman - 2026-10-13 07:42
EDT

Owner

Priya Raman

Supports GD Link controls G2 Link control tests =~ GD Link requirements ~ GD Linkrisks G2 Link audit findings G Link policies G Link account reviews
Control  Quarterly privileged access review X
Accountreview Q3 privileged access review: production and identity X
Requirement  AC-2 Account Management NIST SP 800-53 Rev 5 Moderate X

Control test  Quarterly privileged access review Audit completed 2026-07-11, pass

Files (1) Comments History

& Attachments (1) @& This evidence is locked, so its files cannot be added, removed or replaced

File Size Uploaded by Date
» a3-privileged-access-review.csv : 2026-10-13
132 B P R
SHA-256 02bb2f441cee21ad.. [0 AL 11:42 EDT
© Verify files

Figure 13.3. An access review's evidence record with the control, control test, account review and
requirement it supports.

13.4 Evidence on other records

Evidence also appears where you work:
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Record Where What it lists

Control Evidence tab Evidence linked to the control or to any of its tests
(marked "via" the test). Each recorded result has an Add
evidence button, and recording a result offers Add
evidence in the confirmation, so the evidence is linked to
that test and the control as you record it.

Compliance Evidence tab, Evidence linked to the requirement, and evidence of its
requirement Evidence mapped controls and their tests (marked "via" the control
supporting this or test).

requirement

Account Evidence tab Evidence linked to the review program. Add evidence

review starts an access review.

Third party Assurance reports Every report about the third party, with its status, so an
tab expired or superseded report is visible at a glance. Add

evidence starts a SOC 2 Type Il report for this third party.

On a control, requirement or account review, Link existing links evidence you can edit that was
recorded elsewhere.

13.4.1 Files on controls, requirements and account reviews

Controls, compliance requirements and account reviews take evidence rather than loose files: add a file
through Add evidence, then the evidence's Files tab. A file sent to one of these records another way
(through the Al assistant's upload tool or an upload link) becomes new evidence linked to the record,
titled with the file name and typed "Other: Uploaded file", owned by whoever uploaded it; edit its type
and dates afterwards. This needs evidence:create and read access to the record, the same as linking
evidence.

Files attached to these records before they took evidence move onto evidence by themselves shortly
after the update: each becomes evidence linked to the same record, titled with the file name, typed
"Other: Migrated from control" (or requirement, or account review), collected on the day it was
uploaded, and owned by the record's owner. The file keeps its fingerprint, and each move is recorded in
the audit log. Until then the record shows an Attachments tab (on a requirement, a list under its
evidence) with the old files and no upload button. Evidence moved this way that supports a recorded
test result locks the night after (see Locked evidence and file fingerprints).

13.4.2 A third party's files

A third party keeps its Attachments tab for contracts, DPAs and other documents. A report that was
attached there as a plain file can become evidence: Convert to evidence beside the file opens the New
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evidence form as a report about that third party, titled with the file name and dated the day it was
uploaded. Set the type, period, opinion and the rest, and save: the file moves onto the new report (with
its fingerprint) and leaves the Attachments tab. Converting needs evidence:create and
thirdParties:update on the third party.

13.5 Replacing earlier evidence

Evidence can replace earlier evidence: this year's SOC 2 report replaces last year's, this year's FISMA
assessment replaces last year's. The earlier one then shows as Superseded, sends no more reminders,
and drops out of the Evidence expiring widget and the requirement counts on the Compliance
workspace. Each piece of evidence replaces at most one other, and is replaced by at most one.

Set it with Replaces on the evidence form. It offers evidence of the same kind that nothing else
replaces yet (for a third-party report, that third party's reports), the same type first. On new evidence
the form suggests one:

Evidence Suggested

A third-party report The newest report of the same type from the same third party.

An Audit or assessment The newest of the same type linked to the same control (when you

report, or a Certification add it from a control or its test).

Anything else Nothing. Access reviews, log reviews and the like are a history where
each entry still counts, so a new one replaces nothing unless you
choose.

Clear the field to replace nothing. Changing Replaces later is recorded in the audit log; it stays editable
on locked evidence, since it says nothing about the evidence's own contents. Reports recorded before
Replaces existed were linked by the old rule: each report replaces the previous one of the same type
from the same third party.

13.6 Locked evidence and file fingerprints

Every uploaded file gets a SHA-256 fingerprint, taken from its bytes when it is uploaded. The Files tab
shows the start of it under each file name; the copy button beside it copies the whole value, for an
auditor to compare with their own copy of the file. Files uploaded before fingerprinting was added are
fingerprinted in the background and show "SHA-256 not recorded yet" until then.

Verify files, below the files, reads each stored file again and compares it with its fingerprint. Each file is
reported as Matches, Changed since upload or File missing (a file with no fingerprint yet gets one,
shown as Fingerprint recorded). Anyone who can read the evidence can run it, and the result is
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recorded in the audit log. A changed or missing file means the stored copy is no longer the one that was
uploaded: tell your administrator.

Locked evidence is evidence someone has relied on. While it is locked:

¢ its files cannot be added, removed or replaced;

e it cannot be deleted;

e its type, third party, issuer, period, collected (or report) date, valid until date, opinion and
exceptions cannot change;

¢ alink to a control test with a recorded result cannot be removed.

The title, description and owner can still change, and more records can still be linked. A Locked badge
shows beside the status, with who locked it, when and why; the evidence list and the Evidence cards on
other records show a lock icon.

Evidence locks in three ways:

How When

By hand Lock on the evidence, with an optional note (for example "Given to the external
auditor"). Anyone who can edit the evidence can lock it.

A result is Recording a control test's result locks the evidence linked to that test, if it has files.

recorded Linking evidence that has files to a test whose result is already recorded locks it
too.

A day after Evidence added from a recorded result has no files yet, so it stays open while you

its files upload them. Once it supports a recorded result and its newest file is a day old, the

nightly run locks it.

Unlock needs evidence:delete atthe all level (GRC Manager, or an administrator) and a reason,
which is recorded in the audit log.

13.7 Expiry and reminders

Evidence with a Valid until date reminds its owner by email when it comes within 30 days of that date
(Evidence expiring) and again when the date passes (Evidence expired), once each per date: entering
a new date starts again. A third-party report also reminds the third party's owner in your organization
(the Owner on the third party, who owns the relationship and usually has to chase the new report);
when that is the same person, they get one email. Each recipient must be able to read the evidence.
Nobody at the third party is emailed. Superseded evidence, and a report about a terminated third party,
sends no reminder. The Evidence expiring dashboard widget lists what is expired and expiring.
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13.8 Evidence packages for auditors

An evidence package is one zip an auditor can work from offline: the selected evidence's files, one
folder per evidence record, with a manifest.

e From arecord: Download package on the Evidence tab of a control or requirement packs
everything that tab shows (for a requirement, the evidence of its mapped controls and their tests
too). On a third party's Assurance reports tab and an account review's Evidence tab it packs the
evidence listed there.

e By period: Download package on the Evidence page asks for From and To dates and packs the
evidence you can read whose period covered overlaps them, or, for evidence with no period,
whose collection date falls between them. Include superseded reports keeps reports a later one
replaces; they are left out otherwise.

The zip holds:

File What it is

manifest.json Every evidence record: type, third party, issuer, period, dates, opinion, status,
lock state (who locked it, when and why), the evidence it replaces or that
replaces it, the records it supports, and each file.

manifest.csv The same, one row per file, for a spreadsheet.
README. txt What the columns mean and how to check a hash yourself.
evidence/ The files, in a folder per evidence record.

Each file is listed with two SHA-256 values: the fingerprint taken when it was uploaded, and the hash of
the bytes in the package. file_check says match when they agree, mismatch when the stored file
changed, missing when it is gone from storage, and recorded for an older file that had no fingerprint
yet. Mismatched and missing files are also listed together under problems.

A package contains only what you can read: evidence you cannot read is left out, and records the
evidence supports that you cannot read are counted, not named. It holds at most 500 evidence records.
Downloading a package needs evidence:read and is recorded in the audit log with what it held.
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13.9 Who can do what with evidence

Action

See the Evidence page and evidence
on records

Add evidence

Edit, link, unlink, upload files,
comment

Delete evidence
Lock evidence
Unlock evidence
Verify files

Download an evidence package

The built-in GRC Manager role has every evidence right, Risk Owner can read all evidence, add it and

Permission

evidence:read (atthe own level, evidence owned by you
or your groups)

evidence:

evidence:

own)

evidence:

evidence:

evidence:

evidence:

evidence:

Ccreate

update

delete
update
delete
read

read

(at the own level, on evidence you

(unlocked evidence only)
on that evidence

at the all level

edit their own, and Auditor can read it. Administrators can do everything.
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CHAPTER 14

Online Assessments

Online assessments let you send a questionnaire to someone outside your organization, typically a
vendor or other third party, without giving them an account. You build reusable templates, create a
request from a template, and the contact answers through a personal link. Choice answers are scored
automatically, files can be attached as evidence, and the answers come back to you for review answer
by answer. A request can repeat every year (or every N months) against the same third party, offering
last time's answers for the contact to confirm.

The module is used mainly by vendor and third-party risk managers, with security and privacy staff
reviewing answers in their area. This chapter covers both sides: managing templates and requests
inside TraxrGRC, and what your contact sees on the public assessment page.

141 The Assessments page
Open Assessments from the navigation. The page has two tabs:

e Templates (the default): the reusable questionnaires, with the columns Title, Questions (the
number of questions), Requests (how many requests use the template), Owner and Created.
e Requests: every questionnaire sent to a contact (see Requests below).

Both lists have a search box, Export CSV and Saved filters. With assessments:create you see New
template at the top of the page and New request on the Requests tab.
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TraxrGRC Assessments ® Help @ Morgan Ellery

.

& My Tasks o
Templates Requests

M Policy Portal
Y= My Questionnaires Search... = Filters &, Export CSV [ saved [ columns
RISK

Title Questions Requests Owner Created
@ Risk Management

Vendor security due diligence (tier 1) 7 6 Owen Gallagher 2025-08-25 10:00 EDT
Third Parties
3 Light vendor questionnaire (tier 3) 2 3 Owen Gallagher 2025-09-14 10:40 EDT
@ Incidents
COMPLIANCE 2 rows - page 1of 1 25/ page v < >

Compliance

B Policies

Audits

(2 Evidence

[@ Assessments
9 Account Reviews
<= Awareness
Projects
PRIVACY

B Data Privacy

Ll Reports

Figure 14.1. The Assessments page on the Templates tab, listing the tier 1 due diligence and tier 3 light
questionnaires with their question and request counts.

The dashboard widget Assessment requests counts requests by status (see Getting Started, The
Dashboard).

14.2 Templates and the question editor

14.2.1 Creating a template

1. Click New template. The New assessment template dialog opens.

2. Fill in Title (required, for example "Vendor due diligence"), an optional Description, and an
optional Owner. If you leave the owner as "None", you become the owner.

3. Click Create template.

4. Open the template from the list to add its questions.

14.2.2 The template page

The template page shows the title, owner, creation time and the number of requests that use it. Edit
details opens the Edit template dialog for the title, description and owner (questions are edited on the
page itself); click Save changes to apply. Below the header is the question editor.
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TraxrGRC Assessments > Vendor security due diligence (tier 1) ® Help @ Morgan Ellery

os " £t s
e Dashboard Vendor security due diligence (tier 1) Editdetails -
& My Tasks ° Owner Owen Gallagher - Created 2025-08-25 10:00 EDT - 6 request(s)

0 Policy Portal For vendors that process customer, resident or employee data (SA-9, SR-6, GDPR Art. 28). Sent before contract and every year after.

Y= My Questionnaires . ’
v (@ Used by 6 request(s). The template cannot be deleted while requests reference it.

RISK

@ Risk Management

Question 1
Third Parties N + j
Do you hold a current ISO/IEC 27001 certificate or SOC 2 Type |l report covering the services you provide to us?
4@ Incidents
Answer type Evidence files
COMPLIANCE
) Single choice w7 No files v Answer required
[ Compliance
B Policies Help text shown under the question (optional)
B Audits
Yes, both Score 3 @
Evidence
Yes, one of them Score 2 o}
@ Assessments
8 Account Reviews No, but an audit is planned Score 1 o
= Awareness No Score  Q o™
@ Projects 4+ Add option Score each option 0 to 5; the request score is the sum of chosen weights
PRIVACY
B Data Privacy
Question 2
L Reports > Upload the certificate or the report's opinion and scope pages. & ¥ lc}
3 Settings Answer type Evidence files
Free text (not scored) v At least one file required v [J Answer required
A bridge letter is fine if the report is older than 12 months.
Show this question only when
Question 1is answered with... 2
Yes, both Yes, one of them () No, but an audit is planned [_] No
Question 3
3 i O N of
Which of these controls are in place for the systems that hold our data?
Answer type Evidence files
Multiple choice v Files optional v Answer required
Help text shown under the question (optional)
Show this question only when
Always shown v
MFA for all administrative access Score 1
Encryption at rest Score 1
~ -

Figure 14.2. The Vendor security due diligence (tier 1) template, showing scored single and multiple choice
questions, an evidence question and a follow-up question with its condition.

Each question has these settings:
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Setting What it does
Question text Required.

Answer type Single choice (one option), Multiple choice (any number of options) or Free
text (not scored).

Options Choice questions only: 2 to 20, each with a label and a Score from 0 to 5. A
single choice earns its option's score; a multiple choice earns the sum of the
options picked.

Evidence files No files, Files optional or At least one file required: whether the contact can
or must attach documents (certificates, reports, policies) to this question.

Answer required  On by default. An optional question can be left blank.

Help text Optional guidance shown under the question.

Show this Optional condition. Always shown by default; otherwise pick an earlier single or
question only multiple choice question and tick the options that show this one (one option
when means "equals", several mean "one of").

To build the questionnaire:

1. Click Add question for each question and complete its settings.

2. On choice questions, use Add option to add options and the trash button to remove one. The last
two options of a choice question cannot be removed.

3. Use the arrow buttons to move a question up or down, and its trash button to delete it.

4. Click Save questions. Nothing is stored until you save.

A template holds at most 100 questions. Contacts never see the scores; grading happens inside
TraxrGRC. A request's score is the sum earned over the questions the contact was shown, as a
percentage of what those questions could earn: a question hidden by its condition counts neither way,
and free-text questions are not scored.

Conditions. A question can depend only on an earlier choice question. If you move questions so that a
condition would point at a later question, or remove the option it names, the condition is dropped. A
question that depends on a hidden question is hidden too. Hidden questions are never required, and
anything typed into them before they were hidden is dropped when the contact submits.

Saving questions replaces the whole set. Each request keeps the questions it was sent with, so editing a
template never changes, regrades or redisplays assessments already sent or completed. A repeat (see
Repeating assessments) asks the template's questions as they are when it is sent. Templates built
before answer types existed keep working unchanged: their questions read as required single choice
without evidence.
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14.2.3 Deleting a template

A template that has requests cannot be deleted; the template page says how many requests use it.
Once the last referencing request is gone, Delete in the More actions menu (..., requires
assessments:delete ) asks for confirmation ("Delete template?") and removes it permanently.

14.3 Requests

14.3.1 Creating a request

1. On the Requests tab, click New request. The New assessment request dialog opens.

2. Complete the fields:

Field
Template

Title

Third party (optional)

Contact name

Contact email

Repeat

Email the link to the
contact, with a reminder a
week before the due date

Due date (optional)

What it means
Required. Choosing one prefills the title.

Defaults to the template title. Override it for a per-request
name.

Links the request to a third-party record (see Third-Party
Management). Required for a repeating request and for raising
risks from answers.

Optional. Shown in the public page greeting and in emails.
Required. The person you are sending the questionnaire to.

Does not repeat, Annually, Every 2 years, Every 6 months,
Every 3 months or Every month. A repeating request needs a
third party.

Off by default. When ticked, TraxrGRC emails the link now, a
reminder a week before the due date, and a notice if you send
answers back for rework. Always on, and locked, for a repeating
request.

After this date the link stops accepting answers.

3. Click Create request. The Request created dialog shows the public link with a Copy button.

4. If TraxrGRC is not emailing the contact, send them the link yourself.

5. Click Done.
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New assessment request
The contact receives a single-use link to a public questionnaire; the
result lands back here with a weighted score.

Template
~
Title Third party (optional)
Defaults to the template title None v
Contact name Contact email
Repeat
Does not repeat v

0O Email the link to the contact, with a reminder a week before the due
date

Due date (optional)

mm/dd/yyyy O

Cancel

Figure 14.3. The New assessment request dialog with the template, third party, contact, repeat, email and due

date fields.

The link contains a random, unguessable token. Anyone holding it can answer, so share it only with the

intended contact.
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14.3.2 The requests list

TraxrGRC Assessments ® Help @ Morgan Ellery

08 Dashboard Assessments + New template

& My Tasks o

M Policy Portal

= My Questionnaires

+ New request

RISK Search... = Filters &, Export CSV [1 Saved [0 Columns
@ Risk Management
. Third Due
Third Parties Title Template party Contact Status Score e Sent Completed
o T ggl:zbeam SLALL) Northbeam 2025"
SHMPLIRNEE Services: security due Helena Brandt comoleted  92%  2025-  00-19  2025-10-04 =
§ diligence - helena.brandt@northbeam.example B (12/13) 10-19 05:05 11:20 EDT o
Compliance aanuel due: ) Services EDT
1
P diligence
Policies
B Brightsignal Vendor 2026-
) S A et i o ; = -08-
B Audits Messaging: sr_-‘_curﬂv due BrlghtSIgnal ler_ul Rao o i 38% 2026 08-10  2026-08-28 ®
pre-contract  diligence Messaging  nikhil.raoc@brightsignal.example (5/13) 09-04 05:10 11:04 EDT
[ Evidence due diligence  (tier 1) EDT
[A Assessments Halyard HR Vendor 2026-
) Cloud: security due  Halyard HR  Ciara Byrne e 62% 2026- 09-19 2026-10-01 ®
& Account Reviews annual due diligence Cloud ciara.byrne@halyardhr.example (8/13)  10-29  05:30  11:06 EDT
5 diligence (tier 1) EDT
wareness
@ projest Tessellate Vendor Tessellate 2026-
rojects Support security due Subpart Ruth Calloway completed 92%  2026-  09-28 2026-10-16 ]
PRIVACY Desk: annual  diligence De:: ruth.calloway@tessellate.example (12713) 10-28  05:27  11:21EDT
due diligence (tier 1) EDT
8 Data Privacy
::ﬂng;ﬂenﬂ yencoy Sentinel 2026-
LI Reports Security: S_E_CUFIW due Ridge Marta.llves ) prets _ 2026-  10-15 _ ©
diligence s marta.ilves@sentinelridge.example 11-09 05:28
& Settings annual due tier 1) Security DT
g diligence
Kestrel Elahtvander 2026-  2026-
Assurance: 9 ) N Kestrel Owen Achebe . 10-15 09-14
questionnaire expired - — ]
engagement g Assurance owen.achebe@kestrelassurance.example (past 05:05
: - (tier 3)
questionnaire due) EDT
Pellucid
i i i 26- L
Translation Light vendor  Pellucid 2 2020
S : : i Ines Moreau = 04-02 03-03
Services: questionnaire Translation expired - ! - w)
3 N ines.moreau@pellucid.example (past 04:50
renewal (tier 3) Services
. N due) EST
questionnaire
2026-
Ledgerline Light vendor .
: . . Ledgerline Peter Vance 50%  2026- 05-12 2026-05-22
: leted s
Payro!l. llgl'!t qlljeshonnalre Payroll petervance@ledgerline.example sompree (2/4) 06-11 05:40 11:30 EDT =
questionnaire (tier 3)
EDT
Northbeam . dor 2026-
Cloud 1 Northbeam
Sarvices: security due Cloud Helena Brandt o o 2026- 09-19 _ =
erviges: diligence DLI. helena.brandt@northbeam.example 11-02 02:30 =
annual due ) Services
e (tier 1) EDT
diligence
< Collapse 9 rows - page 1 of 1 25/ page v < >

Figure 14.4. The Requests tab, with completed, returned, sent and expired due diligence requests and their
scores and due dates.
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Column
Title
Template
Third party
Contact
Status
Score

Due date

Sent

Completed

What it shows

Click to open the request.

The template the request was created from.
The linked third party, if any.

The contact's name, with the email underneath.
The status badge (see below). Filterable.

For a submitted request, pct% (score/max) .

The due date. A past date shows in red with "(past due)" unless the request is

completed.
When the request was sent.

When the contact submitted.

The search box matches the title, contact name and contact email.

Status badges:

Status
Sent
Completed

Returned for
rework

Expired

Meaning
Created; the contact can still answer.
The contact submitted.

You sent flagged answers back; the contact can change those until the
new due date.

Either explicitly marked expired, or a Sent or Returned request past its
due date. The badge changes as soon as the due date passes, without
anyone touching the record.

Badge
Amber
Green

Violet

Gray

The Status filter matches the status stored on the request. A request that shows Expired only because

its due date has passed is still stored as Sent or Returned, so the filter lists it under that status.

Row actions on each request:

e Copy link (copy icon, only with assessments:update on the request) copies the public link
again; the icon turns into a checkmark when copied.
e Mark expired (ban icon, on requests stored as Sent) asks for confirmation and then makes the
link stop accepting answers immediately.
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e Delete (trash icon) asks for confirmation and permanently removes a request that has never been

submitted, together with its link and any files the contact uploaded. A submitted request cannot
be deleted: its answers are the record.

14.3.3 The request page

Open a request from the list. The page has no tabs; a Custom Fields card below the answers shows any

custom fields defined for assessment requests.

The header shows the title, status badge, template, third party, sent time and owner. Below it are the
contact, the due date (red once expired), the completion time and, for people with
assessments:update on the request, the Public link with a Copy button. The link is hidden from
everyone else because it is the contact's only credential.

TraxrGRC Assessments > Northbeam Cloud Services: annual due diligence @ Help @ Morgan Ellery

ge . are
s Dashboard Northbeam Cloud Services: annual due diligence ~sent
& My Tasks e Template Vendor security due diligence (tier 1) - Northbeam Cloud Services - Sent 2026-09-19 02:30 EDT - Owner Owen Gallagher

0 Policy Portal Edit details Reissue link Mark expired

Y= My Questionnaires

Contact Due date
RISK Helena Brandt <helena.brandt@northbeam.example> 2026-11-02
@ Risk Management Completed Public link
Third Parties - https://grc.quillmont.example/assess/assess_005f5chf81 [0 Copy
H Incidents
COMPLIANCE Repeats annually
Next sent on 2027-10-19 to the same contact, with this one's answers to confirm. The app emails this contact Change repeat

Compliance

Previgus assessment

B Policies
Audits i
E Custom Fields
[ Evidence No custom fields defined.

[@ Assessments
9 Account Reviews
= Awareness

[ Projects
PRIVACY

B Data Privacy

L Reports

Figure 14.5. The current year's Northbeam Cloud Services due diligence request, sent and awaiting answers,

with its public link and repeat panel.

The buttons at the top right depend on the request's state and your rights ( assessments:update ):
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Button

PDF

Edit
details

Reissue
link

Mark
expired

When it shows

Once the contact has
submitted. Needs only
read access.

Until the contact first
submits.

On Sent and Returned
requests.

On Sent and Returned
requests.

What it does

Downloads the submitted assessment (see Reviewing
answers).

Opens Edit request for the title, contact name, contact
email, due date and third party. The public link and any
answers are not affected.

Replaces the public link (see below).

After confirmation, the link stops accepting answers
immediately.

Once the contact has submitted, a score summary appears with the percentage and the raw score,
followed by the Answers review.

14.3.4 Reissuing the public link

Use Reissue link when the link reached someone other than the contact.

1. On the request page, click Reissue link. The Reissue the public link? dialog opens.

2. Leave Email the new link to contact ticked to have TraxrGRC send the new link, or untick it to
send the link yourself. The box starts ticked when the request was set up to email the contact.

3. Click Reissue link.

The old link stops working at once. Answers and evidence already given stay on the request, and the

new link appears in the Public link field. The new link is never written to the audit log; the log records
only that the link was reissued and to whom it was emailed. If someone else already submitted through a
leaked link, return the request for rework first (see Reviewing answers), then reissue the link.

Reissue the public link?

A new link replaces the current one, which stops working immediately.
Use this when the link reached someone other than the contact
Answers and evidence already on the request are kept.

Email the new link to Helena Brandt
<helena.brandt@northbeam.example>

Cancel Reissue link

Figure 14.6. The Reissue the public link dialog, with the option to email the new link to the contact.
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14.4 Reviewing answers
The Answers review lists each answer with:

e its points (for scored questions);

e the files attached to it, by name and the start of its SHA-256 fingerprint (click a name to
download; files added during rework are marked "(rework)");

e "Unchanged from last time" where the contact confirmed last time's answer;

e adecision badge: Not reviewed, Accepted, Flagged or Reworked, review again;

e the review comment, and a History (N) list once an answer has more than one decision.

The status line above the answers reads Review in progress, Flagged answers are back with the
respondent or Review finished, followed by how many answers are accepted, flagged and still to
decide, and who finished the review and when. Below the answers, each submission (the first and any
rework) is listed with its time and score.
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TraxrGRC Assessments > Tessellate Support Desk: annual due diligence ® Help @ Morgan Ellery

88 Dashboard

Tessellate Support Desk: annual due diligence completed 4, POF
& My Tasks o Template Vendor security due diligence (tier 1) - Tessellate Support Desk - Sent 2026-09-28 05:27 EDT - Owner Owen Gallagher
[ Policy Portal
Contact Due date
Y= My Questionnaires Ruth Calloway <ruth.calloway@tessellate.example> 2026-10-28
RISK Completed Public link

@ Risk Management 2026-10-16 11:21 EDT https://grc.quillmont.example/assess/assess_3414ceabcl @ copy

Third Parties

4 Incidents Does not repeat

. Change repeat
Repeats need a third party and email the contact automatically. The app emails this contact.

COMPLIANCE

[ Compliance

ici 92%
B Policies
Score 12/13: the weighted sum of chosen option scores.
Audits
Evidence Answers review

Review in progress - 0 accepted, 0 flagged, 6 to decide

@ Assessments

1. Do you hold a current ISO/IEC 27001 certificate or SOC 2 Type Il report covering the services you provide to us? Not reviewed

2 Account Reviews
Yes, both 3/3 points
= Awareness
Accept Flag
[ Projects
PRIVACY

2. Upload the certificate or the report's opinion and scope pages. Not reviewed
B Data Privacy

SOC 2 report attached.

A Reports @ assurance-report.pdf SHA-256 81fc690114b0..

25 SettiEs Accept Flag

3. Which of these controls are in place for the systems that hold our data? Not reviewed
MFA for all administrative access; Encryption at rest; Annual independent penetration test; 24x7 security monitoring 4/4 points

Accept Flag

4. How soon after becoming aware would you notify us of a personal data breach? Not reviewed
Within 24 hours 3/3 points

Accept Flag

5. Where is our data stored and accessed from? Not reviewed

EEA and the United States 2/3 points

Accept Flag

6. List every country outside the EEA where our data is stored or accessed, and by whom. Not reviewed
United States: hosting and support.

Accept Flag

Total 12/13. Questions hidden by their conditions do not count.

First submission, 2026-10-16 11:21 EDT: 12/13

Custom Fields

Figure 14.7. The Tessellate Support Desk due diligence answers awaiting review, each with Accept and Flag
buttons and the attached assurance report file.

With assessments:update on the request, you review as follows:

1. Click Accept on each answer you are satisfied with, or click Flag, enter what needs to change (a
comment is required; the contact sees it if the answers go back) and click Flag answer. You can
change a decision until you finish; every decision is kept in the answer's History.
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. Optionally, on a flagged answer of a request linked to a third party, click Raise third-party risk. In
the Raise a third-party risk dialog, adjust the Risk title and click Raise risk. TraxrGRC creates a
risk in the Third-party classification, attached to that third party and owned by you, at the lowest
likelihood and impact for you to rate. Its description carries the question, the answer and your
comment, and the answer links to it ("Risk raised: ..."). One risk per answer. This needs
risks:create and read access to the third party.
. Optionally, click Send flagged answers back (once per request). In the dialog, set a New due
date (14 days from today if left empty) and click Send back. The request becomes Returned for
rework. The contact sees your comments and can change only the flagged answers, add files to
them, and answer any question their changes reveal; everything else stays as it was. If TraxrGRC
does not email this contact, the dialog reminds you to tell them the link is open again. While the
answers are back with the contact, the flagged answers keep their Flagged badge and your
comment, and the status line reads Flagged answers are back with the respondent.
. When the contact resubmits, each reworked answer shows Reworked, review again until you
decide on it again. Flags go stale only at this point; if the link expires during rework without a
resubmission, the flags stay current.
. Click Finish review once every answer has a current decision. Flagged answers can stay flagged
when you finish; the flag is the decision.
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TraxrGRC Assessments > Halyard HR Cloud: annual due diligence ® Help @ Morgan Ellery

og -
84 Dashboard Halyard HR Cloud: annual due diligence returned
& My Tasks o Template Vendor security due diligence (tier 1) - Halyard HR Cloud - Sent 2026-09-19 05:30 EDT - Owner Owen Gallagher

M Policy Portal &, PDF Reissue link Mark expired

Y= My Questionnaires

Contact Due date
RISK Ciara Byrne <ciara.byrne@halyardhr.example> 2026-10-29
© Risk Management ? Completed Public link
Third Parties 2026-10-0111:06 EDT https:/fgrc.quillmont.example/assess/assess_da246595¢ T copy
4@ Incidents
COMPLIANCE Does not repeat

= N Change repeat
- Repeats need a third party and email the contact automatically. The app emails this contact.
[ Compliance

B Policies
0,
B Audits 62%
Score 8/13: the weighted sum of chosen option scores.
Evidence
@ Assessments Answers review

Flagged answers are back with the respondent - 6 accepted, 1 flagged, 0 to decide - rework round 1 of 1
2 Account Reviews

1. Do you hold a current ISO/IEC 27001 certificate or SOC 2 Type |l report covering the services you provide to us?
< Awareness oy d rHeate-0 yp portcevering youp Accepted

Yes, one of them 2/3 points
[ Projects

PRIVACY

2. Upload the certificate or the report's opinion and scope pages. Accepted
B Data Privacy

I1SO 27001 certificate attached.
L Reports @ assurance-report.pdf SHA-256 519a947ef589..

@8 Settings
3. Which of these controls are in place for the systems that hold our data? Accepted

MFA for all administrative access; Encryption at rest; 24x7 security monitoring 3/4 points

4. How soon after becoming aware would you notify us of a personal data breach? Flagged

Within 72 hours 1/3 points

Our DPA says 24 hours; please confirm you will meet it.

Raise third-party risk

5. Where is our data stored and accessed from?

Accepted
EEA and the United States 2/3 points
6. List every country outside the EEA where our data is stored or accessed, and by whom. Accepted
United States: transactional email provider.
7. List your sub-processors for these services. Accepted

Northbeam Cloud Services; Paywise Mail.

Total 8/13. Questions hidden by their conditions do not count.

First submission, 2026-10-0111:06 EDT: 8/13

Custom Fields

No custom fields defined.

Figure 14.8. The Halyard HR Cloud due diligence request returned for rework, with the reviewer's comment on
the breach notification answer and the review status showing the answers are back with the respondent.
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TraxrGRC

88 Dashboard

& My Tasks

0 Policy Portal

= My Questionnaires
RISK

@® Risk Management
Third Parties

‘i Incidents
COMPLIANCE

[] Compliance

B Policies

Audits

(3 Evidence

[@A Assessments

2+ Account Reviews
= Awareness

[ Projects

PRIVACY

8 Data Privacy

Ll Reports

8 Settings

< Collapse

Assessments > Brightsignal Messaging: pre-contract due diligence

Template Vendor security due diligence (tier 1)

Contact

Nikhil Rao <nikhil.rao@brightsignal.example>

Completed
2026-08-28 11:04 EDT

Does not repeat

® Help @ Morgan Ellery

Brightsignal Messaging: pre-contract due diligence completed &, PDF

Brightsignal Messaging - Sent 2026-08-10 05:10 EDT - Owner Owen Gallagher

Due date
2026-09-04

Public link

https://grc.quillmont.example/assess/assess_e99740ch0 Ty Copy

Change repeat

Repeats need a third party and email the contact automatically. The app emails this contact

38%

Score 5/13: the weighted sum of chosen option scores.

Answers review
Review finished - 4 accepted, 2 flagged, 0 to decide - finished by Owen Gallagher, 2026-09-09 08:40 EDT

1. Do you hold a current ISO/IEC 27001 certificate or SOC 2 Type Il report covering the services you provide to us? Accepted

No, but an audit is planned 1/3 points

2. Which of these controls are in place for the systems that hold our data? Accepted

MFA for all administrative access; Encryption at rest 2/4 points

3. How soon after becoming aware would you notify us of a personal data breach? Flagged

Within 72 hours 1/3 points

72 hours is too slow for us as processor to utilities; we need 24 hours.

Risk raised: Messaging_vendor's breach notice period exceeds our contractual 24 hours

4. Where is our data stored and accessed from? Accepted

Other countries as well 1/3 points

5. List every country outside the EEA where our data is stored or accessed, and by whom. Flagged

India: platform support engineers can view message content when troubleshooting.

Support access to message content from India needs a transfer impact assessment and pseudonymization.

Raise third-party risk

6. List your sub-processors for these services. Accepted

Brightsignal Engineering India; two telecom carriers per country.

First submission, 2026-08-28 11:04 EDT: 5/13

Custom Fields

No custom fields defined.

Total 5/13. Questions hidden by their conditions do not count.

Figure 14.9. The finished review of the Brightsignal Messaging due diligence, with two flagged answers, their
comments, and the third-party risk raised from one of them.

PDF. The PDF button downloads the submitted assessment: every question in order with the answer,
points, whether it was confirmed unchanged, the review decision with the reviewer, time and comment,
earlier decisions, any risk raised (by title if you may read it), and each evidence file by name, size and
SHA-256 fingerprint. The files themselves are not embedded; download them from the request page.
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Questions the contact was not shown are marked as such. Times are in your time zone. At most two
PDFs render at once; if the server is busy, try again in a few seconds.

14.5 Repeating assessments

You set a repeat in the New assessment request dialog, or with Change repeat on the request page.
Only the latest request in a chain can carry the repeat, so Change repeat appears only there. The
repeat panel on the request page shows the schedule ("Repeats annually" and the date the next one will
be sent) and, in a chain, Previous assessment and Next assessment links.

To change or stop a repeat:

1. On the latest request in the chain, click Change repeat. The Repeat this assessment dialog
opens.

2. Choose an interval, or Does not repeat to stop.

3. Click Save.

The daily notification sweep sends the repeat automatically, counted from when the request was sent:
annually means a year after the send date. Setting a repeat on an older request whose date has already
passed sends the repeat at the next sweep. The repeat:

e goes to the same contact and third party, owned by the same person;

e asks the template's current questions;

e gets as many days to answer as the previous request had (30 if it had no due date);

e is emailed to the contact, who sees last time's answers under each question with Unchanged
from last time to confirm them;

e carries the schedule on, so the previous request links to the next one and vice versa.

14.6 The public assessment page (for external contacts)

This page is for the people you send links to; they need no TraxrGRC account. The URL ends in the
link's token. The page carries only a header with your logo, product name and "Online assessment": no
navigation and no sign-in.
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TraxrGRC Online assessment

Northbeam Cloud Services: annual due diligence
Hello Helena Brandt. Please answer the questions below. This assessment is due by 2026-11-02.

Your answers from last time are shown under each question. Confirm the ones that have not changed.

1. Do you hold a current ISO/IEC 27001 certificate or SOC 2 Type |l report covering the services you
provide to us?

O Yes, both
O Yes, one of them
(O No, but an audit is planned

ONO

Last time: Yes, both  Unchanged from last time

2. Which of these controls are in place for the systems that hold our data?
(D) MFA for all administrative access

(O Encryption at rest

(O Annual independent penetration test

() 24x7 security monitoring

Last time: MFA for all administrative access; Encryption at rest; Annual independent penetration test; 24x7 security
monitoring

Unchanged from last time

You may attach files as evidence.

Choose File No file chosen

3. How soon after becoming aware would you notify us of a personal data breach?
(O Within 24 hours

(O within 72 hours

(O Without a fixed deadline

Last time: Within 24 hours  Unchanged from last time

4. Where is our data stored and accessed from?
(O EEA only

(O EEA and the United States

(O Other countries as well

Last time: EEA and the United States  Unchanged from last time

5. List your sub-processors for these services. (optional)

Last time: Northbeam Ireland Ltd (Irish region operations).  Unchanged from last time

0/5 answered

Figure 14.10. The public assessment page for the Northbeam Cloud Services repeat, greeting the contact and
offering last time's answers to confirm.

e Answering. The page greets the contact by name (if given), says "Please answer the questions
below." and shows the due date. Single choice questions offer radio buttons, multiple choice
questions checkboxes, and free-text questions a text box. Optional questions are marked "
(optional)", and help text appears under the question. Follow-up questions appear and disappear
as the answers they depend on change. A counter next to the button shows how many shown
guestions are answered. Submit assessment stays disabled until every shown required question
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has an answer and every shown question that needs a file has one. Option scores are never
shown.

Evidence files. Where a question takes files, the page says "Attach at least one file as evidence."
or "You may attach files as evidence." The contact picks a file and it uploads straight away (PDF,
images, Office documents, text, CSV or ZIP; the content must match the extension). Limits per
link: 10 MB per file, 5 files per question, 40 files and 100 MB in all. Files can be removed until the
answers are submitted; after that they are kept as evidence.

Last time's answers. On a repeat, each question shows "Last time:" with the earlier answer and
an Unchanged from last time button. Clicking it fills the answer in and shows "Confirmed
unchanged". Changing the answer removes the mark.

Rework. When answers are sent back, the page explains that the reviewer has asked the contact
to look again at the answers marked below, and shows the reviewer's comment ("Reviewer: ...")
on each flagged answer. Only those answers can be changed, along with any question the
changes reveal. Send revised answers resubmits.

Thank-you screen. On submit, the page shows "Thank you!" and the contact's score as a
percentage. Reopening the link shows "This assessment has been submitted" with the score and
completion date.

Expired link. Past the due date, or after someone marks the request expired, the page shows
"This assessment link has expired", states the due date, and asks the contact to request a new
link from the person who sent it. Submissions and uploads are refused as well.

Unknown links and rate limits. An unknown or mistyped link shows a generic "not found" page.
The page and its uploads are rate-limited per address; an address that makes too many requests,
or tries too many unknown links, sees "Too many requests" and is asked to wait a few minutes.
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TraxrGRC

Halyard HR Cloud: annual due diligence

Hello Ciara Byrne. The reviewer has asked you to look again at the answers marked below. Your ot|
kept. This assessment is due by 2026-10-29.

Online assessment

her answers are

1. Do you hold a current ISO/IEC 27001 certificate or SOC 2 Type Il report covering the services you

provide to us?
) Yes, both

@ Yes, one of them
) No, but an audit is planned

No

2. Upload the certificate or the report's opinion and scope pages. (optional)

A bridge letter is fine if the report is older than 12 months.

I1SO 27001 certificate attached.

Attach at least one file as evidence.

@ assurance-report.pdf 1KB

3. Which of these controls are in place for the systems that hold our data?
MFA for all administrative access
Encryption at rest
) Annual independent penetration test
24x7 security monitoring

You may attach files as evidence.

4. How soon after becoming aware would you notify us of a personal data breach?
[3 Reviewer: Our DPA says 24 hours; please confirm you will meet it.

(O Within 24 hours
@ Within 72 hours
(O Without a fixed deadline

5. Where is our data stored and accessed from?
) EEA only
@ EEA and the United States

) Other countries as well

6. List every country outside the EEA where our data is stored or accessed, and by whom.

United States: transactional email provider.

7. List your sub-processors for these services. (optional)

Northbeam Cloud Services; Paywise Mail.

Send revised answers 7[7 answered

Figure 14.11. The public page for the returned Halyard HR Cloud assessment, with the reviewer's comment on
the flagged breach notification answer.
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TraxrGRC Online assessment

O

This assessment link has expired

"Kestrel Assurance: engagement questionnaire" is no longer accepting answers. The due date was 2026-10-15.
Please contact the person who sent you this link to request a new one

Figure 14.12. The public page for the Kestrel Assurance questionnaire after its due date, showing that the link
has expired.

Evidence uploads and upload links. Evidence on the public assessment page is uploaded by the
external contact and stays attached to the answer. The separate Upload files page ( /upload/... )
belongs to the Al assistant feature: it attaches files to a record for a signed-in user whose assistant
issued the link, and it is never sent to external contacts. See Administration & Settings, Al assistants.

14.7 Notifications and audit trail

When a contact submits (or resubmits after rework), the request's owner receives an email notification
with the title, contact and score. Where TraxrGRC emails the contact, they receive the link

( assessment.sent ), a reminder a week before the due date ( assessment.reminder , once per due
date, never within a day of sending) and the rework notice ( assessment.returned ). A reissued link is
sent with the assessment.sent template. If a request's due date passes unanswered, its owner is told
once ( assessment.overdue ), within a week of the date. The templates are under Settings,
Notifications, Templates. Emails to the contact carry the link, so the delivery log (visible to notification
administrators) shows it too.

The audit log records:

e the submission, and each upload or removal of a file, with the contact's email as the actor (the
submitter holds no TraxrGRC account);
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e every review decision, return, finished review and raised risk;

e each link reissue (without the new link);
e repeats sent by the sweep (as "system");
e all template and request changes.

14.8 Who can do what

Action

See the Assessments page, templates and requests,
and download the PDF

Create templates and requests

Edit templates and questions; see, copy and reissue
the public link; edit or expire requests; change
repeats; review answers, send answers back, finish
reviews

Raise a third-party risk from a flagged answer

Delete templates and unsubmitted requests

Permission

assessments:read (requests are
additionally scoped: at the own level you
see only requests you own)

assessments:create

assessments:update (atthe own level, on
records you own)

assessments:update on the request,
risks:create , and read on the third party

assessments:delete

The public assessment page bypasses all of this by design: it is unauthenticated, and the link is the only

credential.
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CHAPTER 15

Report Center

The Report Center turns the data you already keep in TraxrGRC into seven cross-module reports: a risk
register, a compliance rollup, an exception inventory, a review schedule, awareness training completion,
an incident listing and policy acknowledgements. Managers use it to see the state of the program at a
glance, auditors use it to collect evidence, and GRC staff use it to find work that is overdue. Every report
applies your own permissions to the underlying module, so two people opening the same report can see
different rows. You can filter each report, download it as a CSV file for spreadsheets or evidence packs,
and have it emailed to colleagues on a schedule.

The Reports entry in the sidebar has two pages: Report Center (the reports themselves) and
Scheduled (reports sent by email, described under Scheduled reports below).

15.1 The landing page

Open Reports - Report Center. You see a card per report, each with a module badge, the title and a
one-line description. Click a card to open the report.

A card appears only if you hold the reports:read permission and read access to at least one module
the report draws on. If your permissions cover none of them, the page says "No reports available for
your permissions."
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TraerRC Reports > Report Center

® Help @ Morgan Ellery

88 Dashboard

Reports
& My Tasks o Cross-module reports over the data you have access to. Each report applies your permissions to its underlying module.
M Policy Portal
risks compliance risks
2= My Questionnaires : 3 . i
Risk Register Compliance Status Exceptions

RISK

@ Risk Management

Third Parties

Every risk with inherent and residual
scores, ownership, treatments, failing
treatment controls, open exceptions and

the next review date.

Rollup of compliance analyses per
framework domain, with a leaf-item drill-
down of every requirement and its status.

All open and historical exceptions across
risks, compliance analyses and policies,
with expiry tracking.

T Incidents
COMPLIANCE
risks awareness incidents

Compliance i i .

Reviews Due Awareness Completion Incidents
B Policies Pending risk, policy and data-privacy Per program: how many users were Every incident in the selected window with
" . reviews: what is overdue and what comes assigned, passed or failed, completion classification and status, summarized by
Audits due in the next days. percentage and average test score. classification
2 Evidence

Assessments

policies
S Account Reviews
Policy Acknowledgements

S Awareness Per request and person: acknowledged

(when, which version and its content

[ Projects )
hash), outstanding or overdue

PRIVACY

B Data Privacy

Ll Reports

Renort Center

Figure 15.1. The Report Center landing page, with one card per report showing its module badge, title and
description.

15.2 Anatomy of a report
Every report page is laid out the same way:

1. Summary cards at the top show the headline numbers, computed from the same rows as the
table. A card's number renders in red when it flags a problem (details per report below).

2. Filters sit below the cards. Their values are carried in the page address, so a filtered view can be

bookmarked or shared. Select filters always offer All. Click Apply filters to run them; Reset
returns to the unfiltered report.

3. The results table lists the rows behind the current filters. Cells that need attention (overdue
dates, expired items) render in red. When nothing matches, the table says "No results for the
selected filters."

4. Download CSV (top right) downloads the report with the filters you currently have applied, in

the same columns as the on-screen table. The file is named report-<report>-<date>.csv and

opens correctly in Excel.

5. Schedule (top right, shown when you hold reports:create ) opens a new scheduled report for

this report, keeping the filters you have applied.
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TraerRC Reports > Report Center > Risk Register ® Help @MorganEllery

88 Dashboard risks

& My Tasks ©  Risk Register

0 Every risk with inherent and residual scores, ownership, treatments, failing treatment controls, open exceptions and the next review date
Policy Portal

‘= My Questionnaires f8 Schedule o Download CSV
RISK
® Risk Management Total risks Over appetite Controls failing
Third Parties 22 2 8
@ Incidents
COMPLIANCE Overdue reviews
Compliance 3
Policies
Audits .
Classification  All v Status All ¥ Apply filters Reset
(3 Evidence
Assgssments Asset [ Third Open Failing Next
Title Classification Status Inherent  Residual  Owner Treatments . s
& Account Reviews Party exceptions controls review
Messaging
<= Awareness vendor's
breach noti : ,
[ Projects :iaocd FENES Third-part - 3x4=12 3x4=12 Owen Brightsignal 0 0 2027-
P party P (High) (High) Gallagher Messaging 10-19
PRIVACY exceeds our
contractual 24
B Data Privacy hours
W R Technicians
AL Reports feel itored
EELMANONSS. 3x3=9  3x3=9  Sofia 2027-
Rennrt Canter by continuous  Privacy open T - 0 0 0 A

Figure 15.2. The Risk Register report: summary cards with red counts for risks over appetite and failing
controls, the Classification and Status filters, and the results table.

15.3 Risk Register

Lists every risk you can read, with its scores and housekeeping data. Requires reports:read plus
risks:read . With risks:read atthe own level the register contains only risks you or your groups
own.

Filter Values Address parameter
Classification All, or one risk classification classification
Status All, Open, Closed, Archived status
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Column

Title
Classification
Status

Inherent,
Residual

Owner

Asset [ Third
Party

Treatments

Open
exceptions

Failing controls

Next review

Summary card
Total risks
Over appetite

Controls failing

Overdue reviews

Meaning

The risk title.

The risk classification.
Open, closed or archived.

The full score cell, for example 4x5 = 20 (High) : likelihood x impact = score,
with the score's band.

The risk owner.

The asset or third party the risk is scoped to.

Number of treatments.

Exceptions still requested or approved.

Treatment controls whose latest test failed or is overdue (see The Risks list),
counted whether or not you can read them. Renders red when an open risk is
flagged Controls failing.

The next review date; red when it is in the past.

Counts Red when
Every row in the report Never
Risks whose residual score is above your organization's appetite Above zero
Open risks flagged Controls failing Above zero

Risks whose next review date has passed Above zero

15.4 Compliance Status

Rolls compliance analyses up per framework domain, with a drill-down of every requirement. Requires
reports:read plus compliance:read .

Filter

Values Address parameter

Framework package All, or one compliance package package
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The main table has one row per domain: Code, Domain, Not reviewed, Compliant, Partially
compliant, Not compliant, N/A, and % compliant, the percentage of in-scope requirement items
(everything except N/A) that are Compliant.

The summary cards count every requirement by status: Not reviewed, Compliant, Partially compliant,
Not compliant (red when above zero) and NJA. Only requirement items count, in the cards, the domain
rows and the details table: headings and additional items do not, so the figures match the dashboard's
compliance donut and the package page.

Below the main table, a Requirement details table lists every leaf requirement with its Code,
Requirement, Domain, Status, Owner, linked Control and Open exceptions. The CSV download
contains the per-domain table.

TraerRC Reports > Report Center > Compliance Status ® Help @MarganEllery
88 Dashboard e lianes
& My Tasks 9 Compliance Status

Rollup of compliance analyses per framework domain, with a leaf-item drill-down of every requirement and its status.
0 Policy Portal

Schedul 2, D load CSV
Y= My Questionnaires (5 Schedule S
RISK
® Risk Management Not reviewed Compliant Partially compliant
Third Parties 43 189 44
‘@ Incidents
COMPLIANGE Not compliant N/A
Compliance 8 3
B Policies
Audits )
Framework package  NIST SP 800-53 Rev 5 Moderate v Apply filters Reset
[ Evidence
Assessments
Code Domain Not reviewed Compliant Partially compliant  Not compliant NJA % compliant
2 Account Reviews
AC Access Control 0 14 3 0 0 82%
= Awareness
AT Awareness and Training 1 3 0 0 0 75%
[ Projects
AU Audit and Accountability 1 9 1 0 0 82%
PRIVACY
& Data Privacy CA Assessment, Authorization, and Monitoring 2 3 2 4] 0 43%
CM Configuration Management 1 6 3 2 0 50%
Ll Reports
Ccp Contingency Planning 0 6 2 1 0 67%

Rannrt Cantar

Figure 15.3. The Compliance Status report filtered to the NIST SP 800-53 Rev 5 Moderate package, with
status counts per domain and the percentage compliant.

15.5 Exceptions

One table for all exceptions across risks, compliance analyses and policies, with expiry tracking.
Requires reports:read plusread on at least one of risks , compliance and policies ; the table
includes only the sources you can read.
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Filter

Type

Status

Values Address parameter
All, Risk, Compliance, Policy type
All, Requested, Approved, Rejected, Expired status

Columns: Type, Title, Parent (the risk, requirement or policy the exception belongs to), Status, Owner,
Expires. An approved exception whose expiry date has passed displays as Expired, and its Expires cell
renders red. Rows sort by expiry date, soonest first.

Summary card Counts

Awaiting decision Exceptions in Requested status

Approved, in force  Approved exceptions not yet past their expiry date

Expiring in 14 days  Approved exceptions that expire within 14 days

Expired

Approved exceptions past their expiry date (a rejected request does not count)

Each card except Approved, in force renders red when above zero.

TraxrGRC

88 Dashboard
& My Tasks

0 Policy Portal

’= My Questionnaires

RISK

© Risk Management
Third Parties

@ Incidents
COMPLIANCE

[ Compliance

B Policies

Audits

[ Evidence
Assessments
2 Account Reviews
= Awareness

[ Projects
PRIVACY

B Data Privacy

Ll Reports

Rannrt Cantar

Reports > Report Center > Exceptions ® Help @MarganEllery

risks f8 Schedule &, Download CSV
© Exceptions

All open and historical exceptions across risks, compliance analyses and policies, with expiry tracking.

Awaiting decision Approved, in force Expiring in 14 days
Expired

Type All ¥ Status All v Apply filters Reset

Type Title Parent Status Owner Expires
. il i i : P . : 2026-09-
Compliance Sanitization sampling waived for 2025 MP-6 Media Sanitization expired Priya Raman 19
" Keep 2024 resident appointment data for the POL-14 Data Retention and Deletion : : 2026-10-
Policy - " expired Priya Raman
billing dispute Schedule 10
Risk Defer reb_uild_of legacy workers until the Unpatched vulnerabilities on legacy expired Hana Yoshida 2026-10-
queue migration worker images 17
L keri tside th Il 2026-10-
Compliance egacy aonar lnagsstisIenagoen CM-2 Baseline Configuration approved  Priya Raman

image baseline

Keep sending Northgate reminders during Messaging vendor processes residents' Owen 2026-10-

Risk d
. DPA negotiation data without a signed DPA Spprove Gallagher 3

Figure 15.4. The Exceptions report listing risk, compliance and policy exceptions by expiry date, with red
counts for open, expiring and expired exceptions.

TraxrGRC User Manual

291



15.6 Reviews Due

The consolidated review schedule for risks, policies and data privacy (data flow) records. Requires
reports:read plusread on at least one of risks , policies and dataPrivacy ; each source is
limited by your ownership level in that module.

Filter Values Address parameter
Module All, Risks, Policies, Data Privacy module

Next N days Number of days to look ahead (default 30) days

Overdue only Checkbox; when ticked, only past-due reviews are listed overdue (value 1)

Only reviews that have not been completed are listed. Columns: Module, Record, Due date (red when
overdue), Owner. Rows sort by due date, earliest first. A review is overdue from the day after its due
date, by the organization's time zone.

Summary cards: Overdue (red when above zero) and Due in next N days, matching the window you
entered.

TraxrGRC Reports > Report Center > Reviews Due ® Help @ Morgan Ellery
88 Dashboard risks

f8 Schedule & Download CSV
& My Tasks © Reviews Due

" Pending risk, policy and data-privacy reviews: what is overdue and what comes due in the next days.
0 Policy Partal

7= My Questionnaires
Overdue Due in next 30 days

RISK 6 0

@ Risk Management
Third Parties

@ Incidents Meduley Al | et days 30 Ovemueomy Apply filters Reset

COMPLIANCE

Compliance Module Record Due date Owner

B Policies Risks Malicious code through a third-party software library 2026-09-09 Nadia Petrov

B Audits Policies POL-07 Contingency Plan 2026-09-14 Tomas Okafor
B Evidence Policies POL-03 Access Control Policy 2026-09-29 Lena Haverkamp
Assessments Risks Compromise of privileged cloud credentials 2026-10-07 Lena Haverkamp
o, i,

& AesountReviews Data Privacy Employee HR records 2026-10-07 Sofia Brennan
= wareness| Risks Unpatched vulnerabilities on legacy worker images 2026-10-16 Hana Yoshida

[ Projects

PRIVACY

B Data Privacy

Ll Reports

Rennrt Center

Figure 15.5. The Reviews Due report with Overdue only ticked, listing past-due risk, policy and data privacy
reviews with their due dates in red.
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15.7 Awareness Completion

Training completion per awareness program. Requires reports:read plus awareness:read . Only
active programs are listed.

Filter Values Address parameter
Program All, or one awareness program program

Column Meaning

Program, Status The program and its status.

Assigned The number of active users in TraxrGRC.

Passed, Failed Recorded test results that passed or failed.

Completion % Passed results as a share of assigned users.

Average score The mean test score across all recorded results.

Summary cards: Active programs, Assigned users, Completion (the passed share across all listed
programs) and Average score (the mean of the per-program averages, or a dash when no results exist).

15.8 Incidents

Every incident in the selected window. Requires reports:read plus incidents:read . With
incidents:read atthe own level you see only incidents you or your groups own.

Filter Values Address parameter
Classification All, or one incident classification classification
Opened from Date; incidents opened on or after from

Opened to Date; incidents opened on or before to

Columns: Opened (date), Title, Classification ("Unclassified" when none is set), Status, Owner. Rows
sort newest first.

Summary cards: Total incidents, then one card per classification present in the results, with its count.
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15.9 Policy Acknowledgements

One row per person per acknowledgement request (see Policy portal and acknowledgements). Requires
reports:read plus policies:read . With policies:read atthe own level you see only requests on
policies you or your groups own.

Filter Values Address parameter
Policy All, or one policy with requests policy

Status All, Acknowledged, Outstanding, Overdue status

Request All, Active, Superseded, Closed state

Column Meaning

Policy, Version The policy and the version the request asked people to acknowledge.

Due The request's due date.

Request The request's state: Active, Superseded or Closed.
Name, Email The person.

Active Whether the person's account is still active.

In audience Whether the person is still in the request's audience.
Status Acknowledged, Outstanding or Overdue (overdue in red).

Acknowledged When the person acknowledged: in your time zone on screen, UTC in the CSV.

Content hash SHA-256 of the version text acknowledged.

The report lists everyone in each request's audience now and everyone who acknowledged it, including
people since deactivated or moved out of the audience.

Summary cards: Requests, Acknowledged, Outstanding and Overdue (red when above zero).
Outstanding and Overdue count only people still in the audience.
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TraerRC Reports > Report Center > Policy Acknowledgements ® Help @MorganEl!ery

88 Dashboard o
ad policies f& Schedule &, Download CSV

& My Tasks ©® Policy Acknowledgements

- Per request and person: acknowledged (when, which version and its content hash), outstanding or overdue
M Policy Portal

7= My Questionnaires

Requests Acknowledged Qutstanding
RISK 2 5 .
@ Risk Management
Third Parties
@ Incidents Overdue
COMPLIANCE

Compliance

B Policies Policy  All v Status  Overdue v~  Request All v Apply filters Reset

Audits
i I
&3 Evidence Palicy Version Due  Request Name Email Active Status  Acknowledg
audience
B
Assessments S5
2 Account Reviews Acceptable 2026-
Use and 2 0117 Superseded Administrator install-admin@example.com Yes Yes Overdue
<= Awareness Rules of
Behavior
[ Projects
POL-02
PRIVACY
Sccem:ble 2 2028" ded @ I Kol illmont le Vi Yo Overd
8 Data Privacy se an 01-17 uperseded oo elena.sokolova@quillmont.example ‘es es verdue
Rules of
Behavior
Ll Reports
POL-02

Renort Center aoo_oaowie

Figure 15.6. The Policy Acknowledgements report filtered to overdue people, showing each person's policy,
version, due date and status.

15.10 Scheduled reports

A report can be emailed to people in this installation on a schedule, for example the compliance gaps t

(0]

management on the first of every month. Open Reports = Scheduled, or click Schedule on any Report

Center report (the schedule keeps the filters you have applied) or Schedule by email on Compliance
Gaps.

What can be scheduled, and in which format:

Report Attached as

Any Report Center CSV, with the filters chosen

report

Compliance package PDF, for one package

report

Compliance gaps CSV, optionally narrowed to a package, a gap status, a coverage, or gaps
(POA&M) with overdue projects
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15.10.1 The schedules list

The Scheduled reports page lists the schedules for reports you can open yourself; schedules for
reports you cannot open are hidden.

Column
Name
Report
When
Next run

Recipients

Meaning

The schedule's name, with a Paused badge when it is not active.

The report and its format, for example "Risk Register (CSV)".

The timing in words, for example "Weekly on Monday at 07:30 America/New_York".
When it is next sent, in your own time zone; a dash while paused.

The users, groups (prefixed "group") and roles (prefixed "role") it is sent to, and how
many people have unsubscribed.

The buttons at the end of each row are:

Button
Paper plane
Pause /[ play
Pencil
Clock

Trash can

TraxrGRC User Manual

Action Needs

Send now: queue a run straight away Update on Reports; schedule active
Pause or resume the schedule Update on Reports

Edit the schedule Update on Reports

Show the schedule's recent deliveries Any schedule right

Delete the schedule Delete on Reports
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TraxrGRC Reports > Scheduled ® Help @ Morgan Ellery

88 Dashboard

Scheduled reports
& My Tasks e Email a report to people in this instance weekly, monthly or quarterly, as an attachment. Each recipient's copy is prepared ‘S Newischedule

with their own access when it is sent, and anyone can unsubscribe from My profile. Each schedule keeps its time in its
own time zone

D Policy Portal

7= My Questionnaires

RISK Name Report When Next run Recipients
@ Risk Management Weekly risk register for . 2026-10-  Raymond
e Risk Register (CSV) oy on Monday at 07:30 260730 Asworhaows 0 £ D @
Third Parties the security committee ) DT GRC Team
@ Incidents Monthly NIST 800-53 Compliance package Monthly an the 1st at 08:00 3?2‘;’;’; Dana Whitcombe, 49 0 2 9 @
package report report (PDF) America/New_York EST ) Marcus Bell
COMPLIANCE
. : 2026-10-
Compliance POA&M gap view for the Compliance gaps Weekly on Thursday at 16:00 )
agency ISSO prep (POA&M) (CSV) America/New_York éé;“o group GRC Team g 0 2 9O W
B Policies
Quarterly policy Policy Quarterly on the 5th of January, 2027-01-
Audits acknowledgement Acknowledgements April, July and October at 08:00 05 04:00 ;"if::ﬂae"' Sofi 4 0 Z D @
[ Evid evidence (csv) Europe/Dublin EST
vidence
Monthly exceptions . Monthly on the 31st (the last day in
?) Assessments -
review'( Fotsod Exceptions (CSV) shorter months) at 12:00 UTC role GRC Manager <4 P £ 9O W

S Account Reviews
<= Awareness
[ Projects

PRIVACY

B Data Privacy

Ll Reports

Rennrt Center

Figure 15.7. The Scheduled reports page listing the demo schedules, including a paused monthly exceptions
review, with their timing, next run and recipients.

15.10.2 Creating a schedule

1. Click New schedule, or Schedule on a report page. The New scheduled report dialog opens.

2. Enter a Name and choose the Report. Each option shows its format, for example "Compliance
package report (PDF)".

3. Set the report's options:

o For a Report Center report, Filters shows the filters carried over from the report page. To
schedule a filtered report, apply the filters on the report and use its Schedule button; Clear
filters sends the whole report.

o For the compliance package report, choose the Package.

o For the compliance gaps, optionally choose a Package (or All packages), a Status (Both
gap statuses, Partially compliant or Not compliant), a Coverage (Any coverage, No
project, In remediation or Projects completed), and tick Only gaps with overdue projects.

4. Set the Frequency, the Day or Day of the month, the Time and the Time zone (see the field
reference below).

5. Tick the Recipients under Users, Groups and Roles.

6. Leave Active (off pauses it) on to start sending, then click Create schedule.

To change a schedule, click its pencil, edit the fields and click Save schedule.
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Field
Name
Report

Frequency

Time and
Time zone

Recipients

Active

What it means
Shown in the email subject, the delivery log and each recipient's My profile page.
What is sent, with its filters or package.

Weekly on a day of the week, Monthly on a day of the month, or Quarterly on a day
of the month in January, April, July and October. A day past the end of a shorter

month (the 31st in April, the 29th to 31st in February) sends on that month's last day.

The time of day it is sent, in the chosen zone, which starts as your own (UTC if you
have none). The time stays the same in that zone when daylight saving starts or
ends: 09:00 New York is 09:00 in both summer and winter. A time the clocks skip
(02:30 on the night they go forward) sends when they jump past it, at 03:30; a time
that happens twice (01:30 on the night they go back) sends once, the first time.
Schedules made before time zones existed are in UTC.

Named users, the members of chosen groups, and the members of every group
carrying a chosen role. Active users of this installation only; no outside address can
be entered.

Off pauses the schedule.

New scheduled report .

Each recipient gets the report prepared from the records they can see themselves, at the time it
is sent. Recipients without access to the report get nothing.

Name Report

e.g. Monthly POA&M status Risk Register (CSV) v
Filters
None: the whole report. To schedule a filtered report, apply the filters on the report and use its Schedule
button.
Frequency Day of the month Time Time zone

Monthly ¥ 1 07:00 AM QO America/New Y V¥

The time stays the same in the chosen zone when daylight saving starts or ends; a time the clocks skip sends
when they jump past it. A month with fewer days sends on its last day. Sent as CSV (at most 5,000 rows); over
10 MB it is sent as a link instead.

Recipients

Active users only; no outside addresses.

Users Groups Roles
O Administrator (install- () All staff () Auditor
admin@example.com) (1) Data Liaisons (7) Control Owner

O Amara Nwosu (7) Engineering Leadership (1) Data Liaison

(amara.nwosu@quillmont.

(J) GRC Team (0) GRC Manager
Arjun Mehta ) ;
(arjun.mehta@quillmont.e () Lr:frast;ucture & () Privacy Officer
o Active (off pauses it)
Cancel

Figure 15.8. The New scheduled report dialog with the report, frequency, time, time zone and recipient fields.
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New scheduled report x

Each recipient gets the report prepared from the records they can see themselves, at the time it
is sent. Recipients without access to the report get nothing.

Name Report
e.g. Monthly POA&M status Risk Register (CSV) v
Filters
status: open Clear filters
Frequency Day of the month Time Time zone
Monthly v 1 07:00 AM QO America/New Y v

The time stays the same in the chosen zone when daylight saving starts or ends; a time the clocks skip sends
when they jump past it. A month with fewer days sends on its last day. Sent as CSV (at most 5,000 rows); over
10 MB it is sent as a link instead.

Recipients
Active users only; no outside addresses.
Users Groups Roles
0 Administrator (install- () All staff () Auditor
admin@example.com) () Data Liaisons () Control Owner

Amara Nwosu

0O (7) Engineering Leadership () Data Liaison
amara.nwosu@quillmont.
{ 4 () GRC Team () GRC Manager
Arjun Mehta 5 )
(arjun.mehta@quillmonte () Lr:frast;ucture & () Privacy Officer

@) Active (off pauses it)

Cancel

Figure 15.9. The schedule dialog opened from the Risk Register report's Schedule button, carrying the Status
filter applied on the report.

15.10.3 How a scheduled report is sent

e Each recipient gets their own copy. The report is prepared separately for every recipient, with
their permissions and record visibility at the moment it is sent, exactly as if they had opened it
themselves. Two recipients can get different files. A recipient who cannot open the report (no

reports:read or noread on its module for a Report Center report, no Compliance read for the
gaps, Compliance read at "all" for the package PDF) is skipped and the skip is logged.

e CSV files hold at most 5,000 rows, like every other export; the email says so when the report had
more. Copies are prepared one at a time by the background worker, so a large schedule never
slows the application.

¢ A file over 10 MB is not attached: the email carries a link to the report in the app instead, and the
delivery log notes it.

o |f the worker was stopped when a schedule was due, the schedule runs once when it is back, not
once for every slot it missed, and then waits for its next slot. Pausing and resuming, or changing a
schedule's timing, also starts from the next slot after now.

e Send now queues a run straight away, for testing. A message confirms how many emails were
queued and how many were skipped. It can be used once every five minutes per schedule, and
not while the schedule is paused.

e The email states when the report was prepared, in the recipient's own time zone.

e Every email says why the person receives it and links to My profile, where they can unsubscribe.
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15.10.4 Delivery history

Click a schedule's clock icon to open Recent deliveries. It has one row per recipient and run, with

Queued (when), To (the address), Status and Attachment (the file sent, or "too large, sent as a link").

A suppressed row names the reason:

Reason Meaning

no—access The recipient may not open the report.

opted-out The recipient unsubscribed on My profile.
recipient-inactive The recipient's account is deactivated.
template-disabled The scheduled-report email template is turned off under

Settings - Notifications.

schedule-paused , schedule- The schedule was paused or deleted before a queued email
deleted was sent.
report-unavailable The report could not be prepared, for example because its

package was deleted.

Administrators also see every delivery under Settings - Notifications - Delivery log.

15.10.5 Deleting a schedule

Click the trash can and confirm Delete this schedule?. The schedule stops sending, including emails
queued and not yet sent. Its past deliveries stay in the log.

15.10.6 Unsubscribing

Every recipient sees the schedules sent to them on My profile, under Scheduled reports, with the
report and its timing. Turn a schedule's switch off to stop receiving it, or on again to resume. The
schedules list shows how many people have unsubscribed from each schedule.
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< Collapse

My notifications

Notification rules

Rules your administrators set up to email people about changes. Turn one off to stop its emails to you. Reminders about your own reviews and tasks

and security alerts to administrators are not rules and keep coming.
Exceptions expiring soon
Deadline approaching

Failed control tests to the GRC team
Control test failed

Incident status changes to the DPO
Status changed

Mentions in comments
Comment added

New audit findings to their owner
Audit finding created

Overdue risk and policy reviews
Deadline overdue

Scheduled reports

Reports emailed to you on a schedule, prepared from the records you can see. Turn one off to unsubscribe.

Monthly NIST 800-53 package report

Compliance package report - Monthly on the 1st at 08:00 America/New_York

POA&M gap view for the agency ISSO prep
Compliance gaps (POA&M) - Weekly on Thursday at 16:00 America/New_York

Weekly risk register for the security committee
Risk Register - Weekly on Monday at 07:30 America/New_York

8888188

888

Figure 15.10. The Scheduled reports card on My profile, listing the reports sent to the user with a switch to

unsubscribe from each.

15.10.7 Who can manage schedules

Action

Needs

Open Reports - Scheduled
Create a schedule
Edit, pause, resume, Send now

Delete a schedule

Create, Update or Delete on Reports
Create on Reports
Update on Reports

Delete on Reports

In every case you must be able to open the report yourself. Read on Reports alone lets someone receive
reports but not schedule them. On a new installation the GRC Manager role carries all three rights; on an
installation upgraded from an earlier version only administrators can schedule until those rights are

added to a role (Settings - Roles).

Every schedule created, changed, paused, resumed, deleted or sent now is recorded in the Audit Log. A
new or upgraded installation has no schedules, so nothing is sent until someone creates one. Emails

need SMTP configured (Settings - Integrations).
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15.11 Who can see reports

¢ Opening the Report Center at all requires the reports:read permission.

e Each report card additionally requires read on at least one of its underlying modules; cards you
do not qualify for are hidden.

e Within a report, rows follow your record-level access: reports over risks, policies, data privacy and
incidents respect the own level (you see records you or your groups own), while the compliance
and awareness reports are all-or-nothing for that module's readers.

e Download CSV applies exactly the same permission checks and filters as the on-screen report,
S0 an export never contains more than the table shows.

e Administrators bypass all of the above.
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CHAPTER 16

REST API

The REST API lets scripts and other systems read and maintain TraxrGRC records without the browser:
loading risks from a spreadsheet, exporting compliance status to a dashboard, or creating incidents
from a ticketing tool. It is used by developers and administrators who build such integrations. This
chapter explains how access works and what is available; the machine-readable reference is the
OpenAPI document, served at /api/v1l/openapi on your installation. That address needs no token, so
you can load it into an OpenAPI viewer or a client generator directly.

The API covers the main records of each module. Some screens have no APl equivalent, among them
Settings, the Report Center and its CSV downloads, and the Dashboard.

16.1 Authentication

API requests use bearer tokens:

1. A user with Create on API tokens (an administrator, by default) creates a token in Settings - API
Tokens (see Administration & Settings). Give it a name, an optional expiry date, and the module
scopes it may use.

2. The full token, starting with aat_ , is shown once, at creation. Copy it somewhere safe. TraxrGRC
stores only a hash of it.

3. Send it on every request in the Authorization header:

curl -H "Authorization: Bearer aat_your_token_here" \
https://grc.example.com/api/vl/risks

A request is refused in these cases:

Status Body Cause
401 { "error": No token, an unknown token, or a token that is revoked or
"unauthorized" } expired; also a token whose creator has been deleted or

deactivated.

403 { "error": The token's scopes do not include the module and right the
"forbidden" } request needs, or its creator no longer holds that right.

Revoked or expired tokens stop working immediately. Every refused request is recorded in the Audit Log
(module security , action permission.denied ) with the reason and the token.
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16.2 Conventions

Topic
Base URL
Format

Success
envelope

Error envelope

Lists

Identity

Scope of side
effects

Audit

Notifications

Behavior
/api/v1l on your installation's address.

JSON request and response bodies.

{ "data": . + . Acreate returns status 201 with { "data": { "id": "..."
} 1
{ "error": "..." } withan HTTP status: 400 for invalid input ( invalid-

input ), 401 unauthenticated, 403 forbidden, 404 not found, 409 for a conflict
with the record's current state, and a short message for other refusals.

Paginated with page (from 1) and pageSize (default 25, at most 200), for
example GET /api/vl/risks?page=2&pageSize=50 . The datais { rows,
total, page, pageSize }.

A token acts as the user who created it. That user's permissions apply on top of
the token's scopes, including the own ownership level, so a list returns only the
records the creator could see in the browser.

Scopes bound everything a request does. A request that also touches another
module (a DPIA creating a risk, a record linked to a vendor) needs that module's
right in the token's scopes too, or it is refused (403, or 404 for a link to a record
the token cannot read).

API changes are recorded in the Audit Log like any other change, naming both the
token and its creator.

Changes made through the API send no notification rule emails unless an
administrator turns this on (see Notifications in Administration & Settings).

16.3 What is available

Each operation in the OpenAPI document states the scope it requires, for example "Requires the API
token scope risks:read ". The scope names match the role permission names: reading needs Read on
the module, and changes need Create, Update, Delete or Review as described in the module's chapter.
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Area

Risks

Controls
Assets

Business
units

Compliance

Policies

Third parties

Incidents

Audits
Projects

Awareness

Data privacy

Account

reviews

Assessments

Custom
fields

TraxrGRC User Manual

Paths under /api/vil

/risks , /risk-

classifications , /risk-

scale
/controls
/assets

/business-units

/compliance/packages ,
/compliance/analyses ,
/compliance/poam

/policies

/third-parties

/incidents

/audits
/projects

/awareness/programs ,
/awareness/results

/data-privacy

/account-reviews

/assessments/templates ,

/assessments/requests

/custom-fields

Covers

Risks with computed scores, treatments,
reviews; the classification list and the risk
scale (changing those needs Settings rights)

Controls and their tests
The asset catalog

The business unit hierarchy

Packages and their items, analyses and their
exceptions, the POA&M register (read; ?
status=, 7?severity=, ?source=, ?
overdue=true )

Policies, content, versions, reviews and
approvals recorded outside the app

Third parties, contacts, linked risks, sub-
processors and transfer impact assessments

Incidents, closing, breach details and breach
notifications

Audit plans and findings
Projects

Programs, test submissions and results

Records of processing, transfers, links,

reviews, the Article 30 register and DPIAs

Review programs, their items and CSV import

Questionnaire templates and requests

Field definitions and per-record values



Area Paths under /api/vil Covers

Evidence /evidence Evidence and reports, their links, files with
SHA-256 (list, upload, download with an X-
Content-SHA256 header, remove), locking and
unlocking, Verify files, and the auditor package
( /evidence/package , a zip)

Consult the OpenAPI document for the exact paths, parameters, request bodies and responses.

16.4 Related access paths

¢ Online assessments are answered by the external contact through the tokenized public link
( /assess/<token> ), described in Online Assessments. That page needs no API token.

e Al assistants connect through the Model Context Protocol endpoint at /api/mcp , using the
same API tokens (see Al assistants in Administration & Settings).

e SCIM user provisioning has its own tokens and address (see Administration & Settings); API
tokens do not work there.
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A

A third party's files 260

Acknowledgement 29, 65, 143, 144, 146, 148, 294
Acknowledging a policy 145

Adding a single account 249

Adding evidence 257

Adding items to a program 249

Adding or editing a finding 185

After the decision 229

Al assistants 62

An evidence record 258

Analysis statuses 114

Anatomy of a report 287

Annual checks 238

Answering (the Data Liaison's view) 235

API token 39, 45, 56, 58, 62, 74, 75, 306

API Tokens 74

Approval workflow 58, 61, 134, 135, 136, 137, 228
Approving or rejecting 135, 228

Archive 18, 79, 85, 129, 143, 202, 231, 253
Archive and reactivate 143

Archiving, reactivating and deleting 253
Article 30 completeness 220

Article 30 register 39, 61, 125, 213, 220, 224, 243
Asking for acknowledgement 146

Assessing an incident as a breach 171

Asset 32, 34, 81, 98, 167, 168, 223, 304
Assets 98

Attachment 34, 93, 143, 158, 178, 190, 211, 231
Attachments 34

Audit finding 39, 117, 185, 187, 188, 197

Audit Log 70

Audit log 37, 39, 45, 62, 70, 73, 75
Authentication 303

Automatic reminders 209

Awareness Completion 293

Awareness permissions 212
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B

Backup 39, 75

Backups 75

Branding 59

Building a questionnaire 234

Bulk updates 113

Business unit 78, 81, 84, 98, 99, 304
Business Units 99
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C

Changing status 195

Classification 18, 78, 79, 99, 165, 288, 293
Closing and reopening an incident 170
Comment 35, 93, 143, 178, 190, 211, 231, 251
Comments 35

Comments, attachments and history 93, 178, 190, 198, 251
Comments, Attachments and History 158
Comments, Attachments, History and Custom Fields 143
Comments, attachments, history and custom fields 211, 231
Common controls and inheritance 108
Completion and evidence 148

Compliance requirements remediated 197
Compliance Status 289

Contacts tab 156

Content tab: the training material 205
Control 93, 95, 96, 98, 108, 116, 117, 188
Control testing 24, 65, 93, 95, 96, 98, 99
Control testing settings 98

Controls 93

Conventions 304

Creating a policy 130

Creating a program 201, 246

Creating a project 193

Creating a record 215

Creating a remediation project 187

Creating a request 269

Creating a risk 81

Creating a schedule 297

Creating a template 266

Creating a third party 154

Creating an audit plan 182

Creating an incident 167

Crosswalks between frameworks 110

CSV import 32, 36, 67, 107, 110, 111, 121, 249
Custom field 32, 39, 45, 48, 143, 178, 211, 231
Custom Fields 48

TraxrGRC User Manual



D

Dashboard 12, 18, 23, 24, 45, 138, 245
Data Liaison 18, 45, 232, 235, 238, 243
Data map 18, 45, 213, 232, 241, 243
Data mapping questionnaires 232
Data privacy permissions 243

Data processing agreement 159, 65, 153
Data protection 158

Data tables 31

Deciding items in bulk 251

Deciding one item 250

Deleting a plan 185

Deleting a policy 150

Deleting a program 212

Deleting a project 199

Deleting a record 38, 232

Deleting a schedule 300

Deleting a template 269

Deleting a third party 162

Deleting packages and items 126
Delivery history 300

Delivery log 70

Documenting the record 218

DPIA 61, 224, 225, 226, 227, 228, 229, 243
DPIAs 224

DPO advice 227

E

Editing a plan and changing its status 184
Editing and deleting 178

Evidence 255, 257, 258, 259, 261, 263, 264
Evidence on other records 259

Evidence packages for auditors 263
Exception 32, 67, 89, 91, 124, 129, 141, 290
Exceptions 91, 141, 290

Exceptions on a clause 124

Expiry and reminders 262

Export 31, 32, 36, 39, 70, 75, 108, 121
Exporting a package 108
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F

Files on controls, requirements and account reviews 260
Filtering by family 113

Finding status workflow 187

Finding the Settings screens 39

Findings raised by failed control audits 188

G

Group 24, 39, 42, 45, 56, 146, 212
Groups 45

H

Header, help and user menu 16

History 37, 93, 143, 158, 178, 190, 211, 231
History tabs 37

How a scheduled report is sent 299
How scoring works 83

Importing a package 107
Importing accounts from CSV 249
Importing from CSV 32

Incidents 293

Integrations 50

Integrity 73

L

Label 34, 48, 79, 93, 98, 129, 131, 185
Labels 34, 48

LDAP 52, 12, 42, 50, 54, 58, 70

Linked assets, risks and controls 223
Locked evidence and file fingerprints 261

TraxrGRC User Manual

312



M

Managing requests 148

Managing the classification catalog 165
Managing the shared dashboard 24
Mapping controls, policies and risks 116
MCP 34, 62, 74, 280, 306

My notifications 29

My profile 27

My Tasks 24

N

NIST SP 800-53 10, 103, 108, 109, 110, 121
Notification rule 27, 29, 39, 65, 67, 230, 284
Notification rules 67

Notifications 65

Notifications and audit trail 284

(0

Open audit findings on mapped controls 117
Open findings 188

Organization-defined values 109

Owner 24, 119, 141, 151, 161, 162, 185, 200

P

Packages 103

Password 12, 27, 28, 42, 51, 52, 54, 70
Password change 28

Permissions 102, 127, 151, 162, 164, 180, 191, 212
Personal data breach 18, 32, 65, 67, 168, 171, 173
Personal data breaches 171

POA&M 10, 103, 117, 119, 121, 127, 188

Policies 61

Policy Acknowledgements 294

Policy portal 18, 29, 129, 131, 144, 146, 151
Policy portal and acknowledgements 144
Privacy 61

Program status: draft, active, archived 202
Provisioning (SCIM) 56

Publishing 136

Putting a policy on the portal 146
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Q

Questionnaire 18, 45, 232, 234, 235, 236

R
Record of processing 24, 48, 160, 173, 213, 215, 224

Record status: draft, active, archived 231

Record tabs 119

Recording an approval made outside the app 137
Recording the analysis 115

Records of processing that name this vendor 160
Reissuing the public link 274

Related access paths 306

Remediation project 117, 119, 187, 191, 193, 194, 199
Remediation projects 117

Reminders 240

Repeating assessments 280

Replacing earlier evidence 261

Report schedule 29, 295, 299

Requests 269

Residual risk 18, 79, 81, 83, 84, 99, 228, 288
Retakes 210

Retention 73

Review 18, 89, 139, 229, 230, 245, 260, 292
Review notifications 230

Reviewing answers 236, 275

Reviewing items: keep or disable 250

Reviews 89

Reviews Due 292

Reviews tab 139

Risk appetite 18, 65, 83, 84, 86, 89, 99, 288

Risk Register 288

Risk score 18, 81, 83, 99

Risk Settings 99

Risks tab 157

Roles 45
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S

SAML 12, 42, 50, 54, 56, 70, 73, 232
SAML single sign-on 54

Scheduled reports 295

Scheduler 69

Scheduling and recording control tests 96
SCIM 36, 39, 42, 45, 56, 75, 306
Security alerts 73

Sending a questionnaire 235
Sending a reminder 208

Session 14, 16, 39, 42, 54, 56, 58, 70
Sessions 58

Shared Ul conventions 30

Sidebar 15

Sign-in security 28

Signing in 12

Signing out and session length 14
SMTP 51, 50, 73

Starting and screening a DPIA 225
Status and actions 85
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Taking a test 209

Templates 65

Templates and the question editor 266
Test tab: building the question set 206
The analysis workspace 111

The app layout 14

The Article 30 register 224
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The audit plans list 180

The breach card 173

The catalog page 110

The compliance report (PDF) 125

The control page 95

The Dashboard 18

The data map 241

The detail page 156

The draft - approval = publish workflow 134
The Evidence page 255

The full assessment 226

The gap view (POA&M) 119

The incident detail page 168

The incidents list 165

The landing page 286

The linked audit finding 197

The NIST SP 800-53 catalog 109

The package page 105

The plan detail page 183

The POA&M register 121

The policies list 129

The policy detail page 131

The Policy Portal 29

The program detail page 203

The program page 247
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The risk detail page 84

The risk register and its tabs 78

The Risks list 79

The schedules list 296

The template page 266
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Times and time zones 36

Tracking tab: who has completed the program 207
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Transfer impact assessments 161
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Uploading a reissued document 138
User 16, 42, 45, 52, 54, 56, 70

Users 42

Vv

Version 103, 131, 136, 138, 139, 144, 148
Versions tab 139

TraxrGRC User Manual

317



W
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